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1. Document revision note

o This document has been published on 07/09/2021, and is valid for the eTIR
international system version 1.0 based on the eTIR specifications version 4.3.0.

Please ensure you get the latest version of this document from the eTIR documentation portal or
contact the eTIR service desk (Support and contact).

2. Purpose

This document describes the eTIR international system web services, in particular: the intended target
audience, the system architecture, the various messages and their sequencing, the security aspects,
the accesses as well as the support contacts. It does not cover the detailed implementation required
for each message, which can be found in the documents dedicated to each of the eTIR messages.
Rather, it describes which components and processes should be put in place in the national customs
systems to effectively interconnect with the eTIR international system.

3. Target audience

This guide is intended for the customs ICT team in charge of TIR processes and in charge of
interconnecting with their national customs systems with the eTIR international system.

4. Prerequisites

This document is to be read after having an understanding of the eTIR concepts, and after having read
and followed the Project guidelines for customs to connect to eTIR. It is most important to understand
the implementation stages described in the above guidelines, and to understand where you currently
stand in the implementation process.

In order to ensure an implementation that delivers the best value and services to the

e customs authorities, we highly recommend the ICT team to be accompanied by a TIR
subject matter expert, as mentioned in the Project guidelines for customs to connect
to eTIR.

5. eTIR documentation walkthrough

The eTIR international system relies on the TIR Convention, and as such the eTIR documentation relies
on its articles and annexes, but also on various other key documents available online and introduced
below. Some of these documents must be read and well understood while others are reference
documents to be consulted when necessary. This section will help you understand what they contain
and in which order we recommend reading them.

1. Project guidelines for Customs to connect to eTIR: this document is the starting point for the
customs authorities of any contracting party and should be read before any other one.

If you are not familiar with the transport and border crossing facilitation problematics, we highly
encourage you to read:

2. The TIR Convention handbook: this document contains all the legal elements that rule the TIR
Convention (including Comments and Explanatory Notes). It also describes the processes to be
followed by customs authorities, national associations and TIR Carnet holders.
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3. Annex 11 to the TIR Convention: Annex 11 to the TIR Convention describes the eTIR procedure,
how processes shall be adapted to be computerized and set the legal provisions for the
implementation and usage of the eTIR international system.

&(‘(4

Once the TIR legal context and key processes are well understood, we strongly advise to read:

4. The introduction to the eTIR conceptual, functional and technical documentation: this document
introduces the conceptual, functional and technical documentation for the TIR Procedure
Computerization Project in accordance with the United Nations Centre for Trade Facilitation and
Electronic Business (UN/CEFACT) Modelling Methodology. It is the first document to be read in
order to approach how eTIR was envisioned as an extension of the TIR Convention.

5. The eTIR concepts: this document describes the approach and core concepts used to support the
business logic, and to implement the eTIR international system. This document is also a reference
document that describes all the use cases and all the business rules used for the technical
implementation.

6. The eTIR functional specifications: this document is the most important to read to get a deep
understanding of the mechanisms used to implement the eTIR international system. The current
version (4.2) is being expanded in a working document (4.3.0) and refined as the work progresses
and as feedback is received from modelling work carried out by the Informal Ad hoc Expert Group
on Conceptual and Technical Aspects of Computerization of the TIR Procedure (GE.1) and all the
eTIR focal points. These specifications (once called Reference Model) also refer to the following
additional documents and lists:

a. eTIR XML schemas
b. eTIR code lists
c. eTIR error code list

7. Finally, if you wish to contact other contracting parties during this implementation, please refer to
the The eTIR Focal Points page to find their contact information.
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6. eTIR web service overview

6.1. High level architecture

The eTIR international system is based on the following functional overview diagram:
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Kindly note the following acronyms meanings:

international

B2C  C2B ‘TI R system

|euonen

Transport, operations,
Guarantee and declaration
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B2B: Business to Business relationship (where business refers to the private sector).
o C2B: Customs to Business relationship (where business refers to the private sector).
B2C: Business to Customs relationship (where business refers to the private sector).

C2C: Customs to Customs relationship.

Technology stack:

The eTIR international system has been implemented using the following technologies:

Java programming language
PostgreSQL database
Spring framework

ActiveMQ

SOAP-XML web services
Apache CFX

Apache Camel
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Although these technologies are only listed for information, if the reader has any
questions on the implementation methods and or on the technology stack used to
implement the eTIR international system, please contact the eTIR service desk at

etir@un.org.

The eTIR international system exposes secured web service endpoints with both the public and the
private sector partners following the diagram below:

Private sector

Guarantee chain 1

</>

Guarantee chain 2

0

Tk

</>

DY

Guarantee chain N

</>

il el

soaP-_
secured
channels_——

Public sector

eTIR international

/

/
/
/
~

/" soap

secured

,ﬁ </>#|

National

</>
ya #customs systems

1

National

customs systems 2

~~_channel

\x

\“ </>¢|

National

customs systems N

S0 S So

TIR carnet I system
holder 1 </># sonr
secy,reﬂ/

/,d'\/a'n nels /

TIR carnet L J,T
E@ holder 2 <I># /
~=ITDB
/ International TIR Data Bank

TIR carnet </> United Nations Economic Commission for
holder N Europe

Note that at the moment there is only one guarantee chain in activity (namely the
International Road Transport Union) but that the TIR Convention does not limit it to
one.

6.2. Interface message overview

The list of eTIR messages are categorized internally, based on the message sender/addressee and
based on message direction (eTIR centric):
+ All messages codes start either:

- by "I" for Internal (Internal to the public sector, meaning between the eTIR international system
and either national customs systems or ITDB)

- by "E" for External (External to the public sector, meaning between eTIR and either a guarantee
chain or a TIR Carnet holders)

+ All messages work by pair (request-response), and their codes all end either:
- by an "odd number” for the initiating/calling/request message

- by an "even number” for the response/acknowledgment message

UNITED NATIONS ECONOMIC COMMISSION FOR EUROPE
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Find below the list of all internal and external messages:

External messages
* E1 - Register guarantee
- E2 - Registration results
+ E3 - Cancel guarantee
- E4 - Cancellation results
* E5 - Query guarantee
- E6 - Query results
* E7 - Notify guarantee chain
- E8 - Notification confirmation
* E9 - Advance TIR data
o E10 - Advance TIR data results

E11 - Advance amendment data

o E12 - Advance amendment data results

E13 - Cancel advance data

o E14 - Cancel advance data results

Internal messages

* 11 - Accept guarantee
- 12 - Acceptance results
* 13 - Get holder information
o 14 - Holder information
* 15 - Query guarantee
- 16 - Query results
* I7 - Record declaration data
- 18 - Record declaration data results
* 19 - Start TIR operation
o |10 - Start results
* 111 - Terminate TIR operation
o 112 - Termination results
* 113 - Discharge TIR operation
- 114 - Discharge results
* 115 - Notify customs
- 116 - Notification confirmation
+ 117 - Refusal to start TIR operation
- 118 - Refusal results
* 119 - Check customs offices

> 120 - Customs offices validation

The eTIR international system aims to ensure the secure exchange of data between the national
customs systems related to the international transit of goods, vehicles or containers according to the
provisions of the TIR Convention and to allow customs to manage the data on guarantees, issued by
guarantee chains, to holders authorized to use the TIR system.

Document v1.3

UNITED NATIONS ECONOMIC COMMISSION FOR EUROPE

Page 5 of 58



F‘L<¢§\

SN
=T I R eTIR web services @ UNECE

6.3. TIR transport and TIR operation in eTIR

The diagram below highlights the important concepts of TIR transport and TIR operations and gives an
example of them:

TIR transport

Departure Destination
country country

It is important to note that a TIR transport may have multiple loading and unloading
points, and of course multiple border crossings. Each of them separates the TIR

o operations. Also note that the border crossings separating the TIR operations are
between each customs territories (that can be a country, or a common customs
territory like in case of the European Union). More details can be found in the
dedicated page of the eTIR introduction document.

Example of a TIR transport

.

d 1 Customs office of departure (Minsk) ’

.j' 1 Customs office of destination (Barcelona)

.3 1 intermediate Customs office of departure (Kiev)

d 2 Border crossings

1 TIR transport (1 Guarantee)
©..0 TIR operations

7 Countries

3 Customs territories

~« X
+ Belarus -

+ Ukraine The boundaries and names shown and the designations used on this map do not
. European Union imply official endorsement or acceptance by the United Nations.

g~

TIR transport
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6.4. eTIR sequence diagrams

The usage of the eTIR messages is described in the following eTIR sequence diagrams for countries of
departure, transit and destination:

6.4.1. Message sequence for countries of departure

Remaining
= | cosoms [l ST
chain system the itinera

]
L. 1
i = T

opt

loop E

for eaﬂlr‘ departure country :ar‘# each departure in the country)

L—E8 for the first messagethen Ellg}‘
; E10/E12 X
i

Presentation of the vehicle at the customs office of departure or entry:

T I
i

if CO of departure \ | [if first €O of departure] 1z >
i H
i

l'""" /

]
for each subsequent country

opt |

Ir:css-e of Advance J.'r'er'd”rer't Data[including changes of finerary)

.(—r T ..
| ——-—-----1L E12 —— ——— - ——————

_ Presentation of the vehicle at the customz office of exit :
or subsequent office of departyre

for each subssqht country

otfierwise Presentation of the vehicle 3t the customs office of exit
or subssquent office of departure

opt

. D

 p— |
E2 = |
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6.4.2. Message sequence for countries of transit
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6.4.3. Message sequence for countries of destination
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7. Security aspects

The eTIR international system web services use WS-Security to electronically sign the messages. WS-
Security is not used to provide encryption of the message. This framework has been released as a full
industry-recognized recommendation in March 2004.

Digital signature, using X.509 certificates (version 3), are used to identify the caller to the web service
and provide non-repudiation capability. An encryption protocol (TLS v1.2 or v1.3) is used to send the
messages over HTTPS to ensure the confidentiality of the information exchanged in the messages. It
should be noted that the digital signature and the encryption protocol (TLS) use different asymmetric
key pairs.

The next paragraphs describe the web services, security related terms and concepts that are used

throughout this document. They often refer on the terms "Web Services Security (WS-Security)”,
"X.509 token", "keystore” and "truststore” which are explained in detail in the Glossary.

7.1. eTIR security model

The figure below depicts the WS-Security model and this section provides an overview illustrating how
this security model works.

i Sign the request message ‘

Internet

Keystore o

S

Verify the signature on the t
response message Sign the response message

Truststore Keystore

National customs systems eTIR international system

Kindly note that if this diagram represents most of the use cases, in a few other cases
the eTIR international system actually play the role of client, and the national customs
systems, the role of service provider.

In the example above, as a first step, the X.509 certificate of the national customs systems will be
installed in the eTIR international system truststore. Similarly, the eTIR international system certificate
will be installed in the national customs systems truststore. This mandatory initial step allows the
validation of the digital signatures that are transferred as security tokens in all SOAP messages
exchanged in the context of the eTIR procedure.

Kindly find below a description of how a request is sent by the national customs systems to the eTIR
international system, and how the related response is sent back:

1. The national customs systems generate a request message to be sent to the eTIR international
system web service.
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2. The request message is signed with the private key of the national customs systems' X.509
certificate (stored in the keystore) and sent using an encryption protocol (TLS) over HTTPS.

¥ ) UNECE

3. The eTIR international system receives the request message, verifies the signature of the message
using the public key of the sender to authenticate it and to confirm its integrity.

4. The eTIR international system processes the request message and generates a response message
in return.

5. The response message is signed with the private key of the eTIR international system (stored in
the keystore) and sent using an encryption protocol (TLS) over HTTPS.

6. The national customs systems receive the response message, and verify the signature of the
message using the public key of the service provider to authenticate it and to confirm its integrity.

The completion of this process illustrates the implementation of four security aspects that the eTIR
international system wishes to achieve with this security model: authentication, integrity,
confidentiality and non-repudiation.

7.2. Authentication, Integrity and Non-repudiation

Authentication is used to ensure that the different parties of a transaction are really who they claim to
be; thus, a proof of identity is required. This proof can be claimed in various ways. One simple example
is to provide a user ID together with a secret password. A more secured approach is to use an X.509
certificate issued from a trusted Certificate Authority (later referred as "CA" in this section). The X.509
certificate identifies the end user. In addition to the authentication feature, the private key to the X.509
certificate is also used to sign SOAP messages. This electronic signature not only ensures the identity
of the sender but also guarantees that the message content has not been tampered during the
transmission, thus ensuring integrity. The sender uses his private key to sign the message (the hash of
the message to be more precise) and the recipient of the message uses the sender's public key to
verify the signature, thus providing proofs of non-repudiation.

7.2.1. Authentication steps using an X.509 certificate

Client application’s
Credentials (X.509 token)

e @ cinifeme

Verify v /
signature < Q/ Veri
Response@ @ . i
| . : g signature
Client application Service provider
(National customs (eTIR information
systems) system)

The client application (national customs systems) sends a message to the service provider (eTIR
international system - Step #1). The message includes the client application's credentials, signed with
the private key that is paired with the public key in the client application’s X.509 certificate. The service
provider validates the certificate by performing a number of checks (Step #2), including:

« Verifying that the certificate has not expired. If the expiration date of the certificate is past due,
then the certificate is no longer valid.

* Verifying that the certificate is internally consistent. The service checks that the data in the
certificate has not been tampered with by verifying the certificate contents against the signature of
the issuing CA.

* Verifying the issuing CA of the client's X.509 certificate. This is done by comparing the issuer's
signature on the client application’'s X.509 certificate with the X.509 certificate of the issuing CA.
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For this step to work properly, the CA that issued the client's X.509 certificate must be trusted by
both the client application and the service provider.

Verifying that the issuing CA has not revoked the certificate. The service provider checks this by
making sure that the X.509 certificate does not appear on a Certificate Revocation List (CRL)
published by the issuing CA. The service can check the revocation status of the certificate by
directly accessing it from the CA or by checking against a CRL that was previously downloaded
from the issuing CA to the certificate repository used by the service to look up X.509 certificates.

+ The service provider uses the public key in the client application's X.509 certificate to verify the
client application's signature (Step #3). This allows the service provider to authenticate the client
application and to ensure that the signed data has not been tampered with after the message was
signed.

If the authentication is unsuccessful, the service provider then returns an HTTP 500 error message. If
it is successful, it will process the content of the request and produce the appropriate response
message following the eTIR specifications (Step #4) that will, upon reception, require the same checks
described above (Step #5).

7.2.2. Key pairs generation

Customs can obtain a public and private key pair from a trusted certificate authority or create self-
signed ones. They should generate an RSA key pair and provide to the UNECE TIR secretariat team the
public part (X.509 certificate) of the generated key and keep the private key well protected in their
keystore. See in the Annexes the description of the two ways to generate an RSA key pair.

7.3. Confidentiality

The HyperText Transfer Protocol Secure (HTTPS), used to access the eTIR international system
endpoints, is an extension of the HyperText Transfer Protocol (HTTP) where communication is
encrypted using Transport Layer Security (TLS), a cryptographic protocol designed to provide
communications security over public networks like the Internet. The principal reason for using HTTPS
is the need to ensure confidentiality and integrity of the exchanged data while in transit. It protects
against information security threats like the Man-in-the-middle attack. The bidirectional encryption of
communications between a client and server protects against from eavesdropping and tampering of
the communication. Therefore, communication between the eTIR international system and the
national customs systems is secured by the bidirectional encryption using TLS (at least v1.2).
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8. Access to eTIR web services
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8.1. Prerequisites

8.1.1. Network requirements

The national customs systems must have access to the Internet and all the domains of the User
Acceptance Testing and Production environments described in the section below should be
whitelisted by the Network engineers of the customs authorities. In addition, in the eTIR international
system context, SOAP is implemented to use HTTPS on port TCP/8083, therefore this protocol and
port should be opened in the firewalls of the customs authorities to be usable by the national customs
systems.

8.1.2. Certificates

As explained in the Security aspects section, the connection between the eTIR international system
and the national customs systems requires both parties to share their X.509 certificates and to
mutually store them in their truststores.

This procedure must be completed for each client-service environment pair during the implementation
phase, the national customs systems User acceptance Testing (UAT) environment should be
connected to the eTIR international system UAT environment. Once ready for production, both parties
Production environments should exchange their dedicated Production X.509 certificates to allow for
communication between them and usage of the eTIR procedure when the launch is confirmed.

Both systems (the eTIR international system and national customs systems) should
use different X.509 certificates for their respective UAT and Production environments.
Also note that if this documentation refers to methods to generate locally certificates
using an open-source application that may be useful for test and development
purposes, the certificates generated and shared by the customs ICT team is entirely
up to their choice so long as it respects the security requirements and aspects
mentioned in this document.

In addition to the generated X.509 certificate, the ECE server certificate (unece.org.cer) will be used in
the encryption mechanism (HTTPS) of the message. Depending on your case, you may need to retrieve
and store it in your truststore or your application may retrieve it automatically (preferred option).

During the certificate generation process explained in the KeyStore: step by step
generation of key pairs section, the email field should be correctly filled as it will be
used by the eTIR international system to send email notifications.

8.1.3. Whitelisting servers

The servers of the national customs systems first need to be whitelisted by the ECE IT security team to
allow the connection to the servers of the eTIR international system. To do this, the IT experts of the
customs authorities need to provide the TIR secretariat with all the IP addresses of the servers of the
national customs systems which will send request to the eTIR international system. Similarly, the TIR
secretariat stands ready to provide the IP addresses of its servers to perform the same operation on
the customs authorities side.
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8.2. Endpoint URLs

The list below provides the information about the web service endpoints for the UAT environment as
well as the accompanying URLs for the Web Service Description Language (WSDL) files:

\}

~

UAT web service base URL
https://etir-uat-01.unece.org/etir/v4.3

WSDL for customs authorities
https://etir-uat-01.unece.org/etir/v4.3/customs?wsdl

WSDL for guarantee chains
https://etir-uat-01.unece.org/etir/v4.3/guaranteeChain?wsdl

WSDL for TIR Carnet holders
https://etir-uat-01.unece.org/etir/v4.3/advanceData?wsdl
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9. Implementation and test of eTIR messages

9.1. Recommended general approach

9.1.1. Purpose

In this section, the TIR secretariat wishes to share the development processes followed to ensure a
timely and qualitative delivery of the eTIR international system, hoping that by doing so, the reader
may in turn be able to benefit from our lessons learned.

9.1.2. General approach

The TIR secretariat adopted an Agile approach following the principles of the Agile manifesto. The
members of the IT team meet every week to review the work accomplished during the previous week,
to discuss about work to be done during the current week and to mention any potential impediment on
which other team members could bring their help. To support the work of the TIR secretariat, an
internal Knowledge Management System (KMS) features the following components:

+ An issue-tracking system which manages all tasks to be done, which offers excellent traceability
and accountability;

+ A documentation platform which hosts all development, managerial and operational aspects of the
eTIR project;

*+ A source code management system which hosts the code repositories of the TIR information
systems.

9.1.3. Continuous Integration

The TIR secretariat also adopted best practices from the DevOps community. In particular, we
recognize the important added value of automating as many processes as possible in the software
development lifecycle to relieve human beings from mundane tasks, increase reliability by reducing the
probability of human errors, and drastically increasing productivity.

In order to have a system as reliable as possible, we deploy regularly our new code through our
continuous integration (Cl) pipeline. We also rebuild our entire code base every time new code is
committed to our code repository, to ensure that at any given time, every completed functionality
works as intended.

9.1.4. Extensive testing

We use an automated static code analysis tool to check on a daily basis our source code against sets
of rules and best practices created by the IT industry community. This allows to ensure a high quality
of the source code, and a continuous training of the members of the IT team.

We also have a target of 70% of our functional code base covered by unit tests, as well as a
comprehensive suite of functional non-regression tests written with Apache JMeter. By combining
these two types of tests, we ensure that every part of the eTIR international system works as intended,
and we protect ourselves from possible regressions when new code is added to our code base.

9.2. Tool kit: list of what we believe is useful

The list below represents the various software that are believed to be useful for the implementation of
a client application to the eTIR international system and for which the TIR secretariat has experience
with:
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+ SOAP-UI testing suite: a useful tool for performing ad-hoc tests on SOAP messages (note that you
can find in annex the SOAP Ul quick guide);

UNECE

~

JMeter testing suite: a useful tool for automating message testing and covering a large scale of
scenarios;

« GIT version control system: the industry leading version control system, ensuring that all eTIR
international system code and other configuration items are properly versioned,;

IntelliJ IDEA: one of the industry leading Integrated Development Environment (IDE) fitting the eTIR
international system technology stack, that proved to enhance our productivity on various aspects;

+ SonarQube static code analysis tool: software used for continuous inspection of the code quality
that performs automatic reviews with static analysis of the code to detect bugs, so-called "code
smells”" (which are coding bad practices), and security vulnerabilities.

Kindly note that installing and using these applications is not required. However, those tools have
proven to be useful to the TIR secretariat team during the implementation of the eTIR international
system.

9.3. SOAP Header generation

The eTIR international system relies on an exchange of web messages using the SOAP protocol v1.2.
Beyond the (SOAP) "Action” and (SOAP) "MessagelD" elements, as a SOAP extension, WS-Security
provides the SOAP header element named "Security”, which is designed to act as a container to store
all security related information for SOAP request and response messages.

9.3.1. Web service addressing header elements

Among the WS-Addressing Header elements, two of them requires particular attention during the eTIR
message implementation.

Action element

The WS-Addressing Header Action element is used by the SOAP protocol to indicate the intent of the
request. In the context of the eTIR international system, this element is also used to route the request
internally and have it processed by the corresponding controller. The "Action” element value is

provided in each eTIR message technical guide along with the endpoint URL, following the format
<endpoint namespace>/<Action hame>.

o the endpoint URL and endpoint namespace are very similar but for the use of "/" or ":".

MessagelD element

The WS-Addressing Header MessagelD element is used to convey the SOAP protocol message
identifier. In the context of the eTIR international system, this element is required as it will be used by
the SOAP protocol to identify dependencies between eTIR message (reply, forward, update references).
The standard format for this element is composed of an UUID/GUID

("Universally/Globally Unique Identifier") generated value prefixed with "uuid:" as per this format
uuid:<UUID/GUID value>
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In message examples:

1

<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/so0ap-envelope" xmlns:cus="etir:v4.3:customs" xmlns:urn=
"etir:I5:v4.3">
<soap:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<?xml version="1.0" encoding="UTF-8"?>

(...)
<wsa:Action>etir:v4.3:customs/queryGuarantee</wsa:Action>
<wsa:MessageID>uuid:ec4f70e1-0f8d-4179-8689-cc80d5918493</wsa:MessageID>

(...)

</soap:Header>
<soap:Body wsu:Id="1d-d9f04f7f-dc9a-4d0e-90f5-abe7ef465a56">
(...)
</soap:Body>
</soap:Envelope>

9.3.2. Security element

The section below describes how the Security element is defined in the WS-Security schema. The
wsse:Security header element provides a mechanism for attaching security-related information
targeted at a specific recipient in the form of a SOAP actor/role. This element represents the signing
steps the message producer took to create the message. This prepending rule ensures that the
receiving application can process sub-elements in the order they appear in the wsse:Security header
element, because there will be no forward dependency among the sub-elements.

Signature element

The Signature element is the root element of an XML Signature
Schema Definition

<element name="Signature" type="ds:SignatureType"/>
<complexType name="SignatureType">
<sequence>
<element ref="ds:SignedInfo"/>
<element ref="ds:SignatureValue"/>
<element ref="ds:KeyInfo" minOccurs="0"/>
<element ref="ds:0bject" minOccurs="0" maxOccurs="unbounded"/>
</sequence>
<attribute name="Id" type="ID" use="optional"/>
</complexType>
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In message example:

{
1

<ds:Signature Id="SIG-AD473EF9595256C9D11540973359402173"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces PrefixList="SOAP-ENV cus urn"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#id-AD473EF9595256C9D11540973359401172">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces PrefixList="cus urn"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>H2Ai--</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>bY65hsJdkxh4@: -
</ds:SignatureValue>
<ds:KeyInfo Id="KI-AD473EF9595256C9D11540973359401170">
<wsse:SecurityTokenReference wsu:Id="STR-AD473EF9595256C9D11540973359401171">
<wsse:KeyIdentifier EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.04#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-
profile-1.0#X509v3">
GIwOBAQSFAAN. . .
</wsse:KeyIdentifier>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>

SignatureValue element

The SignatureValue element contains the information about the sender's public key which is needed
for the eTIR international system to validate the digital signature of the caller. It is always encoded
using base64.

Schema Definition

<element name="SignatureValue" type="ds:SignatureValueType" />

<complexType name="SignatureValueType">
<simpleContent>
<extension base="base64Binary">
<attribute name="Id" type="ID" use="optional"/>
</extension>
</simpleContent>
</complexType>

In message example:

<ds:SignatureValue>
bY65hsJdkxh40: -
</ds:SignatureValue>

The SignatureValue element contains a signature that only covers the Signedinfo element: only the
content of this Signedinfo element is included into the signature digest.

Document v1.3 UNITED NATIONS ECONOMIC COMMISSION FOR EUROPE Page 18 of 58



7

UNECE

&(‘(4

I]I. . s
\i
‘ I R eTIR web services \{&' !

Signedinfo element

~

The Signedinfo element describes which part of the message was used to generate the signature. It
has an attribute Id pointing to the SOAP body part of the signed message and we will explain it in more
detail in the next element (Reference). The structure of the Signedinfo element includes the
canonicalization algorithm, a signature algorithm, and one or more references. The content of the
Signedinfo element can be divided into two parts: information about the SignatureValue and
information about the application content, as we can see in the following XML Schema fragment:

Schema definition:

<element name="SignedInfo" type="ds:SignedInfoType"/>

<complexType name="SignedInfoType">
<sequence>
<element ref="ds:CanonicalizationMethod"/>
<element ref="ds:SignatureMethod"/>
<element ref="ds:Reference" maxOccurs="unbounded"/>
</sequence>
<attribute name="Id" type="ID" use="optional"/>
</complexType>

In message example:

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces PrefixList="SOAP-ENV cus urn"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#id-AD473EF9595256C9D11540973359401172">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n4">
<ec:InclusiveNamespaces PrefixList="cus urn"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14nt"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>H2Ai:+-</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

Canonicalization, or C14N (exclusive XML Canonicalization), is the process of picking one path
through all the possible output options, so that sender and receiver can generate the exact same byte
value, no matter what intermediate XML software might be involved. The
Signedinfo/CanonicalizationMethod element specifies how to reconstruct the exact byte stream. The
Signedinfo/SignatureMethod element specifies what type of algorithm (e.g., Kerberos or RSA) is used
to generate the signature. Together, these two elements describe how to create the digest, and how to
protect it from any modification.

In a java based client, this can be configured as following:

org.apache.wss4j.dom.message.WSSecSignature wsSecSignature = new WSSecSignature();
//http://www.w3.0rg/2001/10/xml-exc-c14n#
wsSecSignature.setSigCanonicalization(WSConstants.C14N_EXCL_OMIT_COMMENTS);
//http://www.w3.0rg/2000/09/xmldsig#rsa-shal
wsSecSignature.setSignatureAlgorithm(WSConstants.RSA_SHA1);

Reference element
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The Reference element is used to refer to another content. It contains a digest of the content, a
description of how that digest was generated (e.g. SHA1), and a specification of how the content
should be transformed before the digest is generated. The transformations provide flexibility on how
the XML signature is built.

‘%{(4/

{

Schema definition:

<element name="Reference" type="ds:ReferenceType"/>

<complexType name="ReferenceType">
<sequence>
<element ref="ds:Transforms" minOccurs="0"/>
<element ref="ds:DigestMethod"/>
<element ref="ds:DigestValue"/>
</sequence>
<attribute name="Id" type="ID" use="optional"/>
<attribute name="URI" type="anyURI" use="optional"/>
<attribute name="Type" type="anyURI" use="optional"/>
</complexType>

In message example:

<ds:Reference URI="#id-AD473EF9595256C9D11540973359401172">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces PrefixList="cus urn"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14nt"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>H2Ai:-</ds:DigestValue>
</ds:Reference>

The DigestMethod element specifies the hashing algorithm, and the DigestValue element is the value
of the hash of the content encoded in base64. The key part of the Reference element is the set of
transforms that may be used. The Transforms element is a list of Transform elements, each of which
specifies a transformation step.

Transforms element

The schema defines an array of transforms, with one XPath element that has a defined structure:
Schema definition:

<element name="Transforms" type="ds:TransformsType"/>
<complexType name="TransformsType">
<sequence>
<element ref="ds:Transform" maxOccurs="unbounded"/>
</sequence>
</complexType>

<element name="Transform" type="ds:TransformType"/>
<complexType name="TransformType" mixed="true">
<choice minOccurs="0" maxOccurs="unbounded">
<any namespace="##other" processContents="1lax"/>
<element name="XPath" type="string"/>
</choice>
<attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>

The content in a Transform element will depend on the Algorithm attribute. For example, if simple XML
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is being signed, then there will most likely be a single Transform element that specifies a C14N
algorithm:

~

In message example:

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces PrefixList="cus urn"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transform>
</ds:Transforms>

KeyInfo element

The last step is to identify the signer, or at least the key that generated the signature (the key that
protects the digest from being modified). This task is ensured by the Keylnfo element:

Schema definition:

<element name="KeyInfo" type="ds:KeyInfoType"/>

<complexType name="KeyInfoType" mixed="true">
<choice maxOccurs="unbounded">
<element ref="ds:KeyName"/>
<element ref="ds:KeyValue"/>
<element ref="ds:RetrievalMethod"/>
<element ref="ds:X509Data"/>
<element ref="ds:PGPData"/>
<element ref="ds:SPKIData"/>
<element ref="ds:MgmtData"/>
<any processContents="1ax" namespace="##other"/>
</choice>
<attribute name="Id" type="ID" use="optional"/>
</complexType>

In message example:

<ds:KeyInfo Id="KI-AD473EF9595256C9D11540973359401170">
<wsse:SecurityTokenReference wsu:Id="STR-AD473EF9595256C9D11540973359401171">
<wsse:KeyIdentifier EncodingType="http://docs.o0asis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#Baseb64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3">
G9wOBAQsSFAAN. . .
</wsse:KeyIdentifier>
</wsse:SecurityTokenReference>
</ds:KeyInfo>

SecurityTokenReference element

The digital signature operation requires a key be specified. The element containing the key in question
may be located elsewhere in the message or completely outside the message. The
SecurityTokenReference element provides a mechanism for referencing security tokens and other key
bearing elements. The SecurityTokenReference element provides an open content model for
referencing key bearing elements. In order to ensure a consistent processing model across all the
token types supported by WSS: SOAP Message Security, the SecurityTokenReference element shall be
used to specify all references to X.509 token types in signature or encryption elements that comply
with this profile (complete information related to this element can be found on the Oasis website
dedicated page).
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A SecurityTokenReference element may reference an X.509 token type by one of the following means:

~

+ Reference to a subject Keyldentifier: the SecurityTokenReference element contains a Keyldentifier
element that specifies the token data by means of a X.509 Subject Key Identifier reference. A
subject key identifier may only be used to reference an X.509v3 certificate.

+ Reference to a BinarySecurityToken: the SecurityTokenReference element contains a Reference
element that references a local BinarySecurityToken element or a remote data source that
contains the token data itself.

« Reference to an Issuer and SerialNumber: the SecurityTokenReference element contains a
X509Data element that contains a X509IssuerSerial element that uniquely identifies an end entity
certificate by its X.509 Issuer and Serial Number.

In message example (using a reference to a key identifier):

<ds:KeyInfo Id="KI-AD473EF9595256C9D11540973359401170">
<wsse:SecurityTokenReference wsu:Id="STR-AD473EF9595256C9D11540973359401171">
<wsse:KeyIdentifier EncodingType="http://docs.o0asis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3">
GIwOBAQsSFAAN. . .
</wsse:KeyIdentifier>
</wsse:SecurityTokenReference>
</ds:KeyInfo>

For example, the following configuration will set the Keyldentifier element instead of using a X509Data
element:

org.apache.wss4j.dom.message.WSSecSignature wsSecSignature = new WSSecSignature();
wsSecSignature.setKeyIdentifierType(WSConstants.X509_KEY_IDENTIFIER);

Keyldentifier element

A token should be referenced using a Keyldentifier element. The following table list both encoding and
value types.

URI Fragment URL
#Baseb4Binary http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary
#X509v3 http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3

In message example:

<ds:KeyInfo Id="KI-AD473EF9595256C9D11540973359401170">
<wsse:SecurityTokenReference wsu:Id="STR-AD473EF9595256C9D11540973359401171">
<wsse:KeyIdentifier EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3">
GIwWOBAQSFAAN. . .
</wsse:KeyIdentifier>
</wsse:SecurityTokenReference>
</ds:KeyInfo>

X509Data element
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Schema definition:

<complexType name="X509IssuerSerialType">
<sequence>
<element name="X509IssuerName" type="string"/>
<element name="X509SerialNumber" type="integer"/>
</sequence>
</complexType>

X.509 certificates are supported through the ds:X509Data element. This element allows the signer to
embed its certificate (encoded in Base64), or any other alternative methods to verify the certificate: a
subject's name, the issuer's name and serial number, the key identifier, or another format. The signer
can also include a current copy of the Certificate Revocation List (CRL), to show that the signer's
identity was valid at the time the document was signed.
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9.3.3. SOAP eTIR message example

<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope" xmlns:cus="etir:v4.3:customs" xmlns:etir=
"etir:I5:v4.3">
<soap:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.o0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<ds:Signature Id="SIG-AD473EF9595256C9D11540973359402173"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces PrefixList="soap wsa cus etir"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#id-AD473EF9595256C9D11540973359401172">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces PrefixList="cus etir"
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>H2Ai--</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>bY65hsJdkxh4@: -
</ds:SignatureValue>
<ds:KeyInfo Id="KI-AD473EF9595256(9D11540973359401170">
<wsse:SecurityTokenReference wsu:Id="STR-AD473EF9595256C9D11540973359401171">
<wsse:KeyIdentifier EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#Base64Binary" ValueType="http://docs.o0asis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3">
G9wOBAQsSFAAN. ..
</wsse:KeyIdentifier>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<wsa:Action>etir:v4.3:customs/queryGuarantee</wsa:Action>
<wsa:MessageID>uuid:8a20af11-8170-495d-9563-6a89b32ef745</wsa:MessageID>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id=
"id-942¢d702-1de3-4f27-bfcd-6628ab5d3143">
<cus:queryGuarantee>
<etir:InterGov>
<etir:FunctionCode>9</etir:FunctionCode>
<etir:ID>656dbce8-e810-44ec-8f3d-5f8a9b425d99</etir:ID>
<etir:TypeCode>I5</etir:TypeCode>
<etir:ReplyTypeCode>00</etir:ReplyTypeCode>
<etir:0bligationGuarantee>
<etir:ReferenceID>XC95xxxxxx</etir:ReferencelD>
</etir:0bligationGuarantee>
</etir:InterGov>
</cus:queryGuarantee>
</soap:Body>
</soap:Envelope>
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9.4. Implementation of MetaData fields

For each message, an XML envelope represented by the DocumentMetadata element will be used to encapsulate the required metadata as well as the eTIR
message itself. Within the DocumentMetadata envelope, the metadata are defined by the following elements:

9.4.1. Field details

eTIR field name

I Responsible agency, coded

I Specifications name, coded

I Specifications version, coded
F— Communication MetaData

| | Preparation date and time

| F— Recipient

| | L Identifier

| “+ Sender

|

L Identifier

Mapping to the XML element (XPath)

ResponsibleAgencyCode
AgencyAssignedCustomizationCode
AgencyAssignedCustomizationVersionCode
CommunicationMetaData
CommunicationMetaData/PreparationDateTime
CommunicationMetaData/Recipient
CommunicationMetaData/Recipient/ID
CommunicationMetaData/Sender
CommunicationMetaData/Sender/ID

9.4.2. Field descriptions & usages

eTIR field name

I Responsible agency, coded

I Specifications name, coded

I Specifications version, coded

F Communication MetaData

Mapping to the XML element (XPath)
ResponsibleAgencyCode

AgencyAssignedCustomizationCode

AgencyAssignedCustomizationVersionCode

CommunicationMetaData

Status Cardinality Format
1.1 R an..2
1.1 R an..6
1.1 R an..3

R 1.1

0 0..1 an..35

R 1.1

R 1.1 an..35

R 1.1

R 1.1 an..35
Description

Code of the agency controlling the
specifications of the message

Code of the name of the specifications of the
message

Code lists Conditions Rules

CL28
CL29
CL30

Usage

The value should be the code "AJ"
(UN/ECE/TRANS) representing the agency
responsible for the eTIR specifications from
the list Controlling agency (UN/EDIFACT 0051)

The value should be the code "1" (eTIR)
representing the name of the specifications
followed by this message from the list
Specifications name (eTIR)

Code of the version of the specifications of the The value should be the code representing the

message

Class giving additional information on the
metadata of the message

version of the specifications followed by this
message from the list Specifications version
(eTIR)
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eTIR field name

| | Preparation date and time

| F— Recipient

| | L Identifier

| 1 Sender

| L Identifier

Mapping to the XML element (XPath) Description

CommunicationMetaData/PreparationDateTime Date and time when the message has been
prepared by the sender

CommunicationMetaData/Recipient Class giving additional information on the
recipient of the message

CommunicationMetaData/Recipient/ID Unique identifier of the recipient of the
message

CommunicationMetaData/Sender Class giving additional information on the

sender of the message

Usage

The value should be a date and time to be
provided following the EDIFACT 208 format
CCYYMMDDHHMMSSZHHMM. For Example:
20200820145600+0100 represents 20 August
2020 at 14:56 UTC+01:00.

The value should be the unique identifier of
the eTIR stakeholder to whom to the message
is sent

CommunicationMetaData/Sender/ID Unique identifier of the sender of the message The value should be the unique identifier of

the eTIR stakeholder who sent the message
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Additional information can be found on this aspect in section IV.C.3.(a) of the eTIR technical
specifications.

UNECE

9.5. Implementation of the numerical fields

The eTIR messages feature several attributes that should contain numerical values. Here is the list of
specifications that are required for this type of attributes:
« All numeric attributes are either a cardinal value (positive integer value) or a decimal value;

« The decimal separator is the decimal point “." and no other symbols are permitted as decimal
separator;

« Thousands separators, such as a comma or a space character, shall not be used;
+ Signs, whether positive or negative, shall not be used (all values are intrinsically positive);
* For numerical values, leading and trailing zeroes shall not be used,;
« If the decimal point is present, at least one digit shall be present before the decimal point;
« If the decimal point is present, at least one digit shall be present after the decimal point.
The table below shows the results of the validation mechanism applied to several examples of

numerical values that follow the data type “n..16,6" which describes a decimal number with a total
number of digits of eleven maximum and a decimal part of three digits maximum.

Value Validation result Reason for the result of the validation
1234567890.123456 Valid
12345678901.123456 Invalid Too many digits in total
1234567.1234567 Invalid Too many digits after the decimal point
0123 Invalid Leading zeros are not allowed
+123 Invalid The plus sign is not allowed
-123 Invalid The minus sign is not allowed
1,234 Invalid Thousands separators are not allowed
3 Invalid A digit is missing before the decimal point
12345. Invalid A digit is missing after the decimal point
0.3 Valid
1.3E1 Invalid Only digits and the decimal point are
allowed
1234567890123456 Valid The type “n..16,6" can have maximally 16
digits

Additional information can be found on this aspect in section IV.C.3.(b) of the eTIR technical
specifications.

9.6. Implementation of the text fields

The eTIR messages feature attributes that should contain free text values (that are not codes or
identifiers). Here is the list of specifications that are required for this type of attributes:

« All text attributes' values are case sensitive (i.e. uppercase and lowercase letters are treated as
distinct);

* Leading and trailing spaces (both normal spaces and non-breaking spaces) shall not be used
within text attributes. If it's the case, they will be trimmed;

* It is recommended for all XML elements representing eTIR text attributes to also feature an
optional XML attribute named “languagelD” whose value represents the language used for the
value of eTIR text attribute. The value of the XML attribute “languagelD" is the code of the
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language from code list 20 (Language name - ISO 639-1). In case this XML attribute is omitted, the
text is considered to be in English.

$) UNECE

Certain characters cannot be used in XML messages because they have a special meaning. Using
these characters can cause the parser to misinterpret the resulting data. The solution is to replace the
characters by other expressions so that the parser can interpret them correctly as data, and not
confuse them for XML markup. The following table lists all these substitutions.

Character Expression to be used instead
& (ampersand) &
> (greater-than character) >

" (straight double quotation mark)
' (straight single quotation mark)

Additional information can be found on this aspect in section IV.C.3.(c) of the eTIR technical
specifications.

9.7. Implementation of coded fields

The eTIR messages feature attributes that should contain codes from given code lists. Codes are
alphanumerical values and are, therefore, considered as text (and not numerical values). Here is the
list of specifications that are required for this type of attributes:

« All coded attributes should feature a code that belongs to the code list to which the attribute is
bound;

« If restricted codes are specified for a given coded attribute in the eTIR specifications (functional or
technical), then the value of this attribute should only be one of these restricted codes.

9.8. Implementation of the date fields

The eTIR messages contain several fields in which dates have to be entered. For some of these fields,
the format only includes a date and for some others, it also includes the time. This section explains
more in detail how to properly populate these fields.

9.8.1. Fields with dates only

In the XML Schema Definition (XSD) files, this type is named EtirDateType and is defined as follows,
along with the types it inherits from.
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EtirDateType definition
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<xs:complexType name="EtirDateType">
<xs:simpleContent>
<xs:extension base="ds:DateTimeType_102_S">
<xs:attribute name="formatCode" use="optional">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="102"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:simpleType name="DateTimeType_102_S">
<xs:restriction base="ds:DateTimeType_S">
<xs:pattern value="[1-91[0-91[0-91[0-91(([@1[1[3[5[7[81)([01[1-91[[1-21[6-91[[31[6-11)[([01[4]6]91)([01[1-9][[1-
2][0-91([31[e1)[([1[2]1)([01[1-91[1-21[6-91) | ([11[0[2]1)([@I[1-91|[1-2][0-91|[31[@-11)|([11[11)([@1[1-91|[1-2][0-
911[31[e1))"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="DateTimeType_S">
<xs:restriction base="xs:string">
<xs:pattern value=".{1,35}"/>
</xs:restriction>
<