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Institutionalization of Automotive Cybersecurity

Organizational structure 

& processes
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architecture, risk assessment and 

management, implementation of 

mitigations and their validation

Cyber Security 
Management System

E/E Architecture 
with regard to CS
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and Process
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Institutionalization of Automotive Cybersecurity

Draft 
Guideline

15 Nov. 2019

Regulation

July.2022~

Cyber Security 
Guideline

15 Dec. 2020

Entry into 
force

Jan. 2021

UN WP.29

Regulation 
No.155, 156

June. 2020

Recommendation

legislation문서
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Comparison UN Regulation (ROK) Recommendation

Mandate Mandate in adoption Non-mandatory recommendation 

Certification 

type

Type approval Only include recommendations applicable regardless 

either type approval or self-certification

Major contents General (Scope, definitions, etc.) Same as UNR

Cyber​​security requirements Same as UNR

Manufacturer’s obligations to report Recommendation about data sharing by manufacturers 

Administrative Matters (Procedures, Document, 

Penalties, Supplementary Provision)

Not included

Matters with the characteristics of type approval 

(CSMS certificate, DETA data sharing)

Not included

Comparison of Recommendation and UN Regulation

Purport of the recommendation
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Y2020 Y2021 Y2022 Y2023 Y2024

National 

legislation
and 
rulemaking

Automotive 

cybersecurity

guideline

Amend ‘Motor 

Vehicle

management Act’

Amend the

regulation

Issue Automotive Cybersecurity law and 

safety/security regulation

Automotive 

cybersecurity
Support and 
Response

system

Planning Establish/Operate Automotive cybersecurity committee

Build Automotive cybersecurity center with Pilot Advancedment

Build Automotive Cybersecurity Knowledgebase

Strategy to improve Automotive Cybersecurity

Automotive Cybersecurity Support and Response System


