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	A safety management system shall be established, documented and implemented by the manufacturer and shall demonstrate a clear safety culture through adequate processes within the manufacturer 

	3.5. Safety management system (Process Audit)
3.5.1 In respect of software and hardware employed in "the ADS", the documentation provided by manufacturer shall demonstrate that a safety management system provides that effective processes, methodologies and tools are in place, up to date and being followed within the organization to manage the safety and continued compliance throughout the product lifecycle (design, development, production, operation including respect of traffic rules, and decommissioning).
	1.1	Safety Management System 
Organisations should recognise that control of risk can only be achieved addressing these 3 critical dimensions: 
•	Human component thanks to people with appropriate skills, training and motivation 
•	Organisational component consisting of procedures and methods defining the relationship of tasks 
•	Technical component by using appropriate tools and equipment, 
The estabilishment of an adeguate SMS serves to monitor and improve all three dimensions and control the relevant risks. Thus,  a structured safety management systems improves overall safety performance, introduce operational efficiencies, enhance relations with contractors and sub-contractors, customers and regulatory authorities as well as help to build a positive safety culture.
In this perspective the auditing of SMS is mandatory to assess the the robustness of the Organization and it is preparatory for the audit and assessment of the product. 
1.1.1	SMS Components
The Safety Management System(SMS) evaluation is based on automotive engineering standards, guidebooks and best practice documents relevant to safety. It is also based on safety frameworks currently available in comparable domains and/or industries(e.g. Aviation, Railways). The referenced sources include but not limited to:
o	ISO 26262-1:2018 – Road vehicles - Functional safety
o	ISO/PAS 21448 - Road vehicles - Safety of the intended functionality
o	SAE/ARP4761
o	SAE/ARP4754A
o	SMS manual from ICAO
o	SMS Auditing/Assessment Tool from EASA
o	ERA Guide on SMS requirements

 
Figure 1: SMS approval scheme
1.1.2	SMS Handbook 
A.	Organization specific handbook for establishing and maintining the Safety Management system that includes:
i.	General description of the organisation (ref. to 1.1.3)
ii.	All relevant procedures and activities performed during product lifecycle (design, development, production, operation including respect of traffic rules, decommissioning) (ref. to  1.1.5; 1.1.6; 1.1.9)
iii.	Safety processes and activities (ref. to 1.1.4)
iv.	Supply chain processes (ref. to 1.1.7)
v.	Supporting activities 
B.	Process for amending handbook as necessary to remain an up-to-date description of the organisation

1.1.3	(Overall) Safety Management
The overall safety management system aims to assure an effective deployment of the SMS during  product lifecycle.

Examples of processes and aspets to be be documented: 
A.	Safety governance
a.	Safety policies and principles (in line with the concept stated in ISO 21434 5.4.1 and ISO 9001 Automotive 5.2, but from safety perspective)
b.	Management commitment (in line with the concept stated in ISO 21434 5.4.1 and ISO 9001 Automotive 5.1, but from safety perspective)
c.	Roles and responsabilities (ISO 26262-2 6.4.2, this relates to the organizational as well as to the project dependent activities )
B.	Safety culture (ISO 26262-2 5.4.2)
C.	(periodic) internal and external audit to ensure that all SMS processes are implemented consistently (R157 3.5.5, ISO 26262-2 6.4.11)
D.	Effective communications within the organization (R157 3.5.3)( ISO 26262-2 5.4.2.3) [link with point B]
E.	Information sharing outside of the organization (in line with the concept stated in ISO 21434 5.4.5 and ISO 9001 Automotive 5.1, but from safety perspective)

1.1.8	Supporting activities
Examples of processes and aspects to be be documented
A.	Quality management system(like IATF 16949) to support safety  engineering, including change management, configuration management, requirement management,tool management etc.
B.	Tool management
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	It shall include a clear process for: Safety by design (high level safety rules), hazard and risk analysis, verification and validation through simulation, test track and on road tests. 
Manufacturers shall document and demonstrate how they ensure a safety culture and the capability to manage safety during the lifecycle of the vehicle 
(development phase, production, postproduction phase, operation, 
respecting/updating traffic rules, , decommissioning).

The organization shall institute and maintain effective communication channels 
between functional/operational safety , cybersecurity and any other disciplines 
related to the achievement of  vehicle safety.

Manufacturer processes shall include continuous independent internal audit to 
ensure that the process is implemented consistently throughout the different 
phases of vehicle lifetime (development phase, postproduction phase, 
respecting/updating traffic rules, etc).

	3.5.2. The design and development process shall be established including safety management system, requirements management, requirements’ implementation, testing, failure tracking, remedy and release 

3.5.3. The manufacturer shall institute and maintain effective communication channels between manufacturer departments responsible for functional/operational safety, cybersecurity and any other relevant disciplines related to the achievement of vehicle safety.

3.5.5 The manufacturer shall demonstrate that periodic independent internal process audits are carried out to ensure that the processes established according with paragraphs 3.5.1 to 3.5.4 are implemented consistently.

	1.1.4	Safety Risk Management
The risk management must take into account the organizational structures, processes&procedures, people, facilities and environment such as the final product and its operations in order to identify hazards and perform risk analyses. In this perspective risk management covers both organizational safety risks (e.g. process deficency, lack of competency)  and product operational risks due to malfunctioning behaviours of the system (e.g. as per ISO 26262) and hazardous behaviour caused by the intended functionality or performance limitation of the system(e.g. as per ISO 21448). 
However, the product operational risks are specifically dealt in the Design and Development chapter(7.2.5) and implemented in the product assessement. Thus, this section must only shows the link between the overall risk management process(as per this chapter) and product operational risks (7.2.5).

Examples of processes and aspects to be be documented: 
A.	Risk identification (in line with  ISO 3100 6.4.2 or equivalent standard)
B.	Risk analysis (in line with ISO 3100 6.4.3 or equivalent standard)
C.	Risk evaluation (in line with ISO 3100 6.4.4 or equivalent standard)
D.	Risk treatment (in line with ISO 3100 6.4.5 or equivalent standard), including
E.	Processes used for keeping the risk assessments as current as possible
F.	Safety performance of the organization and effectiveness of safety risk controls. 

Note: Safety risk management is a core activity that supports the safety management system and also contributes for the effectiviness of other organizational processes. The term safety risk management, as opposed to the more generic term risk management, is meant to restricts itself to the management of safety risks.(e.g. without considering financial risk, legal risk, economic risk and so forth)

	
	
	
	1.1.5	Design and Development
In the frame of Safety Management system, the manufacturer should demonstrate that it has established and is able to maintain a design assurance system for the control and supervision of the vehicle/system design and of design changes.

The design assurance system is achieved by the the following objectives: 
•	ensure the robustness of the design  and development process,
•	assure that responsibilities are properly discharged,
•	assure independent audit and assessment of design and development,
•	assure a safe distribuited development.

Examples of processes and aspects to be be documented to ensure the robustness of the design  and development phase: 
A.	A general description of the way in which the organisation performs all the design and development activities (in line with 1.1.2 A.ii)
B.	Vehicle\system development, integration and implementation (R157 3.5.2). 
a.	Requirements management(R157 3.5.2) (e.g. Requirement capture  and validation) 
b.	Validation strategies, including but not limited to: (R157  3.5.2)
i.	Credibility assessment for simulation (link to Sub Group 2)
ii.	System Integration level 
iii.	Software level
iv.	Hardware level
c.	Management of functional Safety and SOTIF, including the continuing evaluation and update of risk assessments and relationship with In-Service Safety
C.	Management of design changes and design assurance system changes

Examples of processes and aspects to be be documented to assure that responsibilities are properly discharged:
A.	Roles and responsabilities during the desing and development (in line with 1.1.3)
B.	Qualifications and experience of persons responsible for making decisions affecting safety
C.	Coordination between design and production

Examples of processes and aspects to be be documented to assure independent design audit and assessment:
A.	Assurance that all pactises and procedure to be applied during the vehcile\system development are followed. (process assurance)
B.	Assurance an independent checking for the compliance with the applicable requirements and regulations. (Indipendent assessment from person not creating the compliance data)
C.	Process to assure the continuing evaluation of the design assurance system in order to ensure that it remains effective. (system audit that can be undertaken by the existing QMS)

Examples of processes and aspects to be be documented to assure robustness of distribuited development:
A.	Liaison between the vehcile manufaturer and all other organisations (partners or subcontractors) involved in the design and development process fo the system/vehicle
B.	Criteria for the for the acceptability of “subsystems/components” designed by or  tasks performed by other partners or subcontractors. (i.e. deployment of design assurance requirements to supply chain) 


1.1.6	Production
In the frame of Safety Management system, the manufacturer should demonstrate that it has established and is able to maintain a Production assurance system for the control and supervision of the vehicle/system production.

The production assurance system is achieved by the the following objectives: 
•	ensure the robustness of the production process,
•	assure that responsibilities are properly discharged,
•	assure independent production audit,
•	assure a safe distribuited production. 

Examples of processes and aspects to be be documented to ensure the robustness of the production phase: 

A.	QMS accreditation (e.g. as per IATF 16949 or ISO 9001 or equivalent)
B.	A general description of the way in which the organisation performs all the production functions  (in line with 0 A.ii) including management of working conditions and the environment and equipment and tools.

Examples of processes and aspects to be be documented to assure that responsibilities are properly discharged:
A.	Roles and responsabilities during production  (in line with 1.1.3)
B.	Qualifications and experience of persons responsible for making decisions affecting safety
C.	Coordination between design and production

Examples of processes and aspects to be be documented to assure independent production audit and assessment:
A.	Assurance that all pactises and procedure to be applied during the vehcile\system production are followed. (process assurance)
B.	Assurance an independent checking function for the conformity of the product. 
C.	Assurance continuing evaluation of the production assurance system in order to ensure that it remains effective. (system audit that can be undertaken by the existing QMS)

Examples of processes and aspects to be be documented to assure robustness of distribuited production: 
A.	Liaison between the vehcile manufacturer and all other organisations (partners or subcontractors) involved in the production of the system/vehicle
B.	Criteria for the for the acceptability of “subsystem/components” manufactured  by other partners or subcontractors. (i.e. deployment of production assurance requirements to supply chain)
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	They shall have processes to monitor incident/accidents with their vehicles 
overtime and react appropriately (closed loop of field monitoring).
	3.5.4. The manufacturer shall have processes to monitor safety-relevant incidents/ crashes/collisions caused by the engaged automated lane keeping system and a process to manage potential safety-relevant gaps post-registration (closed loop of field monitoring) and to update the vehicles. They shall have processes to report critical incidents (e.g. collision with another road users and potential safety-relevant gaps) to the certification authorities when critical incidents.
	Covered by the In use reporting pillar.
1.1.9	Operation 
The manufatures should set up process for the operational phase for:
•	Confirmation of compliance to the safety requirements in the field,
•	Early detection of new unknown scenarios (in line with SOTIF safety development goal to minimize the unknown scenarios area),
•	Event Investigation
•	To share learnings derived from incidents and near-miss analysis to allow the whole community to learn from operational feedback
•	To contribute to the continuous improvement of Automotive Safety
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	Manufacturers shall put in place suitable arrangements (e.g. contractual 
arrangements, clear interfaces, quality management system) with suppliers to 
ensure that  to ensure that the manufacturer safety management scheme is 
implemented by suppliers 


	3.5.6 Manufacturers shall put in place suitable arrangements (e.g. contractual arrangements, clear interfaces, quality management system) with suppliers to ensure that the supplier safety management system comply with the requirements of paragraphs 3.5.1. (except for vehicle related aspects like "operation" and "decommissioning"), 3.5.2, 3.5.3 and 3.5.5.
	1.1.7	Supply chain
Examples of processes and aspects to be be documented
A.	Organizational policy for supply chain (R157 3.5.6)
B.	Incorporation of risks originating from supply chain
C.	Evaluation of supplier SMS capability and corresponding audits (R157 3.5.6)
D.	Processes to establish contracts, agreements for ensuring safety across the phases of development, production and post production(R157 3.5.6)
E.	Processes for distributed safety activities
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	Pass/fail criteria for SMS
Failed/pass audit (Reference to Annexes B and C of ISO 26262-2 for criteria??) : 
2 levels: Major/minor non-conformity
Major: process not documented, no demonstration that there is an appropriate 
level of management, process not implemented in a consistent manner 
Minor: the demonstration exists but is not convincing enough 
Both Major/minor issues have to be close before any vehicle is placed on the 
market.
No grading in Annex 6 in CEL at this stage.
Both parts are covered by Annex 6.

	No criteria in R157
	Possible guiding principles (DE proposal)
a) Is there a document describing the appropriate procedure of reporting incidents to the management? Is there evidence that the company is complying with that procedure?
b) Is there a document describing the appropriate procedure of investigation and documentation of incidents? Is there evidence that the company is complying with that procedure?
c) Is there a document describing the appropriate procedure of using information related to the investigation and causes of incidents in order to implement preventive actions? Is there evidence that the company is complying with that procedure?
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	Timing and renewal of the audit of the SMS
Initial assessment and monitoring by authorities. 
Frequency of internal and external audits. 
Action in case of changes to the SMS.
Impact on the assessment of a given ADS?
Supervision by authority
Validity of the SMS limited in time (See R155 on cybersecurity).
Renewal by annual review and report (documentations, interviews, technical inspections, monitoring, findings)?
	No criteria in R157. From R155 on cyber security:
The documentation shall be considered valid for a maximum of three years if there is no change to the SMS. The documentation shall no longer be valid anymore if the requirements on the SMS are no longer met.

At the end of the period of validity of the SMS, the documentation may be extended for a further period of three years if the requirements on the SMS are still met . 

Changes to the SMS shall be reflected in the documentation as soon as they happen.


	

	
	

	Additional requirements
	UN R 157 - Annex4: Outstanding issues NATM after September 2021
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	Auditors
Competences/skills and criteria for the independent auditor  
multiple eyes principle
objective & independent

	The assessments under this Annex shall only be conducted by auditors/assessors with the technical and administrative knowledge necessary for such purposes. They shall in particular be competent as auditor/assessor for ISO 26262-2018 (Functional Safety - Road Vehicles), and ISO/PAS 21448 (Safety of the Intended Functionality of road vehicles); and shall be able to make the necessary link with cybersecurity aspects in accordance with ISO/SAE 21434. This competence should be demonstrated by appropriate qualifications or other equivalent training records.
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	Which responsibility of the different actors (within the supply chain)?
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	Which differences between type approval and self certification systems?
	.
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	Cyber security UN regulation
ISO 26262/SOTIF 21448
UL 4600
Conformity of Production provisions in Regulation 858/2018
Annex 6 of Regulation 79
ISO9001
ISO 39001
Aviation SMS building blocks (SG3 repository)
SMS manual from ICAO (SG3 repository)
SMS Auditing/Assessment Tool from EASA (SG3 repository)
ERA Guide on SMS requirements (SG3 repository)
ERA Common safety Methods on SMS requirements (SG3 repository)
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