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Development Assurance is building confidence in 
the process that it identifies and removes the errors
before the product is delivered

Safety Critical Software and Development Assurance
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Tournadre, J., Whitmer, K. and Girard-Ardhuin, F., 2008. Iceberg detection in open water by altimeter waveform analysis. Journal of Geophysical Research: Oceans, 113(C8).



Functional Safety Standards
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IEC 61508

ISO 26262

ARP4754A

DO-178C

DO-254

The required level of rigor in 
development assurance depends on 
failure condition severity and
probabilities. 

The standards provide
the guidelines for setting
the assurance levels and
specify the associated
requirements.



Airborne Software Assurance with Objectives
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DO-178C Failure Categories and Assurance Levels
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Category Description fDAL iDAL Assurance Level

Catastrophic Multiple fatalities, usually with the 
loss of the aircraft

Level A

Hazardous
Serious or fatal injury to a relatively 
small number of the occupants other 
than the flight crew

Level B

Major Physical distress to passengers or 
cabin crew, possibly including injuries

Level C

Minor Routine flight plan changes, or some 
physical discomfort to passengers or 
cabin crew

Level D

No Safety
Effect

No affect the operational capability of 
the aeroplane or increase crew 
workload

Level E



Current Airborne Software Landscape
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Level A
• Flight Control
• Engine Control

Level B
• Guidance
• Performance

Level C
• Terrain Avoidance
• Maintenance

Level D
• Water Control
• Cabin Lights

Level E
• In Flight Entertainment



Future Airborne Software Landscape
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EASA AI Roadmap
© European Union Aviation Safety Agency, 2020



AI-Based System 
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© European Union Aviation Safety Agency, 2021



CoDANN
Concepts of Design Assurance for Neural Networks
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EASA Innovation Partnership Contract
(IPC) to Daedalean AG for examining the
challenges posed by the use of neural

networks in aviation



CoDANN Use Case – Visual Landing Guidance
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© DAEDALEAN, 2020



Simulation in CoDANN
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© DAEDALEAN, 2020



Simulation-based Testing AI/ML Drougue Detection 
Algorithms
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Certification with Simulation Data
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© DAEDALEAN, 2020



“However good the design and however accurate its 
implementation, the integrity of the system relies on 
the correct operation of the tools used to create it” *

In simulation based design and test of AI-Based Systems
Correctness of Simulation is a Safety Concern!

Tool Qualification Considerations
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*Hobbs, C. 2019. Embedded software development for safety-critical systems. CRC Press. 



“an error in the tool may have a negative impact on software functionality 
if the tool inadequately performs its intended functions” 

Tool Qualification guarantees that the tool is developed and verified using an 
adequate process in order to obtain a confidence in the tool functionality . 

DO-330 specifies the tool life cycle process requirements with respect to each 
Tool Qualification Level (TQL), TQL-1 being the most rigorous and
TQL-5 being the least. 

DO-330 Software Tool Qualification Consideration
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Criteria 1: A tool whose output is part of the airborne software and thus could insert an 
error.
Criteria 2: A tool that automates verification process(es) and thus could fail to detect an 
error, and whose output is used to justify the elimination or reduction of:

1. Verification process(es) other than that automated by the tool, or
2. Development process(es) that could have an impact on the airborne software.

Criteria 3: A tool that, within the scope of its intended use, could fail to detect an error. 

Tool Qualification Level Determination
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DO-330 Objectives for the Tool Design Process
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Simulation Engineering Process
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IEEE Recommended Practice for Distributed Simulation 
Engineering and Execution Process

A generalized process for building and executing distributed 
simulations 

IEEE 1730-2010



Proposed Simulation Qualification Framework
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IEEE 1730 DSEEP as Simulation Qualification Process

Simulation Qualification Levels
Simulation Engineering 
Objectives



Criteria 1: A simulation whose output is part of the system and thus can introduce an 
error.

Criteria 2:. A simulation that is used in verification and validation of the system and this 
could fail to detect an error, and whose output is used to justify the elimination or reduction 
of another validation and verification effort

Criteria 3: A simulation, within the scope of its intended use, could fail to detect an error. 

Simulation Qualification Level Determination
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Perform Conceptual Analysis Step Objectives 
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AI-Based System: Autonomous Aerial Refueling
Assurance Level: A
Simulation Utilization: Data Generation for Training
Qualification Criteria: 1 (simulation output is part of the system and thus can 
introduce an error)
Simulation Qualification Level: SQL1
Example Objectives:
- Simulation Conceptual Model (IEEE 1730-2010 Section 4.2.2) need to be 

developed.
- Simulation Conceptual Model (IEEE 1730-2010 Section 4.2.2) need to be 

verified independently that it represents the domain adequately.  

Sample Use Case
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Future AI-based systems will rely on simulation, probably for 
both design and verification

Simulation fidelity itself is not an adequate (easy) measure

Development assurance techniques need to be applied for 
engineering simulations for safety-critical AI-based systems

IEEE 1730-2010 DSEEP is a good point to start

Summary
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