10. [bookmark: _GoBack]Requirements for In-Service Monitoring and Reporting for the Automated Driving System (ADS) 
10.1. General
In-service monitoring and reporting (ISM) addresses [manufacturer] monitoring and reporting of ADS safety performance in the field. ISM applies to occurrences which endanger or which, if not corrected, would endanger a vehicle, its occupants or any other person, and more generally to all occurrences relevant to the safety performance of the ADS. Annex 1 provides a list of examples of these occurrences.
ISM enables the identification of unreasonable risks related to the use of ADS vehicles on public roads and to evaluate its safety performance during real-world operation.
10.2. ISM requires manufacturers to collect and analyse safety-relevant information related to their ADS vehicles operation in the field and report data on safety concerns and performance metrics [to the relevant safety authority].	Comment by Douglas Hannah: To keep it generic would suggest referring “to the relevant authority”.
10.3. ISM provides safety authorities with manufacturer information to complement information that may be gathered from other sources.
10.4. The ISM should also feeduel the scenarios catalogue through the identification of new scenarios relevant to the ADS safety that may happen with automated vehicles in the field. 	Comment by Adam Hanney: Changed for consistency with UK comment later in document.
10.5. Another important outcome of ISM should be the development of safety recommendations for the whole community, based on the analysis of the ADS safety performance during operation. The learnings derived from key safety accidents/incidents but also good practices will be shared in the form of safety recommendations in order to allow the whole stakeholders’ community to learn from operational experience feedback., fFostering continuous improvement of the technology safety level and of the legislative requirements.
10.6. For example, ISM may be seen as an extension of the Real-World Testing methodpillar, providing information on ADS performance under real-world conditions. ISM attention to user-interactions metrics can provide information useful for improving ADS HMI, usability, and driver education.	Comment by Douglas Hannah: The intent of this paragraph is not clear. The first sentence is given as an example but it is not clear what that is in relation to and the second sentence is not connected to the first.
10.7. Even when the safety level (or the equivalent residual risk, according to safety metrics and methodologies defined by FRAV) of the assessed ADS automated driving system is deemed acceptable for the service of the vehicle to be put into service, the overall vehicle safety during the automated driving systemADS’s lifetime remains the responsibility of the manufacturer. Nonetheless, ISM enables the identification of any concern posing a safety risk in need of remedy.	Comment by Douglas Hannah: Not sure that manufacturer is a great term to use here. It is the person who places the ADS onto the market. Whilst will likely be the vehicle manufacture it could also be the ADS developer who modifies a vehicle already placed on the market.

10.8. Objectives
The aim of ISM is to contribute to the improvement of road safety by ensuring that relevant information on safety is collected, reported, stored, protected and disseminated.
10.9. Summariszing the introductory explanation above, the ISM aims to fulfill three main objectives:
1. Identify safety risks in need of remedy, including instances of non-compliance with ADS safety requirements (objective 1),
2. Feeduel the Scenario Catalogue through the identification of new scenarios relevant to the ADS safety (objective 2),	Comment by Douglas Hannah: ‘Fuel’ suggests that it is needed to sustain the Catalogue. ‘Feed’ is better as it suggests that it will help grow the Catalogue.
3. Share information and recommendations to promote continuous improvement of ADS safety performance (objective 3).
10.10. ISM collection and elaboration of information related to ADS safety performance will also facilitate the evaluation of the impact of ADS use on road safety. 
10.11. Definitions
‘Occurrence’ means an operational interruption, defect, fault or other irregular circumstance that has or may have influenced ADS safety and that has not resulted in an accident or serious incident.;
10.12. "Safety Critical Occurrence" means each occurrence (accident, incident) in which the ADS is engaged at the time of the event and because of which: 	Comment by Adam Hanney: As occurrence has been defined above, The bracketed section does not clarify and actually adds confusion as definition does not mention accidents or incidents. 
(a) at least one person suffers an injury that requires medical assistance as a result of being in the vehicle or being involved in the event;,
(b) the ADS vehicle, other vehicles or stationary objects sustain a physical damage that requires compensation.
10.13. “Safety Relevant Occurrence” means each occurrence that is related to the ADS safety performance, including instances preceding an actual safety critical event occurrence or undertaken to prevent a safety critical event occurrence (e.g. near-miss events).	Comment by Douglas Hannah: Should it not be ‘occurrence’ to tie in with the definition? 
10.14. “Automated Driving System (ADS)” means the vehicle hardware and software that are collectively capable of performing the entire Dynamic Driving Task (DDT) on a sustained basis.
10.15. “ADS feature” means an application of an ADS designed specifically for use within an Operation Design Domain (ODD).
10.16. “ADS function” means an application of ADS hardware and software designed to perform a specific portion of the DDT.
10.17. “Dynamic driving task (DDT)” means the real-time operational and tactical ADS functions collectively required to operate the ADS vehicle in on-road traffic. 
· The DDT excludes strategic functions such as trip scheduling and selection of destinations and waypoints.
· The DDT functions can be logically grouped under three main categories:
1)	Sensing and Perception
2)	Planning and Decision
3)	Vehicle Control.
10.18. “Operational Design Domain (ODD)” means the operating conditions under which an ADS feature is specifically designed to function.
10.19. “ODD exit” means:
a) the presence of one or more ODD conditions outside the limits defined for use of the ADS feature, and/or
b) the absence of one or more conditions required to fulfil the ODD conditions of the ADS feature.
10.20. “Transfer of Control (TOC)” means a transfer of dynamic control of the vehicle from the ADS to the fallback user.
10.21. “TOC request” means a warning issued by the ADS to the fallback user that the latter is needed to engage in dynamic control of the vehicle.
10.22. “TOC response” means the fallback user engagement in the dynamic control of the vehicle pursuant to a TOC request.
10.23. In-service monitoring
The manufacturer should set up a monitoring program aimed at collecting and analysing vehicle data, and data from other sources, to get evidence on the in service safety performance of the ADS, in accordance with the Safety Management System Rrequirements set by the Audit Pillar.
10.24. Vehicle data collection
Presently, EDR and DSSAD are tasked with data collection and storage onboard the ADS-vehicle. This section would address data elements that may be collected and uploaded by the manufacturer from ADS vehicles for aggregation and processing in order to report performance metrics defined under the Reporting section.
10.25. Other manufacturer-accessible sources of data indicative of ADS performance
Manufacturers may be expected to collect data relevant to typical operations such as dealer reports, customer reports, etc.
10.26. In-service reporting
The sole purpose of occurrence reporting is the prevention of accidents and incidents and not to attribute blame or liability.	Comment by Adam Hanney: Legally will this cause problems if an authority wanted to use this data in a legal dispute?

10.27. Recommended Reporting by the manufacturer
The manufacturer should report, as required by the Authority, both on short and longer term safety performance of the ADS vehicle operation as indicated in the following.  
10.28. Reporting of safety concerns in need of remedy as identified by the manufacturer, including:
· Reporting indications of failure to meet safety requirements
· Reporting of other safety-relevant performance issues
This short- term reporting is due as soon as possible, and anyway within a month, when collected data provide evidence of an inconsistent ADS behaviour compared to the safety level declared prior to market introduction, or when collected data provide evidence of degradation of the safety marginand. 	Comment by Douglas Hannah: This is too slow if there is a serious failure. There should be a process that follows the current type-approval requirements when there is a serious risk, which should see the authority immediately informed and whoever put the ADS on the market rectify the non-conformity immediately. 
Occurrences relevant to this short-term reporting are listed in Annex 1.
10.29. Periodic reporting of performance metrics to the safety authority
Annex 1 provides a list of safety-relevant and safety critical occurrences aligned with FRAV starting points, that represent the generic areas of interest that VMAD SG3 intends to explore towards defining meaningful performance metrics.	Comment by Douglas Hannah: Not sure that we should be referring to the sub-groups in the NATM. Probably best just to refer to VMAD.
All occurrences listed in Annex I are relevant for the periodic reporting.
The periodic report should be delivered every [six months/one year], and should provide evidence of the ADS performance in safety relevant occurrences in the field. In particular, it should demonstrate that:
(a) Nno inconsistencies are detected compared to the safety level of the automated driving systemADS assessed prior to market introduction;
(b) the ADS respects the performance requirements set by FRAV and as elaborated and setevaluated in the test methods developed by VMAD.	Comment by Douglas Hannah: How is VMAD elaborating the performance requirements? Set does not seem like the correct word either. Suggest just referring to evaluation.
10.30. The ISM reports should be made available, as required by the Authority, in two parts:
1. The In-service Data Report, that contains information relevant to the requirements set in (a) and (b) above;
2. Supporting data used to elaborate the information provided into the In-service Data Report, exchanged with the Authority by means of an agreed data exchange file.
Any pre-processing of data should be notified to the Authority in the In-service Data Report and should be completed before the data exchange file is generated.
10.31. Where feasible, a consistent approach to technical reporting requirements should be developed by contracting parties, and their relevant domestic authorities.
10.32. The Authority where necessary may verify the provided information and, if needed, require the ADS manufacturer to remedy any detected inconsistencies with the safety level declared before market introduction. 
10.33. Recommendations on areas outside the scope of WP.29/VMAD/SG3
10.34. Reporting from other sources
The effectiveness of the ISM pillar will be determined by the availability of data on ADS safety performance. This means that limiting the reporting requirements to manufacturers only will also limit the type of occurrences that can be covered by ISM, and consequently the level of safety improvement achievable through operational experience feedback. Indeed, other transport sectors extend the operational reporting mechanism also to drivers, operators, users, traffic managers, and any other  person connected to the vehicle’s operation. Discussion on this matter requires exchanges between WP.29 and WP.1. 
10.35. For example, occurrences related to traffic rules infringement cannot be covered with data collected onboard the vehicle: the ADS will not intentionally infringe the law and therefore, being not being aware of the safety-relevant occurrence, will not record any data.  Therefore, collaboration not only with the manufacturers but also with local authorities and ADS vehicle’s user(s) is needed to identify and report this category of occurrences. 
10.36. Information sharing among safety authorities/Contracting Parties
The final aim of ISM is to improve ADS safety through dissemination of lessons learned in the form of safety recommendations. The resulting safety improvement will be most effective as far as the information sharing takes place, not only at local national level but also at international level. Safety authorities could have the reporting from manufacturers plus other information, such as from highway authorities, crash investigations, research, national statistics, etc.  A mechanism to share information across safety authorities at super-nationalglobal level is desirable and could be coordinated by GRVA/VMAD, under WP.29 direction.	Comment by Douglas Hannah: Not sure what is meant by ‘super-national’. Not an English term so suggest referring to it as ‘global’.



Annex 1 – List of occurrences recommended for reporting
Reporting of occurrences to satisfy objective 1 is expected to be submitted in the form of aggregated data (per hour of operation or driven km) for ADS-vehicle type and related to ADS operation (i.e. when is ADS activated).
The following list of recommended occurrences has been derived in line with ADS safety requirements set by FRAV. The occurrences have been subdivided into three categories, based on their relevance to the DDT, to the interaction with ADS vehicle users, and to ADS technical conditions. For each occurrence, also its relevance to the short-term and/or periodic longer-term reporting has been flagged in the table below.
1. Occurrences related to the ADS performance of the DDT, such as:	Comment by GALASSI Maria Cristina (JRC-ISPRA): Evasive manoeuvres to avoid imminent collision
Execution of Emergency Manoeuvre and reason
a. Safety critical occurrences (as defined above, but, if no injury is involved, report only those with some minimal damage threshold being met and/or airbag deployment) known to the ADS manufacturer or OEM 
b. Occurrences related to ADS operation outside its ODD 	Comment by Douglas Hannah: Assuming that this will require observation from something other than the ADS since if it is aware it is outside of its ODD then it shouldn’t operate?
c. ADS failure to achieve a minimal risk condition when necessary 	Comment by Douglas Hannah: Will the ADS be able to recognise this or will any other person be able to identify this appropriately? 
d. Communication-related occurrences (where connectivity is relevant to the ADS safety concept) 
e. Cybersecurity-related occurrences 
f. Interaction with remote control centre (if applicable) related to major ADS or vehicle failures  
2. Occurrences related to ADS interaction with ADS vehicle users, such as:
a. Driver unavailability (where applicable) and other user-related occurrences (e.g. user errors, misuse, misuse prevention)
b. Occurrences related to Transfer of Control failure (reason, share compared to completed TOC)
c. Prevention of takeover under unsafe conditions 
3. Occurrences related to ADS technical conditions, including maintenance and repair:
a. Occurrences related ADS failure resulting in a request to intervene 
b. Maintenance and repair problems
c. Occurrences related to unauthorized modifications (i.e. tampering)
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d. Modifications made by the ADS manufacturer or OEM to address an identified and significant ADS safety issue (with appropriate protections for related IP) 
	OCCURRENCE
	IMMEDIATE REPORTING
[1 Month]
	PERIODIC REPORTING
[1 Year]

	1.a. Safety critical occurrences known to the ADS manufacturer or OEM
	X
(in case of unreasonable risk)
	X

	1.b. Occurrences related to ADS operation outside its ODD
	X
	X

	1.c. ADS failure to achieve a minimal risk condition when necessary
	X
	X

	1.d. Communication-related occurrences  
	
	X

	1.e. Cybersecurity-related occurrences
	
	X

	1.f. Interaction with remote operator if applicable  
	
	X

	2.a. Driver unavailability (where applicable) and other user-related occurrences
	
	X

	2.b. Occurrences related to Transfer of Control failure
	
	X

	2.c. Prevention of takeover under unsafe conditions
	
	X

	3.a. Occurrences related ADS failure
	
	X

	3.b. Maintenance and repair problems
	
	X

	3.c. Occurrences related to unauthorized modifications
	
	X

	3.d. Modifications made by the ADS manufacturer or OEM to address an identified and significant ADS safety issue
	
	X



