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[bookmark: _Hlk89937797]Ⅸ. Audit – Pillar 4
58.	The purpose of the audit pillar is to assess/demonstrate that the:
(a) Manufacturer has the right processes to ensure operational and functional safety during the vehicle lifecycle, and
(b) Vehicle design is safe by design and this design is sufficiently validated before market introduction. 
Therefore, this pillar is composed of two main components: one is the audit of the manufacturer processes established through a safety management system, and the other one consists in the safety assessment of the ADS design.
59.	It is recommended that the manufacturer is required to demonstrate that: 
(a) Robust processes are in place to ensure safety throughout the vehicle lifecycle (development phase, production, but also operation on the road and decommissioning). This shall include taking the right measures to monitor the vehicle in the field and to take the right action when necessary; 
(b) Hazard and risks relevant for the system have been identified and a consistent safety-by-design concept has been put in place to mitigate these risks; and
(c) The risk assessment and the safety- by-design concept have been validated through testing by the manufacturer to show that the vehicle meets the safety requirements before it is placed in the market. The vehicle should be free of unreasonable safety risks to the broader transport ecosystem, in particular, the driver, passengers and other road users. 
60.	On the basis of the evidence provided by the manufacturer and the targeted tests, authorities will be able to audit and  assess whether the processes, the risk assessment, the design and the validation of the manufacturer are robust enough with regard functional and operational safety.
A.	General guidance on the audit of the manufacturer safety management system 
61.	The purpose of the audit of the manufacturer’s safety management system is to demonstrate that the manufacturer has robust processes to manage safety risks and to ensure safety throughout the ADS lifecycle (development phase, production, but also operation on the road and decommissioning). It should include taking the right measures to monitor the vehicle in the field and to take the right action when necessary.
62.	The documentation provided by a manufacturer should demonstrate that their safety management system provides effective processes, methodologies and tools, is up to date, and is being followed within the organization to manage safety and continued compliance throughout the product lifecycle (design, development, production, operation including respect of traffic rules, and decommissioning).
[bookmark: _Hlk94783936]Safety Management System
63.	The control of risks should be achieved by addressing 3 critical dimensions:
1)  Human component thanks to people with appropriate skills, training, and motivation, 
2) Organisational component consisting of procedures and methods defining the relationship of tasks and 
 3) Technical component by using appropriate tools and equipment. 
The establishment of an adequate SMS serves to monitor and improve all three dimensions and control relevant risks. The Safety Management System (SMS) evaluation is based on automotive engineering standards, guidebooks, and best practice documents relevant to safety.
It is recommended that the product operational risks should be specifically addressed in the Design and Development processes and implemented in in the safety assessment of the ADS. Thus, the ADS manufacturer should show the link between the overall risk management process (as per this point) and product operational risks.
64.	 Examples of processes and aspects that are recommended to be documented by the manufacturer: 
A. 	Risk Management:
a.	Risk identification (in line with ISO 3100 6.4.2 or equivalent standard)
b.	Risk analysis (in line with ISO 3100 6.4.3 or equivalent standard)
c.	Risk evaluation (in line with ISO 3100 6.4.4 or equivalent standard)
d.	Risk treatment (in line with ISO 3100 6.4.5 or equivalent standard), including
e.	Processes used for keeping the risk assessments as current as possible
f.	Safety performance of the organization and effectiveness of safety risk controls. 

65.	 Examples of processes and aspects that are recommended to be documented by the manufacturer: 
A.	Safety governance
a.	Safety policies and principles (in line with the concept stated in ISO 21434 5.4.1 and ISO 9001 Automotive 5.2, but from safety perspective)
b.	Management commitment (in line with the concept stated in ISO 21434 5.4.1 and ISO 9001 Automotive 5.1, but from safety perspective)
c.	Roles and responsibilities (ISO 26262-2 6.4.2, this relates to the organizational as well as to the project dependent activities)
B.	Safety culture (ISO 26262-2 5.4.2)
C.	Effective communications within the organization (ISO 26262-2 5.4.2.3)
D.	Information sharing outside of the organization (in line with the concept stated in ISO 21434 5.4.5 and ISO 9001, but from safety perspective)
E. 	Quality management system (e.g., as per IATF 16949 or ISO 9001 or equivalent) to support safety engineering, including change management, configuration management, requirement management, tool management etc.
66.	 It is recommended that the design and development process is established and documented including risk management, requirements management, requirements’ implementation, testing, failure tracking, remedy, and release
67. 	Examples of processes and aspects that are recommended to be documented to ensure the robustness of the design and development phase: 
A.	A general description of the way in which the organization performs all the design and development activities 
B.	Vehicle\system development, integration and implementation. 
a) Requirements management (e.g. Requirement capture and validation) 
b) Validation strategies, including but not limited to
a. Credibility assessment for virtual tool chain 
b. System Integration level 
c. Software level
d. Hardware level
c) Management of functional Safety and operational safety, including the continuing evaluation and update of risk assessments and relationship with In-Service Safety
C.	Management of design changes and changes to design and development processes 
68. 	It is recommended that the manufacturer institute and maintain effective communication channels between manufacturer departments responsible for functional/operational safety, cybersecurity and any other relevant disciplines related to the achievement of vehicle safety.
69.	 Examples of processes and aspects that should be considered to assure that responsibilities are properly discharged:
A.	Roles and responsibilities during the design and development 
B.	Qualifications and experience of persons responsible for making decisions affecting safety
C.	Coordination between design and production
70. 	Examples of processes and aspects that are recommended to be documented to ensure the robustness of the production phase include: 
A.	Quality Management System accreditation (e.g., as per IATF 16949 or ISO 9001 or equivalent)
B.	A general description of the way in which the organisation performs all the production functions including management of working conditions and the environment and equipment and tools.
71.	 Examples of processes and aspects to be documented to assure robustness of distributed production: 
A.	Liaison between the vehicle manufacturer and all other organisations (partners or subcontractors) involved in the production of the system/vehicle
B.	Criteria for the acceptability of “subsystem/components” manufactured by other partners or subcontractors. (i.e., deployment of production assurance requirements to supply chain)
[bookmark: _Hlk94806067]72. 	It is recommended that the manufacturer demonstrate that periodic independent internal audits and external audit are carried out to ensure that the processes established for the Safety Management System are implemented consistently. (R157 3.5.5, ISO 26262-2 6.4.11)
73.	The following are examples of processes and aspects that should be documented to assure independent design audit and assessment:
A.	Assurance that all practices and procedure to be applied during the vehicle\system development are followed. (process assurance)
B.	Assurance an independent checking for the compliance with the applicable requirements and regulations. (Independent assessment from person not creating the compliance data)
C.	Process to assure the continuing evaluation of the Safety management system in order to ensure that it remains effective. (system audit that can be undertaken by the existing Quality Management System)
74. 	It is recommended that manufacturers put in place suitable arrangements (e.g. contractual arrangements, clear interfaces, quality management system) with suppliers to ensure that the supplier safety management system complies with the requirements of guidance except for vehicle related aspects like "operation" and "decommissioning"
75.	Examples of processes and aspects that are recommended to be documented:
A.	Organizational policy for supply chain
B.	Incorporation of risks originating from supply chain
C.	Evaluation of supplier SMS capability and corresponding audits 
D.	Processes to establish contracts, agreements for ensuring safety across the phases of development, production and postproduction 
E.	Processes for distributed safety activities.
76.	It is recommended that manufacturers have processes to monitor safety-relevant incidents/ crashes/collisions caused by the engaged ADS and a process to manage potential safety-relevant gaps post-registration (closed loop of field monitoring) and to update the vehicles. 
77. 	The manufacturer should have processes to report critical incidents (e.g. collision with another road users and potential safety-relevant gaps) to the relevant authority when critical incidents occur.
Link with the in-service monitoring/reporting pillar. 
78.	The manufacturers should set up process for the operational phase for confirmation of compliance with the safety requirements in the field, early detection of new unknown scenarios (in line with SOTIF safety development goal to minimize the unknown scenarios area), event investigation, to share learnings derived from incidents and near-miss analysis to allow the whole community to learn from operational feedback and to contribute to the continuous improvement of automotive safety
79.	Example of guiding principles: Is there a document describing the appropriate procedure of reporting incidents to the management? Is there evidence that the company is complying with that procedure? Is there a document describing the appropriate procedure of investigation and documentation of incidents? Is there evidence that the company is complying with that procedure?


Expiration/renewal of the SMS
80.	It is recommended that documentation be regularly updated in line with any relevant changes to the SMS processes. Any changes to SMS documentation should be communicated as required to the relevant authority.
B.	General guidance on the safety assessment of the ADS design 
81.	The purpose of the audit of the safety by design concept of the ADS is to demonstrate that hazards and risks relevant for the ADS have been identified by the manufacturer and a consistent safety-by-design concept has been put in place to mitigate these risks. In addition, it should demonstrate that the risk assessment and the safety- by-design concept have been validated by the manufacturer through testing; demonstrating before the vehicle is placed on the market that it meets the relevant safety requirements and, in particular, is free of unreasonable safety risks to the broader transport ecosystem. In particular, the driver, passengers and other road users.
82. 	ADS General Description
It is recommended that a description be provided, which gives a simple explanation of the operational characteristics of the ADS and ADS features:
· Operational Design Domain (Speed, road type, country, Environment, Road conditions, etc)/ Boundary conditions/ 
· Basic Performance (e.g. Object and Event Detection and Response (OEDR) …)
· Interaction with other road users
· Main conditions for Minimum Risk Manoeuvres.
· Interaction concept with the driver (if relevant) 
· Supervision center (if relevant))
· The means to activate, override or deactivate the ADS by the driver (if relevant) or the human supervision center (if relevant), passengers (if relevant) or other road users (if relevant).	
83. 	Description of the functions of the ADS
A description should be provided which gives a simple explanation of all the functions including control strategies of the ADS and the methods employed to perform the dynamic driving tasks within the ODD and the boundaries under which the ADS is designed to operate, including a statement of the mechanism(s) by which control is exercised. 
It is recommended that a list of all input and sensed variables be provided and the working range of these defined, along with a description of how each variable affects system behaviour.
A list of all output variables which are controlled by the ADS should be provided and an explanation given, in each case, of whether the control is direct or via another vehicle system. The range of control exercised on each variable should be defined.
84. 	ADS layout and schematics
84.1 	Inventory of components
A list should be provided, collating all the units of the ADS and mentioning the other vehicle systems which are needed to achieve the control function in question.
An outline schematic showing these units in combination should be provided, with both the equipment distribution and the interconnections made clear.
It is recommended that the outline includes:
· Perception and objects detection including mapping and positioning
· Characterization of Decision-making 
· Remote supervision and remote monitoring by a remote supervision center (if applicable).
· Information display / user interface
· The data storage system (DSSAD).
84.2	 Functions of the units
The function of each unit of "The ADS" should be outlined and the signals linking it with other units or with other vehicle systems should be shown. This may be provided by a labelled block diagram or other schematic, or by a description aided by such a diagram.
It is recommended that interconnections within "The ADS" should be shown by a circuit diagram for the electric transmission links, by a piping diagram for pneumatic or hydraulic transmission equipment and by a simplified diagrammatic layout for mechanical linkages. The transmission links both to and from other systems should also be shown. 
There should be a clear correspondence between transmission links and the signals carried between Units. Priorities of signals on multiplexed data paths should be stated wherever priority may be an issue affecting performance or safety.
84.3	 Identification of units
Each unit should be clearly and unambiguously identifiable (e.g. by marking for hardware, and by marking or software output for software content) to provide corresponding hardware and documentation association. Where the software version can be changed without requiring replacement of the marking or component, the software identification must be by software output only. 
It is recommended that where functions are combined within a single unit or indeed within a single computer, but shown in multiple blocks in the block diagram for clarity and ease of explanation, only a single hardware identification marking should be used. The manufacturer should, by the use of this identification, affirm that the equipment supplied conforms to the corresponding document.
The identification defines the hardware and software version and, where the latter changes such as to alter the function of the unit as far as this Regulation is concerned, this identification should also be changed.
84.4	 Installation of sensing system components 
The manufacturer should provide information regarding the installation options that will be employed for the individual components that comprise the sensing system. These options should include, but are not limited to, the location of the component in/on the vehicle, the material(s) surrounding the component, the dimensioning and geometry of the material surrounding the component, and the surface finish of the materials surrounding the component, once installed in the vehicle.  The information should also include installation specifications that are critical to the ADS’s performance, e.g. tolerances on installation angle.
It is recommended that any changes to the individual components of the sensing system, or the installation options, be updated in the documentation
84.5 	ADS specifications
· Description of ADS specifications in Normal and Emergency Conditions, the acceptability criteria and the demonstration of compliance with those criteria.
· List of applied regulations, codes, and standards
84.6     Safety Concept and validation of the safety concept by the manufacturer
The manufacturer should provide a statement which affirms that the "The ADS" is free from unreasonable risks for the driver (if applicable), passengers and other road users.
In respect of software employed in "The ADS", the outline architecture should be explained and the design methods and tools used should be identified. The manufacturer should show evidence of the means by which they determined the realization of the ADS logic, during the design and development process.
It is recommended that the manufacturer should provide an explanation of the design provisions built into "The ADS" so as to ensure functional and operational safety. Possible design provisions in "The ADS" are, for example:
· Fall-back to operation using a partial system.
· Redundancy with a separate system.
· Removal of the automated driving function(s).
If the chosen provision selects a partial performance mode of operation under certain fault conditions (e.g. in case of severe failures), then these conditions should be stated (e.g. type of severe failure) and the resulting limits of effectiveness defined (e.g. initiation of a minimum risk maneuver immediately) as well as the warning strategy to the driver/remote supervision center (if applicable).
If the chosen provision selects a second (back-up) means to realize the performance of the dynamic driving task, it is recommended that the principles of the change-over mechanism, the logic and level of redundancy and any built in back-up checking features be explained and the resulting limits of back-up effectiveness defined.
If the chosen provision selects the removal of the automated driving function, it is recommended that this is done in compliance with the relevant provisions of this regulation. All the corresponding output control signals associated with this function should be inhibited. 
The documentation should be supported, by an analysis which shows, in overall terms, how the ADS will behave to mitigate or avoid hazards which can have a bearing on the safety of the driver (if applicable), passengers and other road users. It should show how unknown hazardous scenarios will be managed by the manufacturer in order to keep the residual level or risk under control.
The chosen analytical approach(es) should be established by the manufacturer and made available to the relevant authority before market introduction. 
The auditor should perform an assessment of the application of the analytical approach(es):
· Inspection of the safety approach at the concept (vehicle) level.
· It is recommended that this approach be based on a Hazard / Risk analysis appropriate to system safety.
· Inspection of the safety approach at the ADS level including a top down (from possible hazard to design) and bottom up approach (from design to possible hazards). The safety approach may be based on a Failure Mode and Effect Analysis (FMEA), a Fault Tree Analysis (FTA) and a System-Theoretic Process Analysis (STPA) or any similar process appropriate to system functional and operational safety.
· The documentation should demonstrate the validation/verification plans and results including appropriate acceptance criteria. This should include validation testing appropriate for validation, for example, Hardware in the Loop (HIL) testing, vehicle on-road operational testing, testing with real end users, or any other testing appropriate for validation/verification. 
Results of validation and verification may be assessed by analysing coverage of the different tests and setting coverage minimal thresholds for various metrics.
It is recommended that the documentation confirm that at least each of the following items are covered where applicable: 
I.	Issues linked to interactions with other vehicle systems (e.g. braking, steering);
II.	Failures of the automated driving system and system risk mitigation reactions;
III.	Situations within the ODD when a system may create unreasonable safety risks for the driver (if applicable), passengers and other road users due to operational disturbances (e.g. lack of or wrong comprehension of the vehicle environment, lack of understanding of the reaction from the driver (if applicable), passenger or other road users, inadequate control, challenging scenarios)
IV.	Identification of the relevant scenarios within the boundary conditions and the management method used to select scenarios and validation tool chosen.
V.	Decision making process resulting in the performance of the dynamic driving tasks (e.g. emergency manoeuvres), for the interaction with other road users and in compliance with traffic rules
VI.	Cyber-attacks having an impact on the safety of the vehicle.
VII.	Reasonably foreseeable misuse by the driver (if applicable) (e.g. driver availability recognition system and an explanation on how the availability criteria were established), mistakes or misunderstanding by the driver if applicable (e.g. unintentional override) and intentional tampering of the ADS. 
The documentation should establish that argumentation supporting the safety concept is understandable and logical and implemented in the different functions of the ADS.
The documentation should also demonstrate that validation plans are robust enough to demonstrate safety (e.g. reasonable coverage of chosen scenarios testing by the validation tool chosen) and have been completed. 
It is recommended that the demonstrate that the vehicle is free from unreasonable risks for the driver (if applicable); vehicle occupants and other road users in the operational design domain and the method, i.e. through:
· An overall validation target (i.e., validation acceptance criteria) supported by validation results, demonstrating that the entry into service of the automated driving system will overall not increase the level of risk for the driver (if applicable), vehicle occupants, and other road users compared to a manually driven vehicles; and
· A scenario specific approach showing that the ADS will overall not increase the level of risk for the driver (if applicable), passengers and other road users compared to a manually driven vehicles for each of the safety relevant scenarios. 
The documentation should allow the relevant authority to test and verify the safety concept.
It is recommended that the documentation itemize the parameters being monitored and should set out, for each failure condition of the type defined in accordance with 90.6. of this annex, the warning signal to be given to the driver (if applicable) /vehicle occupants/other road users and/or to service/technical inspection personnel.
This documentation should also describe the measures in place to ensure the "The ADS" is free from unreasonable risks for the driver (if applicable), vehicle occupants, and other road users when the performance of "The ADS" is affected by environmental conditions e.g. climatic, temperature, dust ingress, water ingress, ice packing.
84.7	 Data Storage System
It is recommended that the documentation describe:
· Storage location and crash survivability 
· Data recorded during vehicle operation and occurrences
· Data security and protection against unauthorized access or use 
· Means and tools to carry out authorized access to data.
84.8 	Cyber security
The documentation should describe:
· Cyber security and software update management,
· Identification of risks, mitigation measures, 
· Secondary risks and assessment of residual risks,
· Software update procedure and management put in place to comply with legislative requirements.
84.9 	Information provisions to users
It is recommended that the documentation describe:
· Model of the information provided to users (including expected driver’s tasks within the ODD and when going out of the ODD. 	
· Extract of the relevant part of the owner`s manual
· System Description and functional limitations;
· Nominal Operations;
· Emergency Operations;
· Role of the driver within ADS ODD;
· Information related to the HMI’s indications
· Means to deactivate the automated driving mode (take-over);
· Safety measures to be taken in the event of malfunctioning of the operation;
· Extent, timing and frequency of maintenance operations;
· Means to enable a periodical technical inspection;
· Documents and templates for maintenance, repair and periodical technical inspection;
· Precautionary statements in the sense of compliance with limit values for the technical functions;
· Data protection and data security functionalities.
84.10 	Safety management system
The manufacturer should have a valid Safety Management System relevant to the ADS concerned and should inform of any change that will affect the relevance of the safety management system for the ADS concerned.
84.11 Type of documentation to be provided
· The manufacturer should provide a documentation package which gives access to the basic design of "ADS" and the means by which it is linked to other vehicle systems or by which it directly controls output variables. 
· The function(s) of "ADS", including the control strategies, and the safety concept, as laid down by the manufacturer, should be explained. 
· Documentation should be brief, yet provide evidence that the design and development has had the benefit of expertise from all the ADS fields which are involved. 
· For periodic technical inspections, the documentation should describe how the current operational status of "The ADS" can be checked. 
· Information about how the software version(s) and the failure warning signal status can be readable in a standardized way via the use of an electronic communication interface, at least be the standard interface (OBD port).
It is recommended that the documentation package show that the "ADS": 
· Is designed and was developed to operate in such a way that it is free from unreasonable risks for the driver (if applicable), passengers and other road users within the declared ODD and boundaries;
· Respects, under the performance requirements specified elsewhere by FRAV; 
· Was developed according to the development process/method declared by the manufacturer.
Documentation should be made available in three parts:
1.	An information document which is submitted to the authority should contain brief information on the items. 
2.	The formal documentation package annexed to the information document, which should be supplied to the Authority for the purpose of conducting the safety assessment. 
3.	Additional confidential material and analysis data (intellectual property) which should be retained by the manufacturer, but made open for inspection (e.g. on-site in the engineering facilities of the manufacturer) at the time of the product assessment / process audit. The manufacturer should ensure that this material and analysis data remains available for a period of 10 years counted from the time when production of the ADS is discontinued.
Any changes to ADS safety design should be communicated as required to the relevant authority.

[bookmark: _Hlk89691517]Ⅹ. In-service monitoring and reporting – Pillar 5
91.		The In-Service Monitoring and Reporting pillar (ISMR)  addresses the in-service safety of automated vehicles after market introduction. In practice, the application of the other pillars of the NATM guidelines will assess whether the ADS is reasonably safe for market introduction; whereas the in-service monitoring and reporting will gather additional evidence from the field operation to demonstrate that that the ADS continues to be safe when operated on the road. This pillar addresses the dynamic nature of road transportation to ensure attention to and continuous improvement of road safety through the use of ADS.
85.	The pillar consists in the collection of relevant data during AVs operation. 
86.	The obligation to have “real-time monitoring” (self-checks/ on board diagnostics) of the performance of ADS subsystems by the manufacturer is not part of this pillar but is part of the safety requirements.  However, some monitoring mechanisms on the performance of ADS subsystems overtime could be part of the objective 1 that has been described below in “general guidance on ISMR implementation” , and contribute to the predictive monitoring of safety performance degradation.  
87.	The processes put in place by the manufacturer to manage safety during in use (e.g. to manage changes in the traffic rules and in the infrastructure) fall outside this pillar and are assessed with the audit pillar. This pillar focuses on the type of data to be monitored and reported.
88.	Whatever safety evaluation is done before market introduction, the actual level of safety will only be confirmed once a sufficient number of vehicles are in the field and once they are subjected to a sufficient range of traffic and environmental conditions. It is recommended that a feedback loop (fleet monitoring) is in place to confirm the safety by design concept and the validation carried out by the manufacturer before market introduction. The operational experience feedback from in-use monitoring will allow ex-post evaluation of regulatory requirements and validation methods, providing indications on gaps and needs for review. 
[bookmark: _Hlk89691549]89.	New scenarios and new risks might be introduced by AVs on the market. Therefore, the In -Use Monitoring pillar can be used to  identify new scenarios to support the development of common scenario catalogue to cover these new safety risks.
[bookmark: _Hlk90895248]90.	Finally, in the early phase of market introduction of ADS, it is essential that the whole community learns from crashes involving AVs in order to quickly respond to and develop safety mitigation measures. 
A.	General guidance on ISMR implementation
91 	In-Service Monitoring and Reporting (ISMR) addresses the monitoring and reporting of the in-service ADS safety performance  by the manufacturer. ISMR applies to occurrences which endanger or which, if not corrected, would endanger a vehicle, its occupants or any other person, and more generally to all occurrences relevant to the safety performance of the ADS. Annex IV provides a list of examples of these occurrences.
92.	ISMR enables the identification of unreasonable risks related to the use of ADS vehicles on public roads and the evaluation of its safety performance during real-world operation. 
93.	ISMR requires ADS manufacturers to collect and analyse the safety-relevant information related to their in-service ADS vehicles’ operation and report data on safety concerns, occurrences and performance metrics to the relevant authority. 
94. 	The ADS safety performance during its lifetime remains the responsibility of the ADS manufacturer.
95. ISMR provides safety authorities with manufacturer information to complement information that may be gathered from other sources
A.1	Objectives
96. 	The aim of ISMR is to contribute to the improvement of road safety by ensuring that relevant information on safety is collected, processed and disseminated.
97. 	The ISMR aims to fulfil three main objectives:
1.	Identify safety risks related to ADS performance that need to be addressed, including instances of non-compliance with ADS safety requirements (objective 1),
2.	Support the development of the Scenario Catalogue through the identification of new scenarios relevant to the ADS safety (objective 2),
3.	Share information and recommendations to promote continuous improvement of ADS safety performance (objective 3).
98. 	The level of safety after market introduction needs to be evaluated once a sufficient number of vehicles are in-service and have encountered a sufficient range of traffic and environmental conditions. It is therefore essential that a feedback loop, facilitated by this  monitoring and reporting, is in place.  This will provide data to assess and review the ADS manufacturer’s safety case and validation of information generated to enable market introduction. The operational experience feedback from ISMR will allow ex-post evaluation of the regulatory requirements and validation methods, providing an indication of any issues and consequently the need for any modification.  
99. 	For example, utilising the information on ADS performance under real-world conditions could help to enhance or elaborate track tests. Furthermore, ISMR concerning user-interaction metrics could provide information useful for improving ADS HMI, its usability, and driver education.
100. 	Unanticipated situations, risks and hazards might be identified during real-world ADS operation, and this information could be used to develop new scenarios for the common scenario catalogue. 
101.	In the early phase of market introduction of ADSs, it is essential that the whole community learns from safety-critical situations involving AVs. It is important therefore that there is a mechanism that allows information from the ISMR and recommendations from its analysis to be shared with the ADS community. This will allow others to react and should lead to developments that reduce or prevent that situation for other ADSs.
102. 	Collection, processing and dissemination of information related to ADS safety performance from the ISMR will also facilitate the evaluation of the impact of ADS on the safety of the road network.










Fig. 1. ISMR integration within the multi-pillar framework. 
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A.2	In Service Monitoring
103. 	The manufacturer should set up a monitoring program aimed at collecting and analysing vehicle data, and data from other sources.  It should provide evidence of the in-service safety performance of the ADS and confirmatory evidence of the audit results of the Safety Management System requirements established by the Audit Pillar.
104. 	Vehicle data collection
There is regulatory work to introduce EDR and DSSAD requirements.  Until those requirements have been defined this section is only suggesting the data elements that may be collected and uploaded by the manufacturer from ADS vehicles for aggregation and processing in order to report performance metrics defined under the Reporting section.
105. 	Other manufacturer-accessible sources of data indicative of ADS performance
Manufacturers may be expected to collect data relevant to typical operations such as dealer reports, customer reports, etc.
A.3	In Service Reporting
106. 	The main purpose of occurrence reporting is the prevention of accidents and incidents and not to attribute blame or liability.
107.	Recommended Reporting by the manufacturer
The manufacturer should report, as required by the Authority, on both critical and non-critical occurrences. Two types of report on the in-service safety performance of the ADS vehicle are expected.
108. 	Short term reporting of occurrences and safety concerns that require the manufacturer to take remedial action, including:
· indications of failure to meet safety requirements
· critical occurrence where the ADS was at fault
· other safety-relevant performance issues
Short reporting is due within [one month of the critical occurrence] and is needed when the data provides evidence of the ADS posing an unacceptable in-service risk.
Occurrences relevant to this short-term reporting are listed in Annex IV.
109. 	At National level, there may be further requirements for immediate reporting/notification to the authority in the event the ADS manufacturer becomes aware of a failure /defect which poses an immediate risk to public safety.
110.	The manufacturer should also undertake periodic reporting of performance metrics and occurrences to the safety authority. 
111. 	Annex IV provides a list of critical and non-critical occurrences aligned with FRAV’s high level requirements. This represents the generic areas of interest that VMAD intends to define in greater detail. VMAD will consider both the usefulness of each suggested reporting element to the safety authorities, their capacity to review the volume of data reported, and the feasibility of storing, collecting and reporting the various elements.
112. 	The periodic report should be delivered regularly [at least every year], and should provide evidence of the in-service ADS safety performance. In particular, it should demonstrate that:
(a)	no inconsistencies have been detected compared to the ADS safety performance assessed prior to market introduction;
(b)	the ADS respects the performance requirements set by FRAV and as evaluated in the test methods developed by VMAD;
(c)	any newly discovered significant ADS safety performance issues have been adequately addressed and how this was achieved. 
113. 	The short term and periodic reports should be made available, as required by the Authority, in two parts:
1.	A report, that contains a summary and the information relevant to the requirements in (a) (b) and (c) above; 
2.	The data underpinning the report, exchanged with the authority by means of an agreed data exchange file.
The authority should be informed about and agree the steps undertaken in processing the data for the report. 
114.	 Where feasible, a consistent approach to the reporting should be developed by contracting parties, and their relevant domestic authorities.
115	The authority, where necessary, may verify the information provided and, if needed, may make recommendations to the enforcement authority and/or to the ADS manufacturer to remedy any detected conditions constituting an unreasonable risk to safety. 
A.X	Collection and storage of information
xxx.	Contracting Parties should designate one or more competent authorities to put in place a mechanism to collect, evaluate, process and store occurrences reported in accordance with ISMR principles.
xxx.	The following authorities, working with impartiality, may be entrusted with that responsibility:
(a) the National Safety Authority and/or
(b) the National Investigating body and/or
(c) any other independent body or entity entrusted with this function.
A.X	National Safety Authority
xxx.	The National Safety Authority (NSA) should be independent in its organization, legal structure and decision-making from any interested party. If the NSA does not correspond with the enforcement authority, it shall provide recommendations to the enforcement Authority based on the outcomes of ISMR.
xxx.	Recommended tasks of the National Safety Authority:
1. establish a mandatory reporting system to collect, evaluate, and store occurrence reports within a common national database 
2. ensure that no personal details are ever recorded in the database  
3. protect sensitive safety information to prevent its use for purposes other than safety, and shall appropriately ensure its confidentiality while sharing the information which it deems relevant to the prevention of an accident or serious incident
4. ensure data quality and consistency by establishing checking processes 
5. collect, derive and share safety recommendations
6. exchange information by sharing all safety-related information stored in the reporting database with other competent authorities, including the NIB and  the International Safety Authority, through the Central Repository
7. report back periodically to the investigating body on measures that are taken or planned as a consequence of an addressed recommendation.
xxx.	The National Safety Authority may at any time recommend temporary safety measures, including immediately restricting or suspending the relevant operations, and actions to restore an acceptable level of safety, if a serious safety risk is identified.


A.X	National Investigation Body
xxx.	The National Investigation Body (NIB) should be a permanent body, independent in its organisation, legal structure and decision-making from any interested party. It should be functionally independent from the national safety authority, from the International Safety Authority and from any other entitled regulatory body, as well as from other national bodies in charge of investigating legal aspects of crashes.
xxx.	The NIB is responsible of conducting investigations of accidents, incidents and any other relevant event according to its decision of initiating the investigation.
xxx.	Recommended tasks of the National Investigating Body:
1. be provided with the necessary operational and technical expertise, to carry out the investigation.
2. Initiate accident/incidents investigations: decide whether an event will be investigated by the NIB or not (within xx hours from the notification…) 
3. Perform the accident investigation
4. Derive possible safety recommendations
5. make the investigation report and the safety recommendations available in the shortest possible time after the date of the occurrence to the National Safety Authority, and to other parties involved
6. publish an annual report that includes the investigations carried out in the preceding year and the safety recommendations that were issued.
7. cooperate with other investigating bodies and other authorities by sharing relevant information
xxx.	The National Investigating body may issue safety recommendations after investigations without apportioning blame or liability on the basis of the performed analysis and studies.
A.X	Exchange of Information
xxx.	It is recommended that the National Safety Authorities participate in an exchange of information by making all relevant safety-related information available to the other competent authorities.
xxx.	The dissemination of information should be limited to what is strictly required for the purpose of its users, in order to ensure appropriate confidentiality of that information.
xxx.	In order to ensure a broader exchange of information and dissemination of safety recommendations among the Contracting Parties, it is recommended that an International Safety Authority (ISA) is established at UNECE level.
xxx.	Recommended tasks of the International Safety Authority:
1. to collect, evaluate, process, and store NSAs reports within a central repository
2. manage the central repository
3. establish the technical protocols for transferring to the Central Repository all occurrence reports and safety recommendations
4. ensure that no personal details are ever recorded in the database
5. contribute to the harmonisation of the data entry process by providing guidelines, workshops and appropriate training
6. ensure data quality and consistency by establishing checking processes 
7. in collaboration with National Safety Authorities, participate regularly in the exchange and analysis of information contained in the Central Repository
8. submit an annual report that includes the safety issues assessment and the related action plan to GRVA/WP29/WP1
9. take the necessary measures to ensure the appropriate confidentiality of the details of occurrences received, to limit the use of the information to safety-related purposes without attributing blame or liability.	
xxx.	The ISA could also provide guidance on the standardized approach to ISMR.
A.X	Protection of information
xxx.	The sensitive nature of safety information is such that the way to ensure its collection is by guaranteeing its confidentiality, the protection of its source and the confidence of the reporters.
xxx.	Appropriate measures should be put in place to enable the setting up of confidential reporting scheme.
xxx.	Without prejudice to the applicable rules of penal law, Safety Authorities and Investigation Bodies should refrain from instituting proceedings in respect of unpremeditated or inadvertent infringements of the law which come to their attention only because they have been reported under the mandatory occurrence-reporting scheme, except in cases of gross negligence.
xxx. 	In    accordance with the procedures defined in their national laws and practices, Safety Authorities should ensure that employees who report incidents of which they may have knowledge are not subjected to any prejudice by their employer.
A.X.	Voluntary Reporting
xxx.	Safety Authorities may put in place a system of voluntary reporting to collect and analyse information on observed ADS behaviours which are not required to be reported under the system of occurrences reporting set in the present Guidelines, but which are perceived by the reporter as an actual or potential hazard.


Annex IV 

List of occurrences recommended for reporting
Short term  reporting is expected to be submitted for each critical occurrence. Periodic reporting is expected to be submitted in the form of aggregated data (per hour of operation or driven km) for ADS-vehicle type and related to ADS operation (i.e., when ADS is activated). If the manufacturer does not have access to complete operational information, it should agree how to proceed with the authority.
The following is a list of occurrences that have been derived from the ADS safety requirements set by FRAV. It is recommended that these form the basis of the reporting requirements. The occurrences have been subdivided into three categories, based on their relevance to the DDT, to the interaction with ADS vehicle users, and to ADS technical conditions. For each occurrence, its relevance to the short-term and/or periodic reporting has been flagged in the table below. 
Occurrences related to ADS performance of the DDT, such as:
a. Safety critical occurrences (as defined above) known to the ADS manufacturer or OEM 
b. Occurrences related to ADS operation outside its ODD 
c. ADS failure to achieve a minimal risk condition when necessary 
d. Communication-related occurrences (where connectivity is relevant to the ADS safety concept) 
e. Cybersecurity-related occurrences 
f. Interaction with remote control centre (if applicable) related to major ADS or vehicle failures  
I. Occurrences related to ADS interaction with ADS vehicle users, such as:
a. Driver unavailability (where applicable) and other user-related occurrences (e.g. user errors, misuse, misuse prevention)
b. Occurrences related to Transfer of Control failure (reason, share compared to completed TOC)
c. Prevention of takeover under unsafe conditions 
II. Occurrences related to ADS technical conditions, including maintenance and repair:
a. Occurrences related ADS failure resulting in a request to intervene 
b. Maintenance and repair problems
c. Occurrences related to unauthorized modifications (i.e. tampering)
d. Modifications made by the ADS manufacturer or OEM to address an identified and significant ADS safety issue (with appropriate protections for related IP)
III. Occurrences related to the identification of new safety-relevant scenarios







	OCCURRENCE
	SHORT-TERM
REPORTING
[1 Month]
	PERIODIC REPORTING
[1 Year]

	1.a. Safety critical occurrences known to the ADS manufacturer or OEM
	X
(in case of unreasonable risk)
	X

	1.b. Occurrences related to ADS operation outside its ODD
	X
	X

	1.c. ADS failure to achieve a minimal risk condition when necessary
	X
	X

	1.d. Communication-related occurrences  
	
	X

	1.e. Cybersecurity-related occurrences
	
	X

	1.f. Interaction with remote operator if applicable  
	
	X

	2.a. Driver unavailability (where applicable) and other user-related occurrences
	
	X

	2.b. Occurrences related to Transfer of Control failure
	
	X

	2.c. Prevention of takeover under unsafe conditions
	
	X

	3.a. Occurrences related ADS failure
	
	X

	3.b. Maintenance and repair problems
	
	X

	3.c. Occurrences related to unauthorized modifications
	
	X

	3.d. Modifications made by the ADS manufacturer or OEM to address an identified and significant ADS safety issue
	
	X

	4. Occurrences related to the identification of new safety-relevant scenarios
	X
	X
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