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The precautionary principle
The precautionary principle is an approach to risk management, where, if it is 
possible that a given policy or action might cause harm to the public or the 
environment and if there is still no scientific agreement on the issue, the policy or 
action in question should not be carried out. However, the policy or action may be 
reviewed when more scientific information becomes available. The principle is set 
out in Article 191 of the Treaty on the Functioning of the European Union (TFEU).
The concept of the precautionary principle was first set out in a European 
Commission communication adopted in February 2000, which defined the concept 
and envisaged how it would be applied.
The precautionary principle may only be invoked if there is a potential risk and may 
not be used to justify arbitrary decisions.

https://eur-lex.europa.eu/EN/legal-content/glossary/precautionary-principle.html

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:12016E191
https://eur-lex.europa.eu/EN/legal-content/glossary/precautionary-principle.html


More
• Recourse to the precautionary principle presupposes that potentially 

dangerous effects deriving from a phenomenon, product or process 
have been identified, and that scientific evaluation does not allow the 
risk to be determined with sufficient certainty

• The implementation of an approach based on the precautionary 
principle should start with a scientific evaluation, as complete as 
possible, and where possible, identifying at each stage the degree of 
scientific uncertainty

• Products should be treated as dangerous unless and until businesses 
do the scientific work necessary to demonstrate that they are safe

(European Commission, COM (2000) 1 final).



The precautionary principle:
The Wingspread Statement (1997)

Five key elements to following the PP:
1. Taking anticipatory action to prevent harm in the face of scientific 

uncertainty.
2. Exploring alternatives, including the alternative of “no action.”
3. Considering the full cost of environmental and health impacts over time.
4. Increasing public participation in decision making.
5. Shifting the responsibility for providing evidence to the proponents of an 

activity.

https://www.healthandenvironment.org/environmental-health/social-
context/history/precautionary-principle-the-wingspread-statement

https://www.healthandenvironment.org/environmental-health/social-context/history/precautionary-principle-the-wingspread-statement


Potential problems



Out of the loop
“We know from many ‘vigilance’ 
studies… that it is impossible for 
even a highly motivated human 
being to maintain effective visual 
attention towards a source of 
information on which very little 
happens, for more than about half 
an hour. This means that it is 
humanly impossible to carry out the 
basic function of monitoring for 
unlikely abnormalities, which 
therefore has to be done by an 
automatic alarm system connected 
to sound signals.”
Bainbridge, L. (1983). Ironies of 
Automation.

The monitoring (decoupled) and control 
(coupled) loops (Carsten and Martens, 
2019



Confusion with ADS (mode confusion)

Type 1: General knowledge of the vehicle modes and driver responsibility in each mode
Type 2: Correct perception of the currently active mode
Source: Haghzare et al., 2022

Errors of Type 1 will be more likely to occur the more a DCAS performs like an ADS
Errors of Type 2 will occur if the DCAS changes mode rather silently



Imposition on Situation Awareness

Now we have to add 
projection of what the 
system will do and 
when it will do it

Source: Endsley, 1995



Complacency
• If it handles several lane changes in a way that the driver deems 

satisfactory, then drivers will relax and pay less attention in a 
subsequent SILC

• That effect will extend to more general over-reliance on the system





Evidence that complacency and 
over-reliance is a major problem 
in the real world
Fatal crash investigations by the U.S. National Transportation Safety 
Board



Rear-End Collision Between a Car Operating with Advanced 
Driver Assistance Systems and a Stationary Fire Truck
Culver City, California, 22 January 2018

“The National Transportation Safety Board determines that the 
probable cause of the Culver City, California, rear-end crash was the 
Tesla driver’s lack of response to the stationary fire truck in his travel 
lane, due to inattention and overreliance on the vehicle’s advanced 
driver assistance system; the Tesla’s Autopilot design, which permitted 
the driver to disengage from the driving task; and the driver’s use of 
the system in ways inconsistent with guidance and warnings from the 
manufacturer.”

NTSB Highway Accident Brief 19/07



Collision Between a Sport Utility Vehicle Operating With Partial 
Driving Automation and a Crash Attenuator
Mountain View, CA,  23 March 2018

“The National Transportation Safety Board determines that the 
probable cause of the Mountain View, California, crash was the Tesla 
Autopilot system steering the sport utility vehicle into a highway gore 
area due to system limitations, and the driver’s lack of response due to 
distraction likely from a cell phone game application and overreliance 
on the Autopilot partial driving automation system. Contributing to the 
crash was the Tesla vehicle’s ineffective monitoring of driver 
engagement, which facilitated the driver’s complacency and 
inattentiveness.”

NTSB Highway Accident Report 20/01



Collision Between Car Operating with Partial Driving 
Automation and Truck-Tractor Semitrailer 
Delray Beach, Florida, 1 March 2019
“The National Transportation Safety Board determines that the probable 
cause of the Delray Beach, Florida, crash was the truck driver’s failure to 
yield the right of way to the car, combined with the car driver’s inattention 
due to overreliance on automation, which resulted in his failure to react to 
the presence of the truck.”
Moreover:
“Based on system design, in an SAE-defined Level 2 partial automation 
system such as Autopilot, it is the driver’s responsibility to monitor the 
automation, maintain situational awareness of traffic conditions, understand 
the limitations of the automation, and be available to intervene and take full 
control of the vehicle at any time. In practice, however, the NTSB and 
researchers have found that drivers are poor at monitoring automation and 
do not perform well on tasks requiring passive vigilance.”
NTSB Highway Accident Brief 20/01



More human factors challenges



The “unsafe valley” (Flemisch et al., 2017)



Automation surprise
Carsten and Martens (2019) identify 2 types:
1. Absence of an expected action 
2. Presence of an unexpected action

(2) could happen, for example, if a DCAS made a SILC from the slow 
lane to overtake a slow moving lead vehicle when a driver was 
intending to take the next exit



Driver attention

• How do we maintain that all the way through a manoeuvre?
• An alarm cannot maintain attention; it can only stimulate 

resumed attention



Driver realisation that a steering intervention is 
needed…
• Will lead to delayed reaction
• And over-compensation



Expanding capability to urban roads —
which manoeuvres?

• Roundabouts?
• Intersections?
• Zebra crossings?
• Lane choice at traffic lights?



If we have ALKS, why do we need this?



Is there empirical evidence of 
these theoretical problems 
leading to user failures?



Human Factors, 2018



Capabilities of SILC



Can it handle…

• Lane drops?
• Roadworks, including contraflows?

If not, we need a Request to Intervene



IIHS  and Euro NCAP 
Safety Ratings of L2 Systems





IIHS rating protocol



Email from Alexandra Mueller, IIHS, 29 Feb 2024



IIHS scoring of current systems



Euro NCAP protocol for assisted driving, 2020



The ethical questions
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Is it fair that drivers are 
responsible, while:
• a majority of the control is with 

the system?
• to ensure the safety of the 

vehicle, they have to take on an 
additional task: 
supervisor/operator of the 
system?

• they are not trained to be 
supervisors?

• we know that humans are not 
good at prolonged monitoring?



Crossroads
Current approach

• Problem: DCAS systems have shortcomings and limitations

o Solution: Require the human driver to monitor the system's operation and 
intervene when needed​

§ Problem: Inherent design paradox/flaw 
§ Problem: automation of the driving task induces driver engagement in non-driving 

related tasks​​
• Solution: Require driver monitoring systems​​​

o Problem: Shortcomings in the effectiveness of the 
DMS (e.g. eyes on the road doesn't equal mind on the road)​​​​

§ Solution: ??? How many safeguards more do we need?​​​​​

Proposed approach​​​​​​
• Problem: DCAS systems have shortcomings and limitations​​​​​​

o Solution: Follow the precautionary principle and not regulate additional 
capabilities, but instead focus on delivering safe automated driving



Thank you for your attention!
o.m.j.carsten@its.leeds.ac.uk

frank.mutze@etsc.eu
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