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Automotive safety and Al

All AI/ML models fail, sometimes, and
under certain conditions:

« How can we nevertheless build
systems that fully exploit
the innovative potential of Al

 ..whilst remaining safe and trusted
by both the general public and
regulators?




Applicability of existing safety standards

ISO 26262: Functional safety

“Absence of unreasonable risk due to hazards caused by malfunctioning behaviour of
the electrical and/or electronic systems”

Malfunctioning . Hazardous behaviour
. Results in .
behaviour on vehicle level

Random

hardware faults The fault-free execution of the Al models is
— a pre-requisite to Al safety
ISO 26262 applies to Al-based systems

N
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Caused by
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Applicability of existing safety standards

ISO 21448: Safety of the intended functionality (SOTIF)

“Absence of unreasonable risk due to hazards resulting from functional insufficiencies
of the intended functionality or by reasonably foreseeable misuse by road users”

Hazardous behaviour on vehicle
level

Triggerin : [ i
conditions insufficiency

Inability to prevent or detect and
mitigate foreseeable indirect misuse

Insufficiencies of Evaluates the sufficiency of the system
S SR eE o sufficient to achieve an appropriate
Caused by level of safety under all conditions?
How to argue this for Al-based
insufficiencies .
functions?
et
ISO
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ISO PAS 8800 - Motivation

| 1. Vocabulary

“"Classic" safety-critical software:

2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase 4. Product development at the system level Production, operation,

4-7 System and item integr;
and testing

. . |2-5 Overall safety management ‘ |z-s Project dependent safety management |
Englneered to be safe by deS|gn cos
service and
- eral topics for the product
3-5 Item definition ent at the system level

« for comparatively well-understood and
well-defined tasks...

12. Adaptation of ISO 26262
for motorcycles

- Evidence from the specification and
design of the software supported by...

«  White-box testing, review and code

7-5 Planning for production,
operation, service and
decommissioning

7-6 Production
7-7 Operation, service and
decommissioning

| 4-8 Safety validation

12-7 Confirmation measures

12-10 Safety validation

verification

analysis and

8. Supporting processes

. . 8-5 Interfaces within distributed developments 8-9 Verification 8-14 Proven in use argument
° B I ac k - b OX te Stl N b ase d on assum tl ons 86 Specification and management of safety B-10 Documentation management 815 Interfacing an application that s out o scope
requirements 8-11 Confidence in the use of software tools of IS0 26262

-7 Conly 8-12 Qualification of software 816 fon of safety-related systems not

about equivalence classes of errors

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses
[9-5 Requirements decomposition with respect to ASIL tailoring | [9-7 Analysis of dependent failures |

« Validation in a relatively stable e = '

10. Guidelines on ISO 26262

e n V i ro n m e n t‘ . | 11. Guidelines on application of ISO 26262 to semiconductors
ISO 26262 safety life cycle



ISO PAS 8800 - Motivation

"Classic" safety-critical software:
Engineered to be safe by design...

» ..See existing standards

.
1. Vocabulary
2. Management of functional safety
2-5 Overall safety management 2-6 Project dependent safety management 2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase

4. Product development at the system level

roduction, operation,

3-6 Hazard analysis and risk
assessment
3-7 Functional safety concept

12. Adaptation of ISO 26262
for motorcycles

12-5 General topics for adaptation
for motorcycles
12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysis and risk
assessment

12-9 Vehicle integration and
testing

N eral topics for the product
3-5 Item definition nt at the system level and testing

47 System and item integy

service and
decommissioning

| 4-8 Safety validation

7-5 Planning for production,
operation, service and

12-10 Safety validation

verification

decommissioning

7-6 Production
7-7 Operation, service and
decommissioning

8. Supporting processes

85 Interfaces within distributed developments

8-9 Verification

8-14 Proven in use argument

86 and of safety

8-10 Documentation

requirements

815 Interfacing an application that is out of scope

8-11 Confidence in the use of software tools

of IS0 26262

87 Configurath

'8-12 Qualification of software components

8-8 Change management

8-13 Evaluation of

8-16 Integration of safety-related systems not
developed according to IS0 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

5 with respect to ASIL tailor ] [9-7 Analysis of dependent failures |

6 Criteria for coexistence of elements|

| [8 safety analyses

10. on IS0 26262

on ication of ISO 26262 to

Al-based systems...

Reliance on quantitative test evidence
and ML metrics based on statistical
assumptions about error distribution
and the operating conditions

* Is this enough?

Specific guidance needed on how to
achieve an equivalent level of Safety
Integrity to existing safety-critical
software components for Al/ML-based
systems

e
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ISO PAS 8800 Road vehicles — Safety and Al

Overview

Road vehicle-specific safety
of E/E systems

ISO 21448 Road Vehicles

ISO 26262 Road vehicles § Safety of the Intended

Functionality

- Functional safety

Safety concepts
extended for Al

v

ISO PAS 8800 Road Vehicles - Safety and
Artificial Intelligence

Example scoping

(Encompassing system)
Traffic Jam Assist

Understand Decide

Environment

................................................................................................

Traffic Sign Classifier

Post-
processing

Pre-
processing

Trained ML Model

(Al system) 1SO



Scope of ISO TC22/SC32/WG 14
Road vehicles — Safety and Artificial Intelligence

Extension of concepts from ISO 26262 (functional safety)

and ISO 21448 (safety of the intended functionality)
Continuous assurance during operation

= Applicable to a range of applications (not only automated
driving) Encompassing Al system:

Pre- and postprocessing to reduce
= Applicable to a range of Al/ML technologies (not just impact of Al errors, consideration of
DNNs for object detection) known insufficiencies in system

requirements, assurance argument

= Contains normative requirements for phases of the Al

Safety Lifecycle Al model:

Specification of safety-related

. . uantitative) properties,
* Informative guidance and examples related to methods ﬁgeasures to)rgdu'ze technical

and metrics to support the lifecycle uncertainty, V&V, Safety Analysis

ISO



Highlights of ISO PAS 8800

 Definition of an iterative Al
safety lifecycle summarising
safety-relevant activities,
including continuous safety
assurance during operation

Encompassing system

Encompassi stem
safety conc.ept and Encompassing operaﬁg:sdl;%;;ymem,
safety requirements system monitoring, continuous
assurance
system (from external and assurance

sources) | |

!

' )

r "™ allocated to the Al integration, V&V
|
|
|
|

r 1
| |
| |
| |
| I ar Safety- |
I : requirements H
Yes Refinement fulfilled? N Yes Yes
Evaluation .
No of A} safety I : Yes of Safety Yes Opderanon &
™| ocaedto | L r Assurance missioning
Addi- the Al system I : No Argument | Acourance | No Assurance| No
tional i i argument argument
system- | | valid? valid?
level | * specific to ML- | ° @
measures | based Al |
required? | technologies Al system design and V&V |
L 4

1

‘Work products Work products Work products ‘Work products

No

Safety requirements

i i i i
| | | |
¥ still valid? ¥ ¥ ¥

Safety assurance argument

Confidence in use of Al development frameworks and software tools used for Al model development

e
ISO



Highlights of ISO PAS 8800

* Definition of a fault model and
safety-related properties used
to define detailed safety
requirements of the Al systems
(compatible with ISO 26262 and
ISO 21448)

« Known limitations of the Al
system are used to design
mitigating measures at the
encompassing system level

Yes

N

| o

Encompassing system
safety concept and Encompassing
N safety requirements system
r allocated to the Al integration, V&V
: system (from external and assurance |
‘ sources) H
| A . . |
‘ i | | :
| | I |
‘ ! I
‘ | | Alsafety-
! I : requirements H
Refinement . e fulfilled? . Yes
o of Al safety ! | Yes Evaluation Yes | Operation&
requirements I l—» of Safety decom-
a?located to I mmmmmmmmmm : No ﬁssl‘xlrna:;;i missioning
Add. | the Alsystem | i '8 I:lfzuurma:;te No
tiorfal | | .
sysfem- i | valid?
lev: | * specific to ML- | ° Q
meayyres | based Al |
equirets | technologies Al system design and V&V |
L 4

1

Encompassing system
operation, deployment,
monitoring, continuous

assurance

| Safety requirements

| |
| |
| |
still valid? ¥ ¥

i
|
¥

Safety assurance argument

Confidence in use of Al development frameworks and software tools used for Al model development

?
?

e
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Highlights of ISO PAS 8800

Control
element

* Definition of development and
architectural measures for e
achieving the safety-related
properties of Al systems

Control

Al System

Al Failure
detection
....... v
All pre- ; 3 4 | ESwitch &:
Source processing Al'model ! : a1 || Consumer

Monitoring data

p
system

Key

architecture redundancy elements
Al system

Al component

]
(-
L]

element not belonging to this Al system



Highlights of ISO PAS 8800

; New Data Collection Al System
Requirements | - ‘ ]
on Al System at Operation of Al |- Integr?tlon

System Lifecycle Testing

- Safety-related properties of

T
Contril?utes to

data and data management r——F+——H—-———————— R T — - ———
lifecycle

11.4.9 Dataset

Maintenance \

11.4.4 Dataset /

Requirements |- Validates 11-4-5'3 Daltaset
Development [%---. ~ honiied Validation

bpe to"--\_ 11.4.3
Dataset Safety
Applied-1  Analysis
|k - to T
11.4.5 A ! Verifi 11.4.7 Dataset
Dataset Design | ! eriies Verification

11.4.6 Dataset Implementation
Data Data
Acquisition Synthesis

Data
Au rrll):rfilation i AINgEtion
g (If Applicable)

I

I

|

|

|

|

|

|

|

|

|

|

| i
| \ Applied to /
| ;
| v
I

|

I

|

|

|

|

|

|

|

|

|




Highlights of ISO PAS 8800

- Safety analyses and structured
assurance arguments for
justifying acceptable residual
risk associated with the Al
system, including continual
assurance during operation

A1.1: Al system definition:
{Assumptions on the input
space}

A1.2: Al system definition:

{Assumptions on the technical
system context}

G1: The safety requirements
allocated to the {Al system}
within the defined context are
fulfilled

>
Y

C1.1: Al system definition:
{Definition of

the functionality}

C1.2: Al system definition:
{Safety requirements allo-
cated to the Al system}

$1: Functional insufficiencies that
could violate safety requirements
have been prevented, minimised or
mitigated during specification,
design and operation

A1.3: Quality management
priciples have been applied during the
development of the {Al system} and its
assurance argument

A1.4: Risk associated with systematic
and random hardware faults has been
adequately addressed

A1.5: Development frameworks and
tooling for the {Al system} do not impact
Al safety

C1.3: Safety analysis: {Causes
of functional insufficiencies,
safety analysis}

—

G2: Potential insufficiencies of the
specification of the {Al system} have
been addressed

G4: Functional insufficiencies have
been adressed in the design of the
{Al system}

Fig B.2-2 Fig B.2-6

N

G6: Residual and emerging functional
insufficiencies of the {Al system} are
detected during operation and
mitigation measures defind

Fig B.2-8

G3: Training and verification
datasets are sufficient to achieve
and demonstrate Al safety of the

{Al system}

G5: Fulfillment of the safety
requirements on the {Al system} has
been demonstrated

Fig B.2-3

Fig B.2-7



A complex, evolving standards landscape

Technology-specific
(incl. under development)

[ | J
T

Laws and Sector- UN ECE WP.29
regulations specific GRVA (BU) 2022/1426
\ )
Aligned with or directly reference
international standards

Road vehicle-specific safety ADS-specific

—

of E/E systems standards
. Requirements
. ISO 21448 Road Vehicles
ISO 26262 Road vehicles § "~ Safety of the Intended ~to be
implemented

- Functional safety Functionality

r

Al standards support the
implementation of laws
and regulations

ISO TS 23792 Intelligent transport systems —
Motorway chauffeur systems

ISO/FDIS 23374 Intelligent transport systems —
Automated valet parking systems (AVPS)

SAE J3016 Taxonomy and Definitions for Terms
Related to ADS for On-Road Motor Vehicles

SAE J3316 - Cooperative driving automation
(CDA) Features

according to
extended for Al of safety Shecification
standards IEEE P2846 Standard for Assumptions in Safety-
* related models for ADS
ISO TS 5083 Road vehicles — Safety for ADS -
Iso PAS 8800 Road Vehic|es _ Safety and design, verification and validation
age . . EU Al Act calls for the
May make use of application-agnostic guidance during implementation 1

ISO/IEC 22989 Artificial intelligence concepts
and definitions

Application-agnostic Al/ML
concepts

ISO/IEC TS 4213 Assessment of machine
learning classification performance

IEEE P3396 Recommended Practice for
Defining and Evaluating Al Risk, Safety,
Trustworthiness, and Responsibility

ISO/IEC TS 25058 “ SQuaRE - Guidance for
quality evaluation of artificial intelligence (Al)
systems

ISO/IEC TR 5469 Artificial intelligence
Functional safety and Al systems

ISO/IEC TR 24027 Bias in Al systems and Al

ISO/IEC TR 24029 - Assessment of the
aided decision making

robustness of neural networks

)

-
1]
o)

IEEE P3129 Standard for Robustness Testing

and Evaluation Al-based Image Recognition
Service

¢

IEEE P2976 - Standard for XAl — eXplainable
Al- for Achieving Clarity and Interoperability of
Al Systems Design



Current status of ISO PAS 8800

Approved 2024-10-16, released on 2024-12-12

Many thanks to > 130 experts from 13 different

P-Members voting: 20 in favour out of 20 = 100 % (requirement >= 50%)

(P-Members having abstained are not counted in this vote.)

Member bodies voting: 0 negative votes out of 20 = 0 % (requirement <= 25%)

ISO/PAS 8800

First edition
2024-12

countries for their contributions Contents Approved
Foreword
Introduction
1 Scope
2 Normative references.......
3 Terms and definitions......
3.1  General Al-related definitions
3.2 Data-related definitions...
3.3 General safety-related definitions
34 Safety: Root cause-, error-and failure-related
3.5  Miscellaneous definition
4 Abbreviated terms Road vehicles — Safety and artificial
5 Requirements for conformity........... intelligence
51 Purpose
5.2 General requirements........ Véhicules routiers — Sécurité et intelligence artificielle
6 Al within the context of road vehicles system safe|
6.1  Application of the ISO 26262 series for the de:
6.2  Interactions with encompassing system-level
6.3  Mapping of abstraction layers between the I
6.4 Example architecture for an Al system.
6.5  Types of Almodels........
6.6  Altect ies of a ML model
6.7 Error concepts, fault models and causal model
6.7.1  Cause-and-effect chain.
6.7.2  Root cause classes....
6.7.3  Error classification based on the safe
7 Al safety 28
71 Objective 28
7.2 Prerequisites and supporting information 28
73 General requirements 28
74 Reference Al safety life cycle 31
7.5 Iterative development paradigms for Al systems 33
7.6 Work products 34
8 Assurance ar s for Al sy 35

e
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ISO TC22/SC32/WG14 - Current phase of work

« Scoping of 2" Edition of ISO 8800 as full international

« Scoping of TR with application examples for driver assistance and
automated driving perception functions

« Scoping of TR with more specific methods and metrics guidance

« Liaisons, in particular with CEN/CENELEC JTC21 regarding
implementation of the EU Al Act standardization requests (see next
slides)

« Other topics: E2E learning, data considerations,...

ISO



Is ISO PAS 8800 compliance sufficient to fulfill the

EU Al act?

EU Al Act requirements on high-risk systems:

« Article 9 - Risk management system

« Article 10 - Data and data governance
* Article 11 - Technical documentation

« Article 12 — Record keeping

« Article 13 - Transparency and provision of
information to users

« Article 14 - Human oversight

« Article 15 - Accuracy, robustness and
cybersecurity

)

A
N4

Publicly
Available
Specification

ISO/PAS 8800

Road vehicles — Safety and artificial
intelligence

Véhicules routiers — Sécurité et intelligence artificielle

First edition
2024-12

ISO



Is ISO PAS 8800 compliance sufficient to fulfill the

EU Al act?

Sector independent/
Technology specific,
based on ethical
principles

Risk and quality management,
Dataset governance,
Logging,
Transparency and explainability,
Human oversight,
Accuracy, robustness,
Cybersecurity,
Conformity assessments

Sector-specific
regulation will need to
be aligned to EU Al act

1 ~
1 ~
1 ~

Standardisation Sso

requests Do the automotive

i standards cover the
! principles of the EU Al act

v
and related standards? -

Harmonised standards | [ )
CEN/CENELEC I

W Automotive regulation

E.g: (EU) 2022/1426

tandards
E.g.: ISO 26262, ISO 21448
ISO PAS 8800

e
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Is ISO PAS 8800 compliance sufficient to fulfill the
EU Al act?

« EU Al act and ISO PAS 8800 both take a risk-based approach

« Many requirements are similar e.g. on data management and accuracy, robustness

« However:

« Automotive safety standards derive safety requirements from system-level functional
risks and then refines based on engineering decisions (Vertical standards)

« EU Al Act assumes the use of a specific technology and defines relevant properties
accordingly (Horizontal standards) ... but many requirements in EU Al Act appear
motivated by the usage (application) and not the technology itself

- = Many similarities but also subtle differences that require deeper
understanding and interpretation

ISO



Next steps

« Formal liaison established between ISO TC22/SC32/WG14 and CEN/CENELEC
JTC21 to allow for coordination in the implementation of the EU Al Act
standardization requests

« Task force established within ISO TC22/SC32/WG14 to coordinate the liaison
activities

> A coordinated and clearly expressed automotive position on the EU Al act (and
comparable regional regulations) w.r.t. safety-relevant functions is required

ISO



Road vehicles Safety and Al - The big picture

Summary

ISO PAS 8800 is an important first step in providing pragmatic guidance for the
integration of Al/ML components into safety-relevant in-vehicle systems

Focus is on the safety management system and Al safety lifecycle with normative
requirements on each phase

Must be seen (and used) within the wider context of ISO 26262 and ISO 21448 and
the wider evolving standardisation and regulatory landscape

* E.g. Application-specific standards for deriving application-specific safety requirements on
Al systems

+ E.g. Sector-independent standards for selecting appropriate design and verification
methods and metrics

ISO



Thank you

Making lives




