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Automotive safety and AI

All AI/ML models fail, sometimes, and 
under certain conditions:

• How can we nevertheless build 
systems that fully exploit 
the innovative potential of AI

• … whilst remaining safe and trusted 
by both the general public and 
regulators?



Applicability of existing safety standards

ISO 26262 Functional safety
“Absence of unreasonable risk due to hazards caused by malfunctioning behaviour of 
the electrical and/or electronic systems”

Random 
hardware faults

Systematic faults

Caused by

Malfunctioning 
behaviour

Hazardous behaviour 
on vehicle levelResults in

The fault-free execution of the AI models is 
a pre-requisite to AI safety
ISO 26262 applies to AI-based systems



Applicability of existing safety standards

ISO 21448 Safety of the intended functionality SOTIF
“Absence of unreasonable risk due to hazards resulting from functional insufficiencies 
of the intended functionality or by reasonably foreseeable misuse by road users”

Evaluates the sufficiency of the system 
sufficient to achieve an appropriate 
level of safety under all conditions?
How to argue this for AI-based 
functions?
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Inability to prevent or detect and 
mitigate foreseeable indirect misuse

Results inTriggering 
conditions activate



ISO PAS 8800 - Motivation

“Classic” safety-critical software:
Engineered to be safe by design…
• for comparatively well-understood and 

well-defined tasks…
• Evidence from the specification and 

design of the software supported by…
• White-box testing, review and code 

analysis and
• Black-box testing based on assumptions 

about equivalence classes of errors
• Validation in a relatively stable 

environment…
ISO 26262 safety life cycle



ISO PAS 8800 - Motivation

”Classic” safety-critical software: 
Engineered to be safe by design…
• … see existing standards…

AI-based systems…
• Reliance on quantitative test evidence 

and ML metrics based on statistical 
assumptions about error distribution 
and the operating conditions

• Is this enough?

Specific guidance needed on how to 
achieve an equivalent level of Safety 
Integrity to existing safety-critical 
software components for AI/ML-based 
systems



ISO PAS 8800 Road vehicles – Safety and AI

Overview

Road vehicle-specific safety 
of E/E systems

ISO 26262 Road vehicles 
- Functional safety

ISO 21448 Road Vehicles 
– Safety of the Intended 

Functionality

ISO PAS 8800 Road Vehicles – Safety and 
Artificial Intelligence

Safety concepts 
extended for AI  

Traffic Jam Assist

Sense Understand Decide Act

Environment

Encompassing system)

Example scoping

AI system)

Traffic Sign Classifier

Trained ML Model Post-
processing

Pre-
processing



Scope of ISO TC22/SC32/WG 14
Road vehicles – Safety and Artificial Intelligence
Extension of concepts from ISO 26262 (functional safety)
and ISO 21448 (safety of the intended functionality)

§ Applicable to a range of applications (not only automated 
driving)

§ Applicable to a range of AI/ML technologies (not just 
DNNs for object detection)

§ Contains normative requirements for phases of the AI 
Safety Lifecycle 

§ Informative guidance and examples related to methods 
and metrics to support the lifecycle

Continuous assurance during operation

Encompassing AI system:
Pre- and postprocessing to reduce 
impact of AI errors, consideration of 
known insufficiencies in system 
requirements, assurance argument

AI model:
Specification of safety-related 
(quantitative) properties, 
measures to reduce technical 
uncertainty, V&V, Safety Analysis 



Highlights of ISO PAS 8800

• Definition of an iterative AI 
safety lifecycle summarising 
safety-relevant activities, 
including continuous safety 
assurance during operation



Highlights of ISO PAS 8800

• Definition of a fault model and 
safety-related properties used 
to define detailed safety 
requirements of the AI systems 
(compatible with ISO 26262 and 
ISO 21448

• Known limitations of the AI 
system are used to design 
mitigating measures at the 
encompassing system level



Highlights of ISO PAS 8800

• Definition of development and 
architectural measures for 
achieving the safety-related 
properties of AI systems



Highlights of ISO PAS 8800

• Safety-related properties of 
data and data management 
lifecycle



Highlights of ISO PAS 8800

• Safety analyses and structured 
assurance arguments for 
justifying acceptable residual 
risk associated with the AI 
system, including continual 
assurance during operation



A complex, evolving standards landscape

Road vehicle-specific safety 
of E/E systems

ISO 26262 Road vehicles 
- Functional safety

ISO 21448 Road Vehicles 
– Safety of the Intended 

Functionality

ISO PAS 8800 Road Vehicles – Safety and 
Artificial Intelligence

Safety concepts 
extended for AI  

Laws and
 regulations

Sector-
specific

UN ECE WP.29
GRVA EU 2022/1426 … EU AI Act… …Technology-specific 

( incl. under development)

Application-agnostic AI/ML 
concepts

ISO/IEC 22989 Artificial intelligence concepts 
and definitions

ISO/IEC TR 24029  Assessment of the  
robustness of neural networks

ISO/IEC TS 25058 “ SQuaRE  Guidance for 
quality evaluation of artificial intelligence AI 

systems  

ISO/IEC TR 24027 Bias in AI systems and AI 
aided decision making

ISO/IEC TS 4213 Assessment of machine 
learning classification performance

IEEE P3396 Recommended Practice for 
Defining and Evaluating AI Risk, Safety, 

Trustworthiness, and Responsibility

IEEE P2976  Standard for XAI – eXplainable 
AI- for Achieving Clarity and Interoperability of 

AI Systems Design

…
ISO/IEC TR 5469 Artificial intelligence

Functional safety and AI systems

…

…
IEEE P3129 Standard for Robustness Testing 
and Evaluation AI-based Image Recognition 

Service

May make use of application-agnostic guidance during implementation 

Aligned with or directly reference 
international standards

AI standards support the 
implementation of laws 

and regulations

EU AI Act calls for the 
creation of AI standards

ADS-specific 
standards

ISO TS 5083 Road vehicles – Safety for ADS – 
design, verification and validation

SAE J3016 Taxonomy and Definitions for Terms 
Related to ADS for On-Road Motor Vehicles

BSI PAS 1883 ODD taxonomy for an ADS - 
specification

IEEE P2846 Standard for Assumptions in Safety-
related models for ADS

ISO TS 23792 Intelligent transport systems — 
Motorway chauffeur systems

ISO/FDIS 23374 Intelligent transport systems — 
Automated valet parking systems AVPS

…

SAE J3316  Cooperative driving automation 
CDA Features

Requirements 
to be 

implemented 
according to 
the principles 

of safety 
standards



Current status of ISO PAS 8800

Approved 20241016, released on 20241212

Many thanks to > 130 experts from 13 different 
countries for their contributions



ISO TC22/SC32/WG14 – Current phase of work

• Scoping of 2nd Edition of ISO 8800 as full international

• Scoping of TR with application examples for driver assistance and 
automated driving perception functions

• Scoping of TR with more specific methods and metrics guidance

• Liaisons, in particular with CEN/CENELEC JTC21 regarding 
implementation of the EU AI Act standardization requests (see next 
slides)

• Other topics: E2E learning, data considerations,…



Is ISO PAS 8800 compliance sufficient to fulfill the 
EU AI act?
EU AI Act requirements on high-risk systems:

• Article 9  Risk management system

• Article 10  Data and data governance

• Article 11  Technical documentation

• Article 12  Record keeping

• Article 13  Transparency and provision of 
information to users

• Article 14  Human oversight

• Article 15  Accuracy, robustness and 
cybersecurity

????



Is ISO PAS 8800 compliance sufficient to fulfill the 
EU AI act?

EU AI Act
Sector independent/
Technology specific, 

based on ethical 
principles

Harmonised standards
CEN/CENELEC

Standardisation 
requests

Risk and quality management, 
Dataset governance,

 Logging, 
Transparency and explainability, 

Human oversight, 
Accuracy, robustness, 

Cybersecurity, 
Conformity assessments

Standards
E.g.: ISO 26262, ISO 21448

ISO PAS 8800

Automotive regulation
E.g: EU  2022/1426

Sector-specific 
regulation will need to 
be aligned to EU AI act

Do the automotive 
standards cover the 

principles of the EU AI act 
and related standards?



Is ISO PAS 8800 compliance sufficient to fulfill the 
EU AI act?
• EU AI act and ISO PAS 8800 both take a risk-based approach
• Many requirements are similar e.g. on data management and accuracy, robustness

• However:
• Automotive safety standards derive safety requirements from system-level functional 

risks and then refines based on engineering decisions Vertical standards)

• EU AI Act assumes the use of a specific technology and defines relevant properties 
accordingly Horizontal standards) … but many requirements in EU AI Act appear 
motivated by the usage (application) and not the technology itself

• è Many similarities but also subtle differences that require deeper 
understanding and interpretation 



Next steps

• Formal liaison established between ISO TC22/SC32/WG14 and CEN/CENELEC 
JTC21 to allow for coordination in the implementation of the EU AI Act 
standardization requests

• Task force established within ISO TC22/SC32/WG14 to coordinate the liaison 
activities

Ø A coordinated and clearly expressed automotive position on the EU AI act (and 
comparable regional regulations) w.r.t. safety-relevant functions is required



Road vehicles Safety and AI – The big picture

Summary
• ISO PAS 8800 is an important first step in providing pragmatic guidance for the 

integration of AI/ML components into safety-relevant in-vehicle systems

• Focus is on the safety management system and AI safety lifecycle with normative 
requirements on each phase

• Must be seen (and used) within the wider context of ISO 26262 and ISO 21448 and 
the wider evolving standardisation and regulatory landscape

• E.g. Application-specific standards for deriving application-specific safety requirements on 
AI systems

• E.g. Sector-independent standards for selecting appropriate design and verification 
methods and metrics
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