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Overview of ITU-T SG17




Terms of Reference approved at WTSA-16
0 WTSA-16

is responsible for building confidence and security in the use of information and
communication technologies (ICT). This includes studies relating to security, including
cybersecurity, countering spam and identity management.

It also includes security architecture and framework, security management, protection
of personally identifiable information (PII), and security of applications and services for
the Internet of things (IoT), smart grid, smartphone, software-defined networking
(SDN), Internet protocol television (IPTV), web services, social network, cloud
computing, mobile financial system and telebiometrics.

Study Group 17 is also responsible for the application of open system communications,
including directory and object identifiers, and for technical languages, the method for
their usage and other issues related to the software aspects of telecommunication
systems, and for conformance testing to improve quality of Recommendations.

0 Lead Study Groups

Lead study group on security
Lead study group on identity management (IdM)
Lead study group on languages and description techniques
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Study Group 17- Security

Building confidence and security in the use of ICTs

Cybersecurity Identity management Smart-grid
_ _ security
Countering spam Information Security Blockchain-DLT
Management (future item)
Cloud computing Application security
security

IoT security Big Data analytics

security
ITS security PKI, PMI, Directory
SDN security Telebiometrics
Mobile (phone) Languages

Security (ASN.1, SDL, MSC, TTCN-3 ...)




Future Perspective of SG17




ICT security (I)

Global Experts

Centre of excellence

Security
Collaboration
Separation of security
responsibilities within gg17 SC1°
ITU-T SG20
Part|c|pate' |

Attractiveness of
participation \\m r




ICT security (II)

SG17

Cybersecurity
SG17 as centre of Implementation
security competence of ITU-T Recs
Development of Strengthening the
Securiy foformatiod security approaches trust framework
Protection
g i T Information Society
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ICT security, PII, PKI

Public key Protection of
infrastructure (PKI) Children Online

Protection of SG17 as lead study
Personally Identifiable group for security
Information (PII)

Smart grids Internet of things
(IoT)
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Questions — LSG - JCAs - Projects

SG17 proposed 12 Questions for the next study period and they shall all
continue.

SG17 should be the lead

study group responsible for:

JCA-IdM and JCA-COP

techniques

Languages as well as ASN.1 & OID Projects
and need to continue given their
description important contributions.

IDENTITY
MANAGEMENT




Activities related to ITS
security




Relevant Questions related to ITS security

0 Question 6 (Security aspects of telecommunication network

and services)

- IoT security, ITS security, SDN security, smart-grid security, mobile security,
mobile phone security, IPTV security and content protection, ubiquitous network
security framework, ...

- 2 new Recs; 3 new Supplements, 3 in TAP
- 6 under development

0 Question 4 (Cybersecurity)
- In support of WTSA-12 Resolution 50.

Finalized cybersecurity information exchange (CYBEX), X.1500 series.

Intense work program; many collaborations with principal forums of the
cybersecurity community.

- 9 new Recs, 8 Amendments,
2 new Supplements (1 revised); 2 in TAP

3 under development.
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Relevant Questions related to ITS security

0 Question 11 (Generic technologies to support secure
applications)
- X.500-series on Directory including X.509 on PKI, computerized directory

assistance, Abstract Syntax Notation One (ASN.1), Object Identifiers (OIDs) and
associated registration authorities, ODP, certified e-mail.

- ASN.1 and OID project (see separate slide)

- 4 new Recs, 23 revised Recs, 14 technical corrigenda to X.500 series; 1 TR; 8 under
development.
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Principal modules around a vehicle

Aftermarket information device

On-board information device

Car manufacturer/garage centre "/ Power management control ECU

Seat belt control ECU

: Driving support ECU
%/ Parking assist ECU
&/ Skid control ECU

Communication A= _

path Vehicle mabile
Supplier Update server/ gateway
log database

&/ etc.
X.1373(16)_FO1

(Source: X.1373)
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Draft Recommendation X.1373 (X.itssec-1) - secure

software update capability for intelligent transportation system communication
devices

0 Under TAP (Traditional approval Process)

- by 2400 hours UTC on 13 March 2017 whether your Administration assigns authority
to ITU-T Study Group 17 that these draft Recommendations should be considered for
approval at the Study Group meeting.

Q Scope

- In the context of updates of software modules in the electric devices of vehicles in the
intelligent transportation system (ITS) communication environment, this
Recommendation aims to provide a procedure of secure software updating for
ITS communication devices for the application layer. This includes a basic model
of software update, its threat and risk analysis, security requirements and controls for
software update and a specification of abstract data format of update software module.

- The procedure related to in-vehicle communication is the out of scope of this
Recommendation. For reference, the procedure used in-vehicle in this
Recommendation is informative.

- The procedure is intended to be applied to communication devices on ITS vehicles under
vehicle-to-infrastructure (V2I) communication by means of the Internet and/or ITS
dedicated networks. The procedure can be practically utilized by car manufactures and
ITS-related industries as a set of standard secure procedures and security controls.

g
0
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An overview of the vehicular commmunication

| Backend Infrastructure

(Source: X.itssec-2)
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Draft Recommmendation X.itssec-2 - security
Guidelines for V2X Communication Systems

0 Under Development
Q Scope

- This Recommendation provides security guidelines for V2X
communication systems. V2X means V2V (Vehicle-to-Vehicle),

V2I (Vehicle-to-Infrastructure) and/or V2N (Vehicle-to-Nomadic
Devices).

- This Recommendation includes analysis of threat for V2X
communication systems. In addition, this Recommendation

provides the security requirements for V2X communication
systems.
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Increased

Participati
:Eﬂﬁfiﬁg" SG17 achieved significantly build-

up of participation and energy in:

participants

| Identity Management |

SG17 has successfully evolved to: I Cybersecurity I

| Cloud Computing Security |

cover new security issues

(e.g., security aspects for
connected cars) SG17 has built strong relations

with other key bodies working
on security and conducted
numerous collaborative efforts

address new security
challenges

with security experts in core Questions.




