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UNECE cyber mitigations

This is an extraction and abridged summary of recommendations from papers on vehicle cyber security.

Headline summary (those in italics are covered in the principles)
· Enforce session management policies to avoid session hijacking
· Install controls to limit the exploit of open Internal Vehicle Communications
· Apply message and device authentication
· System monitoring and system event logging
· Protective monitoring 
· Anomaly detection  
· Reduce the vulnerability from dongles/telematics 
· Redundancy for safety critical automated driving functions e.g. analog back-ups
· Enforce Boundary Defences and Access Control between safety critical systems, other vehicle systems and those systems providing connectivity or external access.
· Gateways; Firewalls, Packet Filtering, Virtualization; Air gaps
· Least privilege rule for access to vehicle systems should be implemented
· Control access and ability of unauthorised parties to alter ECU setting
· Consider technologies for encryption of components and messaging to reduce vulnerabilities
· Tamper protection tools and techniques
· Tamper detection around private keys
· Lightweight cryptography in internal networks e.g. ECU to ECU (node encryption)
· Secure authenticated channel to the cloud and external devices
· Consider use of Hardware Security Module (HSM) and device authentication techniques for key vehicle systems and components to reduce vulnerabilities
· Microkernel: sending trusted messages to other ECUs.
· Secure boot (particularly on ECU) and software attestation functions
· Trusted execution technology, such as trusted processor module
· Cryptographic acceleration
· Active memory protection
· Limitation and Control of Network Ports, Protocols, and Services
· Implement appropriate Data controls
· Software - adopting secure coding methods and practices
· Software containers
· Software testing and code reviews
· Denial of service protection
· Establish and implement Secure Configurations for Hardware and Software
· Ensure vulnerabilities in 3rd party software, such as hosted Web apps, are managed
· Implement secure Updates, including configuration templates and policies
· Establish and Enforce appropriate controls and responsibilities with Suppliers
· Requires a bill of materials of each binary component that is used 
· The contractor to verify that products do NOT contain known security vulnerabilities
· Product designs to allow fixes with patches, updates, or replacements
· The contractor to provide timely repairs for discovered vulnerabilities
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· Enforce session management policies to avoid session hijacking

· Install controls to limit the exploit of open Internal Vehicle Communications
· Withstand being sent corrupt, invalid of malicious commands via the external interfaces.
· Avoid sending safety signals as messages on common data buses. For example, providing an ECU with dedicated inputs from critical sensors eliminates the common data bus spoofing problem
· Enforcement of predictably holistic behaviour of all systems: Restricts network communications to predefined normal behaviour and constrains abnormal types or volumes of messages so that they do not impair the vehicle’s functions. It is very common for cyberattacks to try to jump from one system to another or send messages from a compromised component to an uncompromised one.  Enforcement of approved and appropriate behaviour prevents this and is key to detecting and correcting accidental or malicious threats.
· Detect/prevent/correct the flow of information transferring networks of different trust levels with a focus on security-damaging data.
· Validation of message content to specified formats
· Whitelisting good commands and blacklisting known bad commands
· Packet filtering

· Apply message and device authentication: 
· Verifies that communications are coming from the approved source and defenses to protect authentications from being spoofed or recorded and replayed. Includes: 
· Authentication: user to device
· Authentication: user to service/server
· Authentication: device to service/server
· Methods
· Firewalls: 
· Explicitly permit communications and messages only between pre-approved systems and sensors, block unapproved and inappropriate messages, and alert security systems about any invalid attempts.
· install a firewall between the truck and the fleet management solution. Usually fleet management solutions are put into the truck’s diagnostics port and you can put a firewall in between. So even if someone hacks into fleet management, nothing can happen to the truck. Then you can have an architecture inside the truck electronics that deploys a firewall internally. 
· Anti-virus software
· multi-factor authentication for user authentication
· mutual authentication for remote communication
· Allow and encourage the use of strong passwords

· System monitoring and system event logging
· Malicious code detection and prevention
· Log events
· Protective monitoring (collection and analysis of system log files, alerts and traffic patterns to identify abnormalities and malicious activity)
· Anomaly detection 
· Detections of unexpected message formats, sizes or frequency
· IDS or IPS (US DoT identify this as a quick win) 
· on CANBUS
· integrated with ECUs, infotainment, and telematics

· Reduce the vulnerability from dongles/telematics 
· telematics devices must only allow a safe set of instructions to be passed to the vehicle
· validation, independent of the telematics unit of messaging passed to the vehicle systems

· Redundancy 
· Analog back-ups
· Redundancy (needed to reduce dependency on any one system if it fails)

· Enforce Boundary Defences and Access Control between safety critical systems, other vehicle systems and those systems providing connectivity or external access.
· Separation controls should be implemented
· Central gateway
· Ability to process data from multiple vehicle networks, as well as data from outward facing data sources such as telematics, OBD-II port, USB, Wi-Fi, etc.
· Directs data to a specific network segment based on addressing contained within the CAN packet
· Can be used as a hybrid firewall that does not permit critical system data from the CAN bus to be routed to the OBD-II port
· Provides an entry point for the inclusion of other mitigation technologies such as an IDS, IPS or firewall
· Gateway between VCU and ITS/external devices
· Virtualization: A commonly used software and hardware combination that makes it possible to create a defensive barrier on a single ECU that separates externally facing functions from those that drive the vehicles, reducing the complexity of consolidating multiple systems onto a single ECU.
· Air gaps (expensive, can be breached)
· physically separating the infotainment/connected devices from the critical control systems (e.g., braking, steering)
· Range of possibilities - full air gap, hybrid air gap with single interconnection, unique network without gaps
· Least privilege rule for access to vehicle systems should be implemented
· The processes and tools used to track/control/prevent/correct secure access to critical assets (e.g., information, resources, systems) according to the formal determination of which persons, computers, and applications have a need and right to access these critical assets based on an approved classification.
· Control access and ability of unauthorised parties to alter ECU setting
· Firmware binary images may be obtained from a firmware updating process.
· Organizations should reduce any opportunities for a third party to obtain unencrypted firmware during software updates
· Limit Ability to Modify Firmware

· Provide encryption of nodes and messaging to reduce vulnerabilities
· Tamper protection: Encrypts encryption keys, intellectual property, account credentials, and other valuable information at compile time and decrypts only during a small execution window, protecting the information from reverse engineering and monitoring for tampering attempts.
· Node encryption (needs redesign of CANBUS to support)
· Tamper detection around private keys
· Lightweight cryptography in internal networks e.g. ECU to ECU
· Secure authenticated channel to the cloud: Leverages hardware-assisted cryptography for remote monitoring, software updates, and other communications. Data protection technology secures data throughout the transaction.

· Consider use of Hardware Security Module (HSM) and device authentication techniques for key vehicle systems and components to reduce vulnerabilities
· Provides secure storage, secure boot, secure software re-flashing, theft protection, and secure logging
· digital keys used for authentication and cryptographic processing
· Tamper detection around private keys
· Microkernel: Very small portion of software securely designed with limited, yet critical functionality. It is useful when a single ECU with multiple functionalities needs to send trusted messages to other ECUs.
· Secure boot (particularly on ECU) and software attestation functions: Detects tampering with boot loaders and critical operating system files by checking their digital signatures and product keys. Invalid files are blocked from running before they can attack or infect the system, giving an ECU its trust foundation when operating.
· Trusted execution technology, such as trusted processor module: Uses cryptographic techniques to create a unique identifier for each approved component, enabling an accurate comparison of the elements of a start-up environment against a known good source and arresting the launch of code that does not match.
· Cryptographic acceleration: Offloads encryption workloads to optimized hardware, improving cryptographic performance and making it easier to broadly incorporate symmetric or public key encryption into applications and communications processes.
· Active memory protection: Reduces code vulnerabilities by embedding pointer checking functionality into hardware to prevent buffer overrun and overflow conditions that may be exploited by malicious code.
· Examples of levels include FIPS140-2 (level 3 or 4)
· Limitation and Control of Network Ports, Protocols, and Services
· Manage (track/control/correct) the ongoing operational use of ports, protocols, and services on networked devices in order to minimize windows of  vulnerability available to attackers.


· Data controls
· Assured data in transit protection
· Assured data at rest protection
· Control export of aggregated and statistical data
· Minimise data stored (effective data retention periods) 

· Software - adopting secure coding methods and practices
· code quality reviews
· Software containers: Used to isolate individual systems and applications, making it possible to update or replace individual functions without affecting overall operation or mirroring functions for fast fail-over.
· Software testing – fuzzing, static analysis, software convention comparisons, vulnerability assessments, pen testing
· Test: input, output, data dependency chains, edge cases, error handling, exception handling, failure modes, recovery modes (SAE)
· Consult databases: US National vulnerability database; Buqtraq; CWSS, CVSS (SAE)
· Denial of service protection

· Establish and implement Secure Configurations for Hardware and Software
· Establish, implement, and actively manage (track, report on, correct) the security configuration parts using a rigorous configuration management and change control process in order to prevent attackers from exploiting vulnerable services and settings.
· Application whitelisting (authentication)
· Device identity directly on the device: Enables manufacturers to know the unique identity of every device, enabling secure identification and preventing unapproved devices from accessing the manufacturer’s network or systems. This technology, built into the chip, can also encrypt the identity to preserve anonymity.
· Actively manage (inventory, track, and correct) all hardware devices on the network so that only authorized devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining access

· Ensure vulnerabilities in 3rd party software, such as hosted Web apps, are managed
· Find and confirm vulnerabilities like application input parameters without validation or poor error handling

· Implement secure Updates
· Device update policy
· Configuration templates
· Refer to any standards for SOTA

· People
· Vetting
· Skills
· Training

Establish and Enforce appropriate controls and responsibilities with Suppliers (US Spy Act)
· Requires a bill of materials of each binary component that is used in the software, firmware, or product
· The contractor to verify that products do NOT contain known security vulnerabilities
· Product designs to allow fixes with patches, updates, or replacements
· The contractor to provide timely repairs for discovered vulnerabilities


Steps
· Preliminary definition of acceptable risk profile
· Stages
· Concept
· Design
· Build
· Aims
· Identify cyber security goals
· Assessment of actual cyber risk exposure
· Identify the system or sub-system and its operating mode, including when electrical/electronic/programmable electronic systems are used to carry out safety functions 
· Identify potential failure modes and damage situations and their causes. 
· Evaluate the effects on the system of each failure mode and damage situation. 
· Identify measures for reducing the risks associated with each failure mode. 
· Identify measures for failure mitigation. 
· Identify trials and testing necessary to prove conclusions. 
· Determine functional cyber security requirements
· Assess if they are met
· Testing and penetration testing
· Identification of solution set (cost versus benefit), costs include:
· Design cost
· Production cost
· Throughlife costs
· User experience/operational impact
