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Provisional Agenda for the sixth session of
the UN Task Force on Cyber Security and OTA issues
13 June 2017, 10:00-17:00 (EST) – Software updates & cyber security
14 June 2017, 09:00-16:00 (EST) – cyber security
at the Telecommunication Industry Association (TIA), 
1320 N Courthouse Rd #200, Arlington, VA 22201, USA
(http://www.tiaonline.org/about/contact-us)

Introduction
I.	Welcome and adoption of the Agenda
	The Task Force may wish to adopt the provisional agenda.
Documentation:		TFCS-06-01e Agenda
II.	Adoption of minutes and report from fifth session
	The chair will report the outcomes of the fifth session. The Task Force will be asked to adopt the minutes from the previous meeting
Documentation:		TFCS-06-02e Minutes of 5th Session	
TFCS-05-19 (Sec) Outcome of TFCS-05	

Software updates
The first day is expected to focus on software updates, with the afternoon starting looking at cyber security
III.	Review of actions relating to software updates
	The Task Force will review actions from previous meetings
Documentation:		TFCS-06-02e Minutes of 5th Session	
TFCS-06-03 (Germany) Type approval aspects on software updates	TFCS-06-04 (OICA-CLEPA) Software configuration control				TFCS-06-08 (JPN) Software update issue (TF's work area)					TFCS-06-09 (JPN) Procedure concerning update by wireless technology	TFCS-05-11 (FIA) Draft Definitions on Data Privacy and Authorisation	
IV.	Development of additional requirements needed for software updates before registration
The group will be asked to consider and develop requirements, additional to those already present in UNECE regulations/guidance, required for software updates that occur before vehicle registration.
V.	Development of additional requirements needed for software updates after registration
The group will be asked to consider and develop additional requirements needed for the case when software updates occur after vehicle registration. 
VI.	Consideration of requirements for configuration control and post-registration vehicle inspections
The group will be asked to consider and develop ideas for how configuration control of software could be carried out and how this could be used for post-registration validation that the vehicle’s type approval is maintained.
VII. Next steps 
The group will be asked how they wish to proceed and identify possible steps to collating the information into actionable points for possible future guidance or regulation.				
							 
Cyber security (starting afternoon day 1)
VIII.	Review of actions relating to cyber security
	The Task Force will review progress and actions from previous meetings
Documentation:		TFCS-06-02e Minutes of 5th Session		
IX. Presentation of DHS’s UPTANE Secure-over-the-Air (SOTA) project 
					The presentation will take place on day 2 (14th of June).
X. Finalisation of cyber security threats 
The group will be asked to finalise the table on cyber security threats, or look to what actions are needed to finalise it.
XI. Cyber security mitigations 
The group will be asked to develop the list of mitigations identified and how they could be implemented. 
[bookmark: _GoBack]Documentation:		TFCS-06-05-Rev1 (UK) Table on CS threats with cyber principles			TFCS-06-06 (JPN) Table on CS threats - connecting to existing principles
TFCS-06-07 (JPN) Proposal for next actions based on Threats Table Approach	
TFCS-06-10 (OICA-CLEPA) Table on CS threats - ext CIA approach + mitigations	
TFCS-06-11 (OICA-CLEPA) Mitigation principles							TFCS-06-12 (UK) UNECE cyber principles and the threats					TFCS-06-13 (JPN) Table on CS threats - ext CIA approach incl. mitigations from OICA, UK DfT principles and ITS-AD Guideline principles
XII. Development of working paper 
The group will look to collating the information and data collated into actionable points for a paper on possible future guidance or regulation.
XIII. Any other business
This item will include the confirmation of any additional future meetings.
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