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[bookmark: _Toc504644441]Introduction

1.1. [bookmark: _Toc498341509][bookmark: _Toc504644442]Preamble

Note: Both, the preamble of CS paper and Software paper shall be aligned, check possibility to have a common preamble for both recommendation papers on the general topic  
1.1.1. A Task Force was established as a subgroup of the Informal Working Group on Intelligent Transport Systems / Automated Driving (IWG on ITS/AD) of WP.29 to address Cyber Security and Over-the-air issues. The task force consisted of members of representatives from contracting parties and non-governmental organizations, e.g FIA, CITA, ITU, OICA and CLEPA.
1.1.2. The influence of software on the vehicle functionality is increasing. The software influences the environmental and safety performance and other functions of a vehicle. 
1.1.3. To update the software of a vehicle after certification and even after the first registration is of increasing importance, for example for adding new functionalities, software corrections and recalls.
1.1.4. This recommendation provides requirements for how the certification process described in the UNECE regulations and processes regarding information about the vehicle can be adapted to ensure compliance of any new software to those UNECE regulations, independent of whether it is conducted with a wired connection or over the air.
1.1.5. This recommendation is an initial contribution for the IWG on ITS/AD to discuss and propose adaptions in order to implement software updates into the certification process and also for all updates to ensure their safe execution and the legal compliance with the UN program of work.
1.2. [bookmark: _Toc504644443]Scope
1.2.1. This recommendation describes requirements for adaptation of vehicle software updates for certification to ensure their safe execution and the legal compliance with the regulation under the UN program of work. It furthermore describes requirements for how software changes should be managed to ensure that they are performed safely and securely via an Over-the-air update. The scope of the document also covers requirements that can be used for updates performed by other means. 
1.2.2. The scope of what is covered in this recommendation is illustrated by figure 1. It is noted that there are commonalities between data protection, cyber security and software updates. Software updates have security aspects, certification aspects and aspects for safe execution that need to be considered. Figure 1 shows that the outcome of these considerations will be to produce recommendations all these topics. This recommendation only considers those directly relating to software updates. Those on cyber security and data protection form part of a separate recommendation. 
Figure 1: Diagram showing the extent of the this recommendation and how it ties in with data protection and cyber security

1.2.3. [bookmark: _Toc498351783][bookmark: _Toc498341512]Security aspects of software updates are part of the recommendation “XYZ”.

1.2.4. This recommendation applies to the legal framework for certification of vehicles. Since the process for managing and approving software update after the initial type approval is granted and the process for vehicle registration is conducted according to national legislation, some recommendations will be handled by national legislation.   Such parts of recommendation are not subjected to binding force of the “1958 agreement”.

OICA suggested text to explain the table (with chair edits)
This tTable 1 gives examples what kind of country may exist when the resolution and regulations on software updates will be in force.

	
	Country A
	Country B
	Country C
	Country D

	Applies and grants UN Regulation incl. SW update requirements (contracting party of 1958 agreement)
	Yes
	Yes
	Yes
	No

	Applies rules for RxSWIN in national regulation on registrations and/or PTI
	Yes
	No, but has specific national rules for SW updates not referring to RxSWIN
	No national rules for SW updates
	N/A 

	Vehicle manufacturer may type approve SW updates for registered vehicles according to UN Regulations
	Yes
	Yes
	Yes
	No

	Vehicle manufacturer can make SW updates on registered vehicles in a legal way
	Yes, if he complies with the national rules that require compliance with RxSWIN
	Yes, if he complies with the specific national rules. No impact whether he respects compliance with RxSWIN
	Yes/No, depends on interpretation of country C.
	Yes/No, depends on interpretation of country D



Chair suggested title for the table:
Table 1: comparison of how UN regulations and national processes may align to permit software updates. 

OICA suggested text to explain the table (with chair edits)
Countries A, B and C have signed UN Regulations that include SW update requirements. Consequently, in those countries vehicle manufacturers may apply for type approvals for SW updates for registered vehicles as foreseen in those UN Regulations. However, the application for registered vehicles will be different in the countries A, B and C:
Country A will require this UN type approval as a prerequisite for type approval relevant SW updates on registered vehicles.
Country B will not require this UN type approval as a prerequisite for SW updates on registered vehicles but will require its own specific procedure.
Country C has no clear national rules for SW updates on registered vehicles (majority of countries today). Whether those updates will be accepted depends on its interpretation case by case.
Country D has not signed any UN Regulation which includes SW update requirements.

1.2.5. Software updates after the first registration by parties that are not the holder of the type approval/ certification are not covered by this document. These may be approved using national approval procedures. 	Comment by Darren Handley: Paragraph to be confirmed
2. [bookmark: _Toc504644444]Definitions 	Comment by Darren Handley: Open action for any further definitions that are required to aid the reader
Note: revisit once paragraphs of other sections are finalized
Chair comment: suggested definition inserted below in red. To be agreed and confirmed
	Term
	Definition	Comment by Darren Handley: Ask ISO/SAE for definitions (or ITU)

	Certified system
	System defined by type approval legislation under the 1958 Agreement or a system as defined by the 1998 Agreement

	Electronic control systems
	A combination of units, designed to co-operate in the production of the stated vehicle control function by electronic data processing. Such systems, often controlled by software, are built from discrete functional components such as sensors, electronic control units and actuators and connected by transmission links. They may include mechanical, electro-pneumatic or electro-hydraulic elements. “The System”, referred to herein, is the one for which type approval is being sought.

	Over the air update
	

	Software
	The part of an Electronic Control System that consists of digital data and instruction

	Software upload
	

	Software execution
	

	Software update
	

	Wired connection
	

	Update process
	Software update including a possible rollback or the vehicle to be placed into a safe state

	Rollback
	

	Firmware	Comment by Darren Handley: Note: need to ensure that this states firmware is a type of software and the document is about software 
	

	Third party 
	

	Vehicle user	Comment by Darren Handley: Text provided by UK after ahRSUP
	Refers to the party installing software updates. This may be a vehicle owner or user, a fleet manager or an authorized technician.  

	
	

	
	

	
	



3. [bookmark: _Toc504644445]Document structure 
3.1. Chapter 4 describes the process for managing software updates, including over the air updates, within the existing UN legal framework and regulations. 
3.2. Chapter 4 further describes supporting, pre-requisite requirements to enable the software update process to be conducted in an open and verifiable manner. 
3.3. Chapter 5 describes requirements to ensure that software updates, including OTA updates, can be conducted safely and securely.
3.4. Chapter 6 describes requirements so that the status of the software on a vehicle, particularly its certified systems, can be verified.   
4. [bookmark: _Toc504644446]Process for software updates
Note: Need to consider how to frame the chapter to fit into type approval and self-certification schemes: a) rephrase general section b) put type approval / self-certification issues into new (sub-)sections/annexes
[bookmark: _Toc504644447][bookmark: _Toc504643987]Chair suggested additional text
4.1. [bookmark: _Toc504644448]Scope of the software update process
4.1.1. [bookmark: _Toc504644449]In self certification regimes the references to type approvals which are contained in the subsequent paragraphs shall be understood in the way that all technical assessments and responsibilities are maintained but the actual type approval aspects are replaced by the self-certification documentation of the manufacturer.
4.1.2. [bookmark: _Toc504643988][bookmark: _Toc504644450]This section applies where the contracting party, on which territory the vehicle is registered, requires a UNECE Approval to cover the S/W update.	Comment by Darren Handley: Note: this paragraph may apply to the whole document. If it does then it may need to be moved to a more appropriate place, e.g. the recommendations
4.2. [bookmark: _Toc504644451]Software update approval process
4.2.1. [bookmark: _Toc504643990][bookmark: _Toc504644452]Table 2 below demonstrates how the software update process shall be conducted in accordance with this recommendation.
	Moment of update
	No impact of update on any UN type approval
	Impact on UN type approval(s) by update but original vehicle type covers modification
	Impact on UN type approval(s)  by update but original vehicle type does not cover modification

	Initial type approval (TA)
	Not applicable
	Not applicable
	Not applicable

	Existing TA, before registration
	No action
	Extension TA 
	New TA 

	Existing TA, after registration, by OEM
	No action
	Extension TA or individual approval or approval with limited scope Registration according to national rules
	New TA or individual approval or approval with limited scope Registration according to national rules


Table 2: Summary of type approval processes
4.2.2. Once a system is initially certified/ type approved (before registration) any changes to it are assessed with regards to whether they may affect its certification/type approval. The nature of this assessment will be determined by the requirements of the relevant legislation. If the OEM determines that a software update may affect a systems certification/ type approval it then initiate a process with a type approval authority to determine if an extension of a type approval or a new type approval is needed. If the software update occurs after a declaration of conformity has been produced, the declaration of conformity shall be updated reflecting the change of the certification/ type approval.
4.2.3. To integrate the software update in the DoC (declaration of conformity), an adaptation of the DoC definition and the implementation of IWVTA and DETA will be necessary.  
4.2.4. Where a software updates occurs after registration, including OTA updates, the following steps shall be employed when an update is under the control of the OEM:
1. Before implementation of the first update the OEM shall demonstrate to the type approval authority that their update processes will allow updates to be conducted safely and securely as per the requirements of chapter 4 and 5 and gain a validation of their update process for subsequent updates. If the update process is changed for the requirements of chapter 4 or  5 a new validation shall be required; 
2. The OEM shall assess whether a software update will directly or indirectly affect the approvals of a vehicle’s certified systems and documents the result;
3. If the update does not affect any certified systems the OEM may conduct the update without need to contact the type approval authority but shall ensure the update process employed is safe and secure; 
4. If an update may or will affect one or more certified systems, then the OEM shall contact the relevant type approval body authority to seek an extension or new certification for the affected systems;
5. Where an extension or new certification is granted, registration of affected vehicles is conducted according to national laws. The update may then be conducted and the OEM shall ensure the update process employed is safe and secure. (The vehicle information in the declaration of conformance shall be updated after the installation of the new software to reflect the new type approval status of the whole vehicle type approval.) The status of the software on a vehicle shall be updated to reflect the new status of its certification as per the requirements of chapter 6.
Chair suggested insertion of flow diagram representing the above process, based on NL document
4.2.5. The following flow diagram represents the process to enable software updates after registration1. 1. OEM gains approval to conduct post-registration software updates, by gaining validation of their:
- Configuration and quality control processes (section 4.3)
- Processes to ensure updates are executed safely (section 5.2)
- Processes to ensure software updates are cyber secure (section 5.4)


2.i. Decision evidence recorded by OEM
2. 6. Technical Approval Authority periodically validates that the processes used and decisions made by the OEM remain valid

5.v. OEM updates information on the vehicles and records relevant information
5.iv. OEM may execute update
5.iii OEM verifies that the update can be performed safely and securely
5.ii. Registration of update according to National Laws
5.i. Type Approval Authority provides an extension or new certificate 
4.ii OEM contacts the Type Approval Authority for an extension or new certificate for each system affected
4.i Impact
2. New Software update
OEM assesses if any certification criteria is affected
3.i. No impact
3.iv. OEM records relevant information
3.iii. OEM may execute update
3.ii. OEM verifies that the update can be performed safely and securely

4.2.6. To integrate the software update in the DoC (declaration of conformity), an adaptation of the DoC definition and the implementation of IWVTA and DETA will be necessary. 
4.2.7. The assessment of whether a software update affects certification shall consider whether the update will impact or alter any of the parameters used to define systems the update may affect or parameters used to certify those system (as defined in the relevant legislation). The assessment shall also consider whether the update will add or enable any functions that were not present, or enabled, when the vehicle was type approved or alter or disable any other parameters or functions that are defined within legislation. This shall include consideration of  whether:
· Entries in the information package are modified
· Test results no longer cover the vehicle after modification
4.2.8. Conformity of production checks and market surveillance shall be used to verify that the processes and decisions made by the OEM are appropriate, particularly regarding those updates which they have not been notified to the type approval authority.	Comment by Darren Handley: Note: market surveillance is not within UNECE scope but the auditing process is needed to facilitate this process, to ensure continued correct application of the procedures. 
To be decided how to incorporate this into the document could use “in service conformity checks” or “auditing”
4.2.9. Different national entities may require the OEM to perform these processes to enable update of vehicle information according to their national rules. Where this happens Contracting Parties are recommended to put procedures in place to enable the sharing of information between national bodies to support the administration of these processes.	Comment by Darren Handley: Note: could be moved to recommendations section
Need to check it is in UNECE remit, otherwise this will need to be formulated as a recommendation
Note on section above: accepted pending clarification on comment. 
4.2.10. Should there be a need to urgently perform an update to address a safety critical issue which needs to occur before a full assessment of the impact on certified systems can be completed, the OEM and any relevant appropriate authority should convene to make a risk based judgement on whether to issue the update according to their national laws and processes. The full assessment shall take place and if any further action is need this shall be implemented. The process employed may use existing procedures for similar recall issues.
4.3. [bookmark: _Toc504644453]Prerequisites
4.3.1. To enable the process of updating software to be open and verifiable there are a number of processes and procedures that will be required. The key processes and procedures for administrating this are provided in this section. The basis for these are configuration management and quality control.
4.3.2. The OEM (and if relevant their suppliers) shall demonstrate to the approval authority that they have the following processes in place:
1. A process whereby the software and hardware components of a system can be uniquely identified, documented and recorded as well as any interdependencies of that system on other systems; 
2. A process whereby the OEM can assess, identify and record if a software update will affect existing certified systems or any other system required for the safe and continued operation of a vehicle or if the update will add or alter functionality of the vehicle compared to when it was registered;
3. A process whereby an OEM can identify target vehicles for a software update;
4. A process to verify the compatibility of possible software/ hardware configurations in target vehicles;
5. The target vehicles have the ability to record the status of their certified systems, software and parameters that can be readily checked;
6. The OEM is able to trace the software versions of the component of a certified system in correlation with the Software Identification Number (see chapter 6) of that system and verify that they are correct (and is able to provide this information to an approval authority should it be required);
7. The OEM has a process in place that they can use to inform national registration authorities about successful software updates that might require this. 	Comment by Darren Handley: Point 7 was not agreed. OEM have concerns about how they would be able to meet it and whether it should be a requirement on the Authority instead. TBC on whether to amend/keep this point. 
4.3.3. The OEM shall describe their processes and the veracity of their processes to an approval authority who shall verify and certify those processes. 	Comment by Darren Handley: Note: industry questioned the term certify. This would require certification to be defined (in an annex)
This point will need to be discussed further. 
4.3.4. To support conformity of production checks, market surveillance and approval of updates the following documents shall be required to be held by the OEM:	Comment by Darren Handley: New text accepted by webex apart from the use of the term “market surveillance”	Comment by Darren Handley: The inclusion of this term to be dependent on how the task force looks to recommend/treat market surveillance
NL may come up with an alternative description
1. Documentation of the decisions the OEM has made. This should include: the purpose of the update; what systems an update may impact; which of these are certified; and whether it affects any of the relevant requirements of those certified system;
2. Documentation describing the processes used by the OEM (and their suppliers if relevant) and any relevant standards used to demonstrate their veracity;
3. Documentation describing the configuration of any relevant certified systems, e.g. unique identifiers for its hardware and software and any relevant system settings. This should be for the system before and after an update;
4. Documentation listing target vehicles for the update and verification of the compatibility of the registered configuration or last known configuration of those vehicles with the update.
4.4. [bookmark: _Toc504644454]Type approval process responsibilities
4.4.1. The OEM shall be responsible for assessing the potential impact of any software update on type approval and for supplying all the necessary documentation to enable the technical service and the type approval authority to verify the decisions they have made. 
4.4.2. The OEM shall be responsible for making the initial decision regarding whether a software update may directly or indirectly impact a type approval and contact the technical service and the type approval body should that be the case.
4.4.3. The OEM shall be responsible for providing evidence that they have the procedures in place to decide whether a software update does or does not affect type approved systems.
4.4.4. The type approval authority shall verify that the OEM’s processes and decisions are appropriate and that the decisions they make regarding software updates which are not notified are appropriate. 	Comment by Darren Handley: The group discussed whether all decisions would need to be checked. The intention is that not all decisions would need to be checked, only a sufficient number to verify that the decision making is appropriate. Amendment to the text welcome to incorporate this. 
5. [bookmark: _Toc504644455]Safety and security requirements for software updates 
Note:Comment DH: Should this be part of a Type Approval Process
- one off test (would require same process for any update)
- variable and repeated for any update
Would need testable requirements or it allows variability
5.1. This chapter describes objectives for maintaining the safety and security of the vehicle during the update process and specific requirements relating to them.
5.2. Safety requirement for updates
5.2.1. Where an update process of a vehicle is comprised of a download stage and a separate execution stage, during the download process the location and movement of the vehicle should not be restricted as long as there is no safety implication from the download process.	Comment by Darren Handley: Review the suggested text for completeness and if it should be amended to cover both stages. 
5.2.2. To enable a software update to be executed safely the following shall be taken into account before the execution is initiated:	Comment by Darren Handley: Note: text note completely reviewed. adRSUP ended on this point
· Recovery:
· The OEM shall ensure that the system that is being updated can restore the software to a previous version after a failed or interrupted update or can be placed into a safe state;
· The potential recovery to an old software may be restricted in case of safety or environmental impact of the software.
· Information about the update:	Comment by Darren Handley: Group to decide whether this section should be in general or for OTA updates only
· The OEM shall ensure the vehicle user is able to be informed about the update before the update is executed. This may contain:	Comment by Darren Handley: Wording to be confirmed in the next meeting	Comment by Darren Handley: Note: definition and how to look at this to be confirmed. UK agreed to consider. 	Comment by Darren Handley: How a user is informed and the need was discussed. It is noted that this does not describe how to inform the user. It is noted that the requirements to be informed may differ depending on the nature of the update
· The purpose of the update. This could include the criticality of the update and if the update is for recall, safety and/or security purposes
· Any changes implemented by the update on vehicle functions, 
· The expected time to complete execution of the update, 
· Any vehicle functionalities which may not be available during the execution of the update
· In case of groups of updates with a similar content one information may cover a group. 
· Any other necessary instructions to execute the update
· Pre-conditions before the execution	Comment by Darren Handley: Note, need to consider if these apply to only OTA updates
· Where a vehicle is required to be stationary for an update to be executed, the user shall be required to provide consent for the update or an alternative means is employed on the vehicle to ensure the update can be executed in a safe manner. 	Comment by Darren Handley: Note: text needs to be confirmed
· The OEM should assess whether there would be a safety hazard if the engine where left on during the update process and take appropriate action if that is the case;During the update execution process, the OEM shall ensure that the software update can only be continued/concluded if the vehicle operational systems are signalling that no safety hazard condition with regard to this update is present. In case of an indicated safety hazard condition, the appropriate actions shall be taken by the person executing the update.  
· The OEM shall ensure that the vehicle has enough power capacity to complete the for the update process (including , as well as for a possible rollback or the vehicle to be placed into a safe state)  and enough capacity for the operation of the vehicle after the update

5.2.3. Where the execution of an update or its failure might pose a safety hazard during driving it is recommended that the following be taken into account during the execution of an update:
· The OEM shall ensure the vehicle remains stationary during the execution of the update, for example with the parking brakes applied;
· The OEM should ensure that the driver is not able to use any functionality of the vehicle that would affect the safety of the vehicle or the successful execution of the update
DE suggested update (with chair comment)
Where the execution of an update or its failure might pose a safety hazard during driving it is recommended that the following shall be taken into accountbe ensured during the execution of an update:
· The OEM should ensure that the driver is not able to use any functionality of the vehicle that would affect the safety of the vehicle or the successful execution of the update;
· The OEM shall ensure that all other functionalities shall be work properly (e.g. brakes).
5.2.4. [bookmark: _Toc498351793]To enable a software update to be executed safely it is recommended that the following be taken into account after the execution of an update:
· The OEM shall ensure the driver person executing the update is informed of the success (or failure) of the update
DE suggested update (with chair comment)
To enable a software update to be executed safely it is recommended that the following shall be taken into accountoccur after the execution of an update:
· The OEM shall ensure that the vehicle user after the execution of the update is informed of the success (or failure) of the update;
· The vehicle user after the execution of the update shall be informed about the implemented changes.
1. The OEM shall ensure that a rollback to the old software version shall be possible and shall be done automatically in the case of no success.
5.3. Additional safety requirement for OTA updates
5.3.1. It is recommended that OTA updates shall not be permitted where additional action is required by the driver for completion of the update process. 	Comment by Darren Handley:  Note for document – remove the phrases “it is recommended” – see reference to RC21 19 descriptions
https://www.ietf.org/rfc/rfc2119.txt 
Chair suggested amendments

It is recommended that OTA updates shall not be permitted during driving where additional action is required by the driver for completion of the update process. 
5.3.2. It is recommended that OTA updates shall not be permitted where additional action is required by a skilled person, such as a mechanic, for completion of the update process.
Chair suggested amendment with OICA comment

It is recommended that OTA updates shall not be permitted where additional action that is required by arequires a skilled person, such as a mechanic, is necessary for completion of the update process unless such a person is .available.
5.3.3. For over the air updates it is recommended that the following be additionally taken into account:	Comment by Darren Handley: Change to section 4.4
· The OEM should ensure that it is possible for updates to be executed automatically should it be legally obliged for that to happen;
· The OEM should ensure that it is possible for updates to be initiated by the driver should permission of a person be required to execute an update;
· The OEM should ensure that there is mechanism whereby the legal owner of the vehicle can be informed about an update, should that be required (as it is possible the driver may not be the legal owner);
· The OEM should ensure that there is mechanism whereby the legal owner of the vehicle can provide the accent to an update being executed, should that be required (as it is possible the driver may not be the legal owner).
Chair suggested amendments
For over the air updates it is recommended that the following be additionally taken into accountrequirements may be implemented:	Comment by Darren Handley: Change to section 4.4
· The OEM should ensure that it is possible for updates to be executed automatically should it be legally obliged for that to happen;
· The OEM should ensure that it is possible for updates to be initiated by the driver vehicle user should permission of a person be required to execute an update
· The OEM should ensure that there is mechanism whereby the legal owner of the vehicle can be informed about an update, should that be required (as it is possible the driver may not be the legal owner);
· The OEM should ensure that there is mechanism whereby the legal owner of the vehicle can provide the accent to an update being executed, should that be required (as it is possible the driver may not be the legal owner).
5.4. Security requirement for updates	Comment by Darren Handley: Note: the overlap with the security paper was noted. Group may review this further. 
5.4.1. It is recommended that the OEM is able to demonstrate to the authority that software updates can be carried out securely before downloading of the update occurs. This should include:
· [bookmark: _GoBack]demonstrate how the update procedures used are protected to reasonably prevent them being compromised, including fabrication of the system update program or firmware;
· demonstrate how the software patch is protected to reasonably prevent manipulated before the update process is initiated (i.e. ensure that only authorized, uncorrupted updates are sent to the vehicle); 
· demonstrate how the authenticity of the software patch is protected to reasonably prevent their compromise and prevent invalid updates.
Chair suggested amendments
It is recommended that tThe OEM is shall be able to demonstrate to the authority that software updates can be carried out securely before uploading downloading of the update occurs. This should include:
· demonstrating demonstrate how that the over the air update procedures used cannot are protected to reasonably prevent them being compromised, including fabrication of the system update program or firmware;
· demonstrating that compromise of local/physical software update procedures cannot occur. This includes fabricating system update program or firmware;
· demonstratinge how the software patch cannot is protected to reasonably preventbe manipulated before the update process is initiated (i.e. ensure that only authorized, uncorrupted updates are sent to the vehicle); 
· demonstrating demonstrate how that the cryptographic keysauthenticity of the software patch provider areis protected to reasonably preventnot their compromised and cannot preventallow  invalid updates.
5.5. Requirements for evidencing that the update is safe and secure
5.5.1. To support any certification process for permitting software updates, particularly those over the air, the authority shall be competent and able to assess the processes and procedures of an OEM with respect to the above safety and security requirements.	Comment by Darren Handley: Note: need to ensure consistent use of this term
5.5.2. To enable an assessment of an OEM’s processes and procedures with regards conducting software updates safely and securely the OEM shall be able to provide to the authority:
· documentation describing how the update will be performed securely;
· documentation describing how the update will be performed safely;
· [bookmark: _Toc504644458][bookmark: _Toc498341518][bookmark: _Toc498342542]documentation describing any interaction/requirements of the vehicle owner/operator (if any) in the update process.
6. Identification of the installed software 	Comment by Darren Handley: Note: RxSWIN concept is written in terms of 58 agreement. Modification may be needed to apply to 98 agreement, this could be included as a separate section
6.1. [bookmark: _Toc498341523]Use of the Software Identification Number, RxSWIN
The software identification number RxSWIN is specific for onone UN Regulation.
6.1.1. To identify the software of a given certified system, a software identification number shall be introduced. The purpose of this shall be to provide a reference that can be used to verify that the software on certified systems is up to date and conforms with the certification/type approval requirements of that system. As it is a reference, it shall be linked to documentation providing more information on the software and hardware of the relevant system. 	Comment by Darren Handley: Note: edit to consistently refer to certification rather than type approval
6.1.2. The software identification number shall provide a reference for the software components of a given certified system, if the certified system is defined in a specific regulation.
6.1.3. The software identification number is linked to the vehicle functionality/ vehicle type definition in the single regulations and is not linked to the software of the single components of the electronic control system. 	Comment by Darren Handley: May need to review this paragraph as it is an explanation – it could be moved to the definitions. To confirm in January.
Chair suggested amendment
The software identification number is linked to the vehicle functionality/ vehicle type definition in the singlespecific regulations and is not linked to the software of the single components of the electronic control system. 	Comment by Darren Handley: May need to review this paragraph as it is an explanation – it could be moved to the definitions. To confirm in January.
6.1.4. The software identification number shall be introduced in regulations, where the software has a major influence on the vehicle functionality. 	Comment by Darren Handley: Copied to recommendations
6.1.5. The software identification number shall be introduced as a part of appropriate chapters or annexes, for instance those which describe special requirements to be applied to the Safety Aspects of Complex Electronic Vehicle Control Systems. 
6.1.6. Information regarding the software versions, including checksums, of the single components of the electronic control systems of every produced vehicle and the link to the software identification number shall be stored at the manufacturer. For the purpose of certification, including the validation of the conformity of production, and the market surveillance, including recalls and PTI, the manufacturer shall provide this information without any burden to the responsible authority.   	Comment by Darren Handley: Note: OEM raised concerns about the possible burden this may place on them
OICA suggested amendment
Information regarding the software versions, including checksums, of the single components of the electronic control systems of every produced vehicle and the link to the software identification number shall be stored at the manufacturer. For the purpose of certification, including the validation of the conformity of production, and the market surveillance, including recalls and PTI, the manufacturer shall provide this information without any burden to the responsible authority.   
6.1.7. A change of the software identification number shall be required, if a software change (update) requires an extension or renewal of the certification. Whether an extension or renewal of the certification is necessary, is described in specific regulations (e.g. in the vehicle type definition). 
6.1.8. A software change of a single component may affect different certifications. If this occurs and certification needs to be extended or renewed for a number of different systems, then new software identification numbers shall be introduced for all the relevant certified systems.   
6.1.9. If it is technically possible to bring registered vehicles in line with the extended or renewed certification, the manufacturer may describe in the information document the registered vehicles to which this may apply. 	Comment by Darren Handley: Need to review further and assess impact in the context of updates in the field. This needs to be discussed further.
DE suggested amendment
If it is technically possible to bring registered vehicles in line with the extended or renewed certification, the manufacturer may describe in the information document the registered vehicles to which this may apply. It is not possible either for the technical service or the authority to verify the statement of the manufacturer at the time of certification. Thus it is a self-certification of the manufacturer. Alone The manufacturer remains responsible for the vehicles in the market. The authorities are only able to certify the processes of the manufacturer and to intervene due to the Product Safety Act in case of serious threats to the safety, health or the environment of people after these threats were normally happen to some people. The Technical Service shall verify the statement of the manufacturer. 	Comment by Darren Handley: Need to review further and assess impact in the context of updates in the field. This needs to be discussed further.
6.1.10. If it is nationally legally permissible to install the software in a vehicle, the manufacturer shall record information regarding the software, including the checksums, of the single components of the electronic control systems as well as the link to the software identification number before and after the software change. On request of the authority the manufacturer shall provide the information without any burden.
6.1.11. The software identification number of the single vehicle shall be easily readable via the use of an electronic communication interface and if required by standard interface (OBD port).
6.1.12. The software identification number is not appropriate to verify unauthorized access to the vehicle functionalities. Therefor the manufacturer shall protect the electronic control system against unauthorized modification.
6.1.13. The manufacturer shall protect the software identification numbers on a vehicle against unauthorised manipulation.
The chapter could also include recommendations for improving the utility of the RxSWIN, such as:
· The ability of the vehicle (or a third party inspecting the vehicle) to demonstrate to an appropriate party (such as a type approval authority) that a systems software corresponds to that reference by the RxSWIN, for instance by checking its reference numbers or by performing a hashing function on the software and comparing it to a value obtained previously (for example when approval was provided).
· The ability of the vehicle (or a third party inspecting the vehicle) to validate to an appropriate party (such as a type approval authority) that a systems software corresponds to that reference by the RxSWIN, for instance by performing a hashing function on the software and comparing it to a value obtained previously (for example when approval was provided).
· The ability of a vehicle to facilitate identification of any changes to system settings or if system software does not correspond to approved versions (e.g. reporting failures of secure boot mechanisms)
7. [bookmark: _Toc504644459]Conclusion and Recommendation for further proceedings
· To ITS/AD
· On general approach (Guideline vs. Regulation, etc.) 
· Future developments that could support the process further (such as electronic databases)
Chairs suggested recommendations taken from the text:
7.1. Different national entities may require the OEM to perform these processes to enable update of vehicle registrations registration of the update according to their national rules. Where this happens there should be procedures in place to enable the sharing of information between national bodies to support the administration of these processes.
7.2. The UN facilitates the electronic sharing of information between approval authorities relating to the certificate of  conformity
7.3. If the certificate of conformity is updated there needs to be a process to establish which version of the CoC is valid for a given vehicle
7.4. The software identification number shall be introduced into relevant UN regulations, where the software has a major influence on the vehicle functionality. 
7.5. The software identification number shall be introduced as a part of appropriate chapters or annexes of those regulations, for instance those which describe special requirements to be applied to the Safety Aspects of Complex Electronic Vehicle Control Systems. 
7.6. Type approval authorities should have processes in place to support information exchange between each other and access information from OEM’s. These should be in place to support market surveillance and periodic technical inspection. Where possible these processes should be electronic and harmonised.	Comment by Darren Handley: Former point 4.4.6












[bookmark: _Toc504644460]Annex 1 	an annex for how the vehicle shall ensure the safety of the update process (to be attached to appropriate regulations)	Comment by Darren Handley: Review if the title is correct
Contents to be considered. 
May include the “shall” provisions of chapters 3 and 4, including any processes that would be required
Need to note those that a) are for the vehicle and those that b) are not (and therefore would be difficult to be a UN regulation). For part b) we may need to consider how to recommend their treatment in chapter 6. 
We believe that chapter 4 does already include those requirements.


[bookmark: _Toc504644461]Annex 2 	Draft proposal to amend existing regulations to introduce software identification numbers
1.1. An “RX Software Identification Number” (RXSWIN) is a dedicated identifier with [11] alphanumerical characters, defined by the vehicle manufacturer, representing information about the type approval relevant software of the Electronic Control System contributing to the Regulation N° X type approval relevant characteristics of the vehicle.
1.2. Each RXSWIN shall be uniquely identifiable. When type approval relevant software is modified by the vehicle manufacturer, the RXSWIN shall be updated if it leads to a type approval extension or to a new type approval. 
1.3. “Electronic Control System” means a combination of units, designed to co-operate in the production of the stated vehicle control function by electronic data processing. Such systems, often controlled by software, are built from discrete functional components such as sensors, electronic control units and actuators and connected by transmission links. They may include mechanical, electro-pneumatic or electro-hydraulic elements. “The System”, referred to herein, is the one for which type approval is being sought.
1.4. “Software” is the part of an Electronic Control System that consists of digital data and instructions.
1.5. It shall be possible to read the RXSWIN via the use of an electronic communication interface.
1.6. At the time of Type Approval, the means implemented to protect against unauthorized modification of the RXSWIN chosen by the manufacturer shall be confidentially outlined.	
1.7. The manufacturer shall provide the following information in the communication annex of this regulation:
- the RXSWIN
- how to read the RXSWIN
1.8. The manufacturer may provide in the communication annex of this regulation:
- the list of the relevant parameters that will allow the identification of those vehicles that can be retrofitted with the software represented by the RXSWIN.
1.9. Information regarding the software versions, including information to verify the correct assignment of the software versions, of the single components of the electronic control systems of every produced vehicle and the link to the software identification number shall be stored at the manufacturer. Upon request the manufacturer shall provide this information without any burden to the responsible authority.	Comment by Darren Handley: Note: Industry question the inclusion of this verification requirement
1.10. The manufacturer shall implement measures to authenticate the RXSWIN stored on the vehicle. 



COMMUNICATION ANNEX

(Maximum format: A4 (210 x 297 mm))

issued by :		Name of administration:
......................................
......................................
......................................

[image: ]

concerning: 2/	APPROVAL GRANTED
APPROVAL EXTENDED
APPROVAL REFUSED
APPROVAL WITHDRAWN
PRODUCTION DEFINITELY DISCONTINUED

of a vehicle type with regard to xxx equipment pursuant to Regulation No. X

Approval No. ………..		Extension No. 		

…

x.y	RXSWIN ([11] alphanumerical characters): 	

x.y.1	Information on how to read the RXSWIN: 	

x.y.2	If applicable, list the relevant parameters that will allow the identification of those vehicles that can be retrofitted with the software represented by the RXSWIN under point x.y.1: 	
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