Submitted by the Secretary	TFCS-12-03 (Chair) Minutes of ad-hoc meetings on cyber of the TF on CS and OTA issues 	and software update
Draft minutes for the following ad-hoc meetings:
a) 19th March 2018, 12:00-14:00 CET – Review of Software Update Paper Annex A (TFCS-ahSUPAA)
b) 21st March 2018, 12:00-15:00 CET – Review of Definitions (TFCS-ahD)
c) 26th March 2018, 12:00-15:00 CET – Review of Cyber Security Annexes on Risks and Mitigations (TFCS-ahCSARM)
d) 4th April 2018, 12:00-15:00 CET – Review of Cyber Security Paper (TFCS-ahCSP)
e) 12th April 2018, 12:00-15:00 CET - Review of Definitions (TFCS-ahD2)
All by Webex
Review of Software Annex A (TFCS-ahSUPAA)
I. Adoption of the Agenda
The ad hoc group of the Task Force may wish to adopt the provisional agenda.
Documentation:	TFCS-ahD-01 (Sec) Agenda
The agenda was adopted
II. Identification of requirements for Software Annex A
The ad hoc group of the Task Force will be asked to review the draft paper on recommendations for software updates and agree requirements that should be in a horizontal regulations.
Documentation:	TFCS-11-19 (Chair) Draft paper on Recommendations for Software Updates - cleaned after TFCS 11.docx	
The ad hoc group will be asked to agree next steps. 
The software update paper was reviewed for requirements for a cross cutting regulatory annex. It was agreed to differentiate between requirements for a vehicle manufacturer and those that would be applicable to vehicles. Those for an assessment of a vehicle manufacturer were highlighted in yellow, and those for vehicles in orange. 
The output was recorded as TFCS-ahSUPAA-02 (Chair) Draft paper on Recommendations for Software Updates -outcome of adhoc meeting on software annex.docx
It was agreed that the structure of the regulation should comprise two parts. The first part should describe general requirements that need to be in place before a vehicle can be assessed. The second part should include requirements for assessment of a vehicle, for example for type approval. 
It was noted in the meeting that any requirement should ensure there is not an unnecessary duplication of approvals with respect to cyber security. 
Action: the chair agreed to transform the requirements identified into a paper for discussion in TFCS 12. 
Review of Definitions (TFCS-ahD)
III. Adoption of the Agenda
The ad hoc group of the Task Force may wish to adopt the provisional agenda.
Documentation:	TFCS-ahD-01 Agenda
The agenda was adopted
IV. Review of Definitions
The ad hoc group of the Task Force will be asked to review the definition used in both the cyber security and software update papers and agree on those given. Where a definition is not provided the group will be asked to agree on a draft text. 
Documentation:	TFCS-11-18 (Chair) Draft paper on Recommendations for Cyber Security - cleaned after TFCS 11.docx
TFCS-11-19 (Chair) Draft paper on Recommendations for Software Updates - cleaned after TFCS 11.docx
TFCS-ahD-02 (Chair) Updated suggestions for definitions
	The ad hoc group will be asked to agree next steps.

The definitions for both papers were reviewed. The review was not completed and ended at the definition of “safeguards”.
The output was recorded as TFCS-ahD-02 rev1 (Chair) list of definitions - as reviewed in the meeting.xlsx
Generally it was accepted that were a standards body has provided a definition, that definition should not be changed unless there is a specific need to make it vehicle specific. 
Action chair: review the cyber security documents and software update documents for consistency and use of the terms identified for further review.
Action chair: organize a second meeting to complete the review of definitions

Review of Cyber Security Annexes on Risks and Mitigations (TFCS-ahCSARM)
V. Adoption of the Agenda
The ad hoc group of the Task Force may wish to adopt the provisional agenda.
Documentation:	TFCS- ahCSARM-01 Agenda
The agenda was adopted
VI. Review of Review of cyber security annexes on risks and mitigations
The ad hoc group of the Task Force will be asked to review the annexes on risks and mitigations, to confirm both their structure and their contents.
Documentation:	TFCS-11-06 (JPN) updated annex 1.docx
TFCS-11-07 (JPN) updated annex 2 – mitigation security controls.docx
TFCS-11-18 (Chair) Draft paper on Recommendations for Cyber Security - cleaned after TFCS 11.docx. 
The papers TFCS-11-06 (JPN) updated annex 1_OCIA_CLEPA 22MAR2018.docx and TFCS-11-07 (JPN) updated annex 2 - mitigation_security controls_OICA_CLEPA 22MAR2018_Koji_Nakao' comments.docx were reviewed. These contained comments on the papers above. 
The outcome of the meeting was recorded as:
- TFCS-11-06 (JPN) updated annex 1 - risks and vulnerabilities - as amended during webex.docx
- TFCS-11-07 (JPN) updated annex 2 – mitigation security controls - as amended in webex.docx

Notes on Annex A/Annex 1
For Annex 1 it was noted that the examples provided are not mandatory and are merely informative. It was agreed that there is no need to include reference to cyber security principles in this annex. It was agreed to add an additional column to the table to identify the high level risks, as requested. 
Action: Chairs – clean and update Annex A as per the outcome of the meeting and merge it into the cyber security paper. 

Notes on Annex B/Annex 2
It was agreed to remove reference to ISO 27002 and OWASP. 
It was provisionally agreed that the list of mitigations is still useful and therefore to keep it, pending confirmation in TFCS 12.
Options for part A.2 of the annex were identified as: 
a) delete it
b) find another source for a check list that can be referenced, for example ISO/SAE 21434
c) only include current list of bullets
d) look to edit the current list of bullets as per the example and include them as edited

Action: Approach to be confirmed at TFCS 12
Action: Chairs – clean and update Annex B as per the outcome of the meeting and merge it into the cyber security paper. 
Review of Cyber Security Paper (TFCS-CSP)
VII. Adoption of the Agenda
The ad hoc group of the Task Force may wish to adopt the provisional agenda.
Documentation:	TFCS- ahCSP-01 Agenda
[bookmark: _GoBack]The agenda was adopted
VIII. Outcome of ITS/AD on cyber security
The chair will provide a brief output of the outcome of the ITS/AD meeting. 
An update was provided. The key points are:
· ITS/AD are happy with the proposed structure for both papers (including removal of the reference models)
· ITS/AD focus is that the task force should look to complete the regulatory papers
· The guidance for the text on “lifetime” was that both text parts should be included
IX. Review of outstanding comments on the cyber security paper
The ad hoc group of the Task Force will be asked to review the remaining comments on the cyber security paper. Parts with comments to be reviewed include:
· Chapter 1
· Chapter 6
· Chapter 7
· Annex D
· Annex E
Documentation:	TFCS-11-18 (Chair) Draft paper on Recommendations for Cyber Security - cleaned after TFCS 11.docx
The paper TFCS-11-18 (Chair) Draft paper on Recommendations for Cyber Security - as commented upon in adCSP – clean was reviewed as outlined about. The outcome of the meeting was recorded as:
- TFCS-11-18 (Chair) Draft paper on Recommendations for Cyber Security - as commented upon in adCSP
Points of note were:
- Chapter 1 was amended, in particular parts 1.2.2 was deleted and 1.2.3 amended
- Chapter 3 was deleted
- Chapter 4 had a minor amendment to part 4.3.8. It was noted that what an “appropriate response” to detecting a cyber attack is open to interpretation, both by vehicle manufacturers and authorities. It was agreed to note this in the recommendations as a point to consider for monitoring in case divergent opinions arise.
- Chapter 6 was amended with revisions to 6.1 and 6.2 and additional suggestions for text that will be confirmed in TFCS 12.
- Chapter 7 was amended with changes to 7.3.4, 7.3.6, 7.4.3 and 7.4.6. There were also additional suggestions for text that will be confirmed in TFCS 12.
- Annex C was deleted
- Annex D was reviewed and amendments made. It was agreed that Annex 1 of Annex D should be reviewed to ensure the requirements in it are consistent with the rest of the document. It was noted that some parts of annex 1 should be moved to annex 2 as they describe required information. It was agreed that annex 5 should be merged with part 8 of annex D and annex 1 of annex D
- It was agreed that the order of the annexes should be changed to the following:
	- annex a – regulatory annex
- annex b – threats annex
- annex c – mitigations annex
- annex d – reference annex
Actions arising from the meeting were:
- Chair to check alignment of chapter 1 of this paper with chapter 1 of the software update paper ahead of TFCS 12 and confirm or suggest edits
- Chair to update terms in regulatory annex to reflect the outcome of TFCS-ahD
- Chair to review the content of annex 1 of annex D (now annex A) to ensure they are consistent with the rest of the document
- Chair to propose update to annex 1
- Chair to provide clean version of the cyber security paper containing all changes and actions
X. Next Steps
	The ad hoc group will be asked how they would wish to incorporate the outcome of the ITS/AD group and ad hoc meetings on definitions and annexes A and B into this review.
The ad hoc group will be asked to agree next steps. 
The chair will provide updated documents for review at TFCS 12

Review of Definitions, part II (ahD2)
XI. Adoption of the Agenda
The ad hoc group of the Task Force may wish to adopt the provisional agenda.
Documentation:	TFCS-ahD2-01 Agenda
Agenda accepted
XII. Review of definitions
The ad hoc group of the Task Force will be asked to review the definition used in both the cyber security and software update papers and agree on those given. Where a definition is not provided the group will be asked to agree on a draft text. 
Documentation:	TFCS-11-18 (Chair) Draft paper on Recommendations for Cyber Security - cleaned after TFCS 11.docx
TFCS-11-19 (Chair) Draft paper on Recommendations for Software Updates - cleaned after TFCS 11.docx
TFCS-ahD-02 rev1 (Chair) list of definitions - as reviewed in the meeting.xlsx
The definitions for both papers were reviewed. 
The output was recorded as TFCS-ahD-02 rev2 (Chair) list of definitions - as reviewed in TFCS ahD2 in the “ad-hoc Definitions 2” folder.
The US stated that to approve the contents of the documents of the task force they need to formally vet them within their administration. It was stated that this should not stop development of the draft but may impact proceeding should the US be asked to formally adopt or approve the documents at the UNECE.
A definition for risk assessment was added at the request of Korea. 
It was suggested that the following terms be removed: vehicle (defined elsewhere); wired connection (replaced with physical connection); third party (not useful) and those that are not used.
Action chair: review the cyber security documents and software update documents for consistency and use of the terms identified for further review.
XIII. Next Steps
	The ad hoc group will be asked to agree next steps. 
The chair will provide updated documents for review at TFCS 12
The chair will provide updated documents for review at TFCS 12

