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Legend
	Clarification/Comments/Questions:

	Comments from coordination meeting in blue
Comments from DE group in green
Comments from NL in black

	Coordination meeting

	

	Reference Standard (for guidance purposes only)
	

	Examples of documents/evidence
	

	Explanation of the essence of the requirement and evidence
	

	Inputs for interpretation
	



1.	Scope
Not included in this document as it is assumed guidance is not needed here for testing
2.	Definitions
2.1. c) Specifying the essential aspects – 1958 Agreement – safety, energy saving, anti-theft (vehicle UN R-116), environment protection. 
3.		Application for approval 
Not included in this document as it is assumed guidance is not needed here for testing 
4.	Marking
Not included in this document as it is assumed guidance is not needed here for testing
5.	Approval 
Not included in this document as it is assumed guidance is not needed here for testing 
6. 	Cyber Security Management System (CSMS) Certificate of Compliance
Not included in this document as it is assumed guidance is not needed here for testing 
7.	Specifications
Note regarding evidencing the requirements: 
Demonstration of requirements via documentation/presentation and/or audit 
7.1.	General specifications
7.1.1.	The requirements of this Regulation shall not restrict provisions or requirements of other UN Regulations.




	Clarification/Comments/Questions:
NA

	Coordination meeting
NA

	Reference Standard
ISO 21434, ISO 18045, ISO 15048, ISO 27000 series, ISO 31000 series etc.

	Examples of documents/evidence under discussion
NA

	Explanation of the essence of the evidence
NA

	Inputs for interpretation
NA




7.1.2.	The vehicle manufacturer may refer to [the Recommendation / Resolution on Cyber Security] in their assessment of cyber security risks and the mitigations, as well as when describing the processes employed.

	Clarification/Comments/Questions:
Clarification: 
· Definition of term "vehicle manufacturer" required. (is assembly/development/factory location relevant?) – It depends on the CSMS. The vehicle manufacturer decides on the establishment producing the product and the responsible managers of the CSMS and could span across assembly, development facility as well as factory locations etc.
· Vehicle Manufacturer is the legal entity registering  for initial assessment and requesting type approval
Comments:
· Cyber Security Case [ISO 21434] may be used as a basis for risks and mitigations. Argumentation on why some threats were considered and why some threats were discarded. During the next steps of the test phase explanation of why extra controls were implemented will help to possibly update the regulation.
· C-Level Management (or similar) of vehicle manufacturer should be involved in the CSMS to ensure awareness at all levels
· A correction is expected in the draft: are to be considered as a minimum set of risks
· Annex B,C: List of Risks and Mitigations are not covered by regulation, but their update process is. Cybersecurity risks and possible mitigation measures(security controls) that are elaborated in Annex B and Annex C of the Cybersecurity working paper(TFCS-13-18) may be considered as the minimum set of risks in the risk assessment process. In case the manufacturer implements a new security control not outlined in Annex C, appropriate rationale is preferred.
· OEM should be proactive over lifetime of the vehicle

	Coordination meeting
· The recommendation/resolution on CS shall be updated regularly. Already addressed in recommendation part.

	Reference Standard
· ISO 21434 [clause will be updated from the interim draft]

	Examples of documents/evidence under discussion
· Documents/ Evidence as in the remaining section 7, 
· List of threats and mitigations used as per Annex B and C and other threats and mitigations implemented by the manufacturer.
· Process on evaluation of THREAT LANDSCAPE is expected (risks/threats)
· Process of drafting Cyber Security case(ISO 21434) as evidence

	Explanation of the essence of the evidence
· The overall intention of this requirement is the usage of the annexes B and C as the basic list of threats and mitigations for risk assessments.



7.2.	Requirements for the Cyber Security Management System
7.2.1.	For the preliminary assessment the Approval Authority or Technical Service shall verify that the vehicle manufacturer has a Cyber Security Management System in place and shall verify its compliance with this Regulation.


	Clarification/Comments/Questions:
Clarification: 
· Preliminary assessment same as initial assessment
· Clarification and a timeline are needed (Not yet clarified)
· CSMS may/can be covered in QM-System (ISO 9001) or be independent
· It is how the organisation is living the system. For e.g.: Internal audit has confirmed CSMS is in place before the assessment by Technical Service / Approval Authority. Therefore, the approval authority shall verify that:
· The OEM has installed a CSMS
· The presented CSMS complies to the regulation
Comment:
· Top Management accountability, MIDDLE MANAGEMENT understanding and assumption of responsibility and consistent application on operational level
· 

	Coordination meeting
· Preliminary assessment is same as initial assessment

	Reference Standard
· ISO 21434 may be used as the basis for evaluating the CSMS. Clause 5,6,7,8,9 processes could be used to evaluate the CSMS. The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· Documents/Evidence as in the remaining section 7
· Remark: The manufacturer might have an organization specific handbook for the standard processes (or similar). For this requirement the focus is on the process, if in place, in order to get an overview.

	Explanation of the essence of the evidence
· 




7.2.2.	The Cyber Security Management System shall cover the following aspects:

7.2.2.1.	The vehicle manufacturer shall demonstrate to an Approval Authority or Technical Service that their Cyber Security Management System considers the following phases:
- Development phase;
- Production phase;
- Post-production phase.


	Clarification/Comments/Questions:
Comments
· Production phase refers to the duration of production of a particular vehicle type. Post-production phase refers to the time frame after the End of Production of the particular vehicle type.
· 7.2.2.1 describes the different phases of the vehicle type to be considered in the CSMS and 7.2.2.2 applies to all these phases if not stated otherwise. The phases also apply to 7.2.2.4.
· Production in ISO 21434 covers assembly in the facilities and is not production in UNECE
· UNECE : "Development" = ISO 21434 : "Development"
· UNECE : "Production" ≠ ISO 21434 : "Production"
· UNECE : "post-production" ≠ ISO 21434 : "operation" & "maintenance"
· Guidance and requirements on the automotive cybersecurity lifecycle (management, development, production, operation, service, decommissioning), as  detailed in ISO 21434
· "post-production" = operational life of vehicle until decommissioning
Clarification 
· Definition of the three phases is needed. Taskforce accepted the need to define these phases.
· Mapping to the sub-stages outlined in ISO 21434 (Yet to be clarified)
· End of support - Specific period for cyber security purposes (it might be a different timespan from the vehicle support of the vehicle itself). Possibility to disconnect a function/system that is no longer safe
· Post production difficult to evidence, look at different input and compare what is proposed
· End of life is car individual
· Assessment of Backend - How to consider the assessment of backend services? Possible outcome: The risk analysis might indicate, if there are threats coming from the Backend services. If there are threats, the backend has to be assessed.
Questions
· Is there a mixed responsibility for keeping the car cyber secure in the post-production phase?

	Coordination meeting
· Post-production is subject to other legal requirements/obligations
· There is an inherent difficulty to support indefinitely
· In the test phase, keep open to strategies proposed 
· Can consider active and reactive processes and procedures incl. end of support processes

	Reference Standard
· ISO 21434 (The clause will be updated from the interim draft)

	Examples of documents/evidence under discussion
· CS activities performed in each of the stages: Development, Production and post-production stages. 
· Alternative: Could be possible to map the activities of ISO 21434 Cybersecurity Engineering process across the lifecycle to development, production and post-production.
ISO 21434 has the following phases: 
· Concept Phase
· Product Development Phase
· Production, Operation, maintenance and Decommissioning
· Transversal activities includes  Risk Management , CS management and supporting processes
· Technical Service needs to ensure the coverage of all CS activities or similar across the lifecycle of the product whether mapped through ISO 21434 or agnostic to ISO 21434.

	Explanation of the essence of the evidence
· The cybersecurity management system should be able to handle cybersecurity during the lifetime of the vehicle. Additionally, the different phases of the lifecycle shall also have the basic set of activities to be performed in each of the phases within the lifecycle. The intention is also to minimize the safety repercussions generating from CS not ensured during the lifetime of the vehicle. This could be achieved by either by disconnecting a system until a hardware upgrade or till the decommissioning of the individual vehicle.




7.2.2.2.	The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management System ensure security is adequately considered. This shall include:
a)  The processes used within the manufacturer’s organization to manage cyber security;


	Clarification/Comments/Questions:
Comments
· The processes that are relevant for the cyber security of the vehicle types and not other aspects of the organisation. {DE}
Clarification
· CSMS scope should be aligned to the products that are to be type approved and not the entire Information security management system of the organization
Questions
· Do the organization structure of the manufacturer spell out the processes used to manage cybersecurity? Partially Yes but not completely. Yet to be clarified

	Coordination meeting
· Scope: organization with respect to CS relevant to vehicle types
· Covers overall CSM
· 

	Reference Standard
· ISO 21434 (Clause will be updated after interim draft is made available)

	Examples of documents/evidence under discussion
· Organizational structure could be used to address Cybersecurity 
· Overall cybersecurity management
· Cybersecurity principles (Extended CIA) implementation strategy [Chapter 3 - CS Paper}
· Cybersecurity management during development {UNECE Development Phase understanding}                  
· Cybersecurity management during production {UNECE Production Phase understanding}
· Cybersecurity management during post-production {UNECE Post-Production Phase understanding}

	Explanation of the essence of the evidence
· The evidence will give an idea of the range of activities performed by a manufacturer to manage cybersecurity. The CS principles will also give an overall summary of how organisations should implement cyber security over the lifecycle of the vehicle.




b) 	The processes used for the identification of risks to vehicle types;


	Clarification/Comments/Questions:
Comment:
· Facility security is only relevant, when it is an outcome of risk analysis and a mitigation is requested


	Coordination meeting
· Processes for risk assessment 
· Examples may include references on standards used, roles, stages and responsibilities

	Reference Standard
· ISO 21434 {Clause 6, 7 and 8} The clauses will be updated from the interim draft.

	Examples of documents/evidence under discussion
The manufacturer shall be audited for occurrence of a process for - 
· Identification the relevance of the system to cybersecurity 
· Description of the overall system with respect to 
· Definition of the system/function
· Boundaries and interactions with other systems
· Architecture
· Environment of operation of the system (context, constraints and assumptions) 
· Identification of assets
· Identification of threats
· Identification of vulnerabilities with progress in the development process

	Explanation of the essence of the evidence
· Identification of risks is not a standalone process but comprises of various sub-processes to reach the outcome of a risk identification procedure. Therefore, clarity on the processes for identification of risks to achieve the end goal of this requirement is necessary for uniform interpretation.




c)	The processes used for the assessment, categorization and treatment of the risks identified;

	Clarification/Comments/Questions:
Clarification
· risks identification + assessment does not have to follow ISO 21434 in 100 %, but similar and have to fulfil UNECE
· 

	Coordination meeting
· Processes for risk assessment 
· Examples may include references on standards used, roles, stages and responsibilities

	Reference Standard
· ISO 21434 {Clause 6} The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
The manufacturer shall be audited (documentations/physical audits) for occurrence of a process for - 
· Assessing the associated impact for every threat identified in requirement 7.2.2.2 b
· Identification of potential paths to attack based on vulnerabilities identified in requirement 7.2.2.2 b 
· Determination of feasibility/probability/ease of attack for every attack paths identified above
· Calculation and categorization of risks
· Treatment options of those identified and categorized risks

	Explanation of the essence of the evidence
· Assessment, categorization and treatment of risks is not a standalone process but comprises of various sub-processes to reach the outcome of a treatment. Therefore, clarity on the processes for aforesaid stages to achieve the end goal of this requirement is necessary for uniform interpretation.



d) 	The processes in place to verify that the risks identified are appropriately managed;

	Clarification/Comments/Questions:
· 

	Coordination meeting
· Documentation and/or audit on processes for risk management 
· Examples may include references on standards used, roles, stages and responsibilities

	Reference Standard
· ISO 21434 {Clause 6} The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
The manufacturer shall be audited (documentations/physical audits) for occurrence of a process for - 
· Appropriate and proportional risk treatment methodologies
· Critical elements (with safety and environment) are appropriately mitigated and proportionately based on the safety or environmental goal of the system
· The residual risks to remain within acceptable limits or else strong justification for non-adherence

	Explanation of the essence of the evidence
· Risks identified and analysed results should feed into selecting the appropriate treatment category options to address that risk. And the residual risk (risks remaining after treatment) is within the acceptable limits set forward in the organization of the manufacturer.



e) 	The processes used for testing the security of the system vehicle type throughout its development and production phases;

	Clarification/Comments/Questions:
· May need to clarify production phase in the definition section (same for the other phases)
· (DE)Security of the vehicle types instead of system - The post-production phase has been considered in the following points f) to i) and thus not specified in this point.

	Coordination meeting
· The post-production phase has been considered in the following points f) to i) and thus not specified in this point
· Activities in the production phase may be different to the ones during the development phase
· Processes for testing, covering when testing will be initiated and why and how this fits into the development and production phase

	Reference Standard
· ISO 21434 {Clause 8} The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
The manufacturer shall be audited (documentations/physical audits) for occurrence of -
Development:
· Organization specific rules for testing during development
· Processes for creation and execution of test strategies
· Processes for cybersecurity testing planning
· Processes for cybersecurity testing during system design
· Processes for cybersecurity testing during software development
· Processes for cybersecurity testing during hardware development
· Processes for cybersecurity testing during integration(hardware/software) of system
· Processes for documentation of the results of testing
· Processes for handling vulnerabilities obtained during testing
· Capability of the manufacturer to perform cybersecurity tests like Functional (requirement-based, positive and negative) testing, Interface testing, Penetration testing, Vulnerability scanning, Fuzz testing but not limited to the same.
Production:
· Processes for testing to ensure the produced system has the cybersecurity requirements, controls and capabilities outlined in the cybersecurity production plan
· Processes for testing to ensure the produced item meets the cybersecurity specifications which are in accordance with the system in the development phase.
· Processes for testing to assure that cybersecurity controls and configuration as cybersecurity specifications are enabled in the produced item.
· Processes for documenting the test results and findings handling

	Explanation of the essence of the evidence
· To ensure the manufacturer has appropriate capabilities and processes for testing the system throughout the development and production phases



f) 	The processes used for ensuring that the risk assessment is kept current;

	Clarification/Comments/Questions:
Clarification:
· Risk Assessment shall consider up to date and relevant threats and corresponding state of the art mitigation measures. The threat matrix/ threats identified in Annex B shall be updated periodically. Manufacturers shall consider these threats as well as new identified threats relevant for the risk assessment process.

	Coordination meeting
· 

	Reference Standard
· ISO 21434 {Clause 5.1.4.5}. The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· Vulnerability/ Threats sharing platforms
· Continuous improvement 
· Lessons learned implemented recursively in the production
· Sources: Auto ISAC
· 

	Explanation of the essence of the evidence
· 

	Inputs for interpretation
· 



g) 	The processes used to monitor for, detect and respond to cyber-attacks on vehicle types;


	Clarification/Comments/Questions:
Clarification
· "cyber-attacks" means attacks on software and hardware level
· Inform appropriate authority

	Coordination meeting
· May include detail on how vehicle manufacturer interacts with authorities
· Processes and procedures on these interactions

	Reference Standard
· ISO 21434 {Clause 9}. The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· Cybersecurity monitoring post-production (CS information collection – may/may not be pertinent to manufacturer vehicle/system)
· Cybersecurity information assessment (Identification of relevance of the collected information with respect to the system/vehicle of the manufacturer)
· Risk determination for the relevant information 
· Triggers for risk assessment for escalation to incident
· Incident response for identified high risk cyber attacks
· For already registered vehicles – incident response
· For vehicles not yet registered – adequate handling of such vulnerabilities

	Explanation of the essence of the evidence
· An adequate cyber monitoring system needs to be in place for the registered vehicles under the CSMS in order to monitor relevant cybersecurity information and accordingly respond to high risk probable cyber-attacks in a timely manner




h) 	The processes used to identify new and evolving cyber threats and vulnerabilities to vehicle types;

	Clarification/Comments/Questions:
· 

	Coordination meeting
· 

	Reference Standard
· ISO 21434 Clause 9. The clause will be updated from the interim draft.
· ISO 21434 Clause 5.1.4.5. The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· CS Monitoring program shall identify sources which can provide CS information on new and evolving cyber threats and vulnerabilities which was not anticipated to vehicle types during development and production
· CS Monitoring shall also incorporate threats and vulnerabilities from comparable industries or other threat sharing platforms.

	Explanation of the essence of the evidence
· 



i) 	The processes used to appropriately react to new and evolving cyber threats and vulnerabilities.

	Clarification/Comments/Questions:
· Inform appropriate authority, if known
· 

	Coordination meeting
· react = respond
· Applies mainly to production and post-production phase

	Reference Standard
· ISO 21434 {Clause 9}. The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· Cybersecurity information assessment (Identification of the collected evolving and new CS information relevance to the vehicle types which was not anticipated during development and production)
· Risk determination for the relevant information 
· Triggers for risk assessment for escalation to incident
· Incident response for the newly identified cyber threats and vulnerabilities
· For already registered vehicles – incident response
· For vehicles not yet registered – adequate handling of such threats and vulnerabilities

	Explanation of the essence of the evidence
· 





7.2.2.3.	The vehicle manufacturer may refer to [the Recommendation / Resolution on cyber security] when describing the processes they have employed. 

	Clarification/Comments/Questions:
· The Recommendation / Resolution on Cyber Security shall be updated regularly

	Coordination meeting
· 

	Reference Standard
· 

	Examples of documents/evidence under discussion
· Annex B and C 

	Explanation of the essence of the evidence
· 



7.2.2.4.	The vehicle manufacturer shall be required to demonstrate how their Cyber Security Management System will manage dependencies that may exist with contracted suppliers and service providers in regards of the requirements of paragraph 7.2.2.2.


	Clarification/Comments/Questions:
Clarification:
· Demonstrate -> Documents + Audit
· (Suggestions to be reported at the end of the test phase)What dependencies are mandatorily required within the contracts? Not yet clarified but is not dictated by the regulation or TS/AA
· All suppliers / service providers must be considered in risk assessment and corresponding non-negligible risks are identified. Further a demonstration of the same may be asked for by the TS/AA.
Comment
· Existing solutions / contracts like ISMS regulation can be used for evidence
· ACTION ITEM: Check test phase (pilot) how practical it is to assess the evident from all involved suppliers.
· Manufacturer shall ensure that suppliers have their CSMS system quality in line with the manufacturer and pay attention to complicated implementation in the pilot (action pilot)
· 

	Coordination meeting
· It is possible to put requirements for CSMS on Tier1 suppliers and to require they cascade it to Tier2
· Legally difficult to cascade it further down in the supply chain
· Steps taken should be proportionate to the risks from what is supplied 
· The aim is that it can be shown that risks from suppliers are able to be known and can be managed

	Reference Standard
· ISO 21434 The clause will be updated from the interim draft.
· ISO-standard for suppliers (Security and Supplier Relationships) - relevant standards to be reviewed

	Examples of documents/evidence under discussion
· Contractual, agreements in place or evidence of such agreements, e.g. audit reports, …
· Other means such as certification of suppliers may be appropriate

	Explanation of the essence of the evidence
· Cloud providers / internet providers have to be assessed in order to check if they need to be considered. The intention is that interfaces have to be adequately secure and it is expected that manufacturer shall have an understanding of the security practices or principles or frmeworks within the cloud/internet providers solutions. The cloud/internet providers are not subjected to audits.



7.3.	Requirements for vehicle types
7.3.1.	Before the assessment of a vehicle type for the purpose of type approval is carried out, the vehicle manufacturer shall demonstrate to the Approval Authority or Technical Service that their Cyber Security Management System has a valid CSMS Certificate of Compliance relevant to the vehicle type being approved.

	Clarification/Comments/Questions:
Clarification
· The CoC approval is carried out by type approval authority and is part of the type approval.
· Migration to other vehicle types with the same architecture is possible.
· Clarification of phrase "relevant to the vehicle type being approved." means CoC should be applicable to the vehicle type being approved
· The CSMS could contain (a list of) requirements for the relevant CS-items for the vehicle types to be type-approved.

	Coordination meeting
· 

	Reference Standard
· 

	Examples of documents/evidence under discussion
· Certificate of compliance for the CSMS
· List of CS-requirements for the vehicle types to be approved

	Explanation of the essence of the evidence
· 




7.3.2.	The Approval Authority or Technical Service shall verify that the manufacturer has taken the necessary measures relevant for the vehicle type to:
(a) Collect and verify as appropriate information required under this regulation, through the full supply chain;

	Clarification/Comments/Questions:
Comments
· Replace point 7.3.2. - The Approval Authority or Technical Service shall verify the consistency of the documentation provided by the manufacturer
· As the manufacturer’s demonstration precedes the verification by the TS/Authority, points 7.3.3. to 7.3.6. should come before point 7.3.2.
· Point for re-ordering noted (points 7.3.3. to 7.3.6. may be moved up before point 7.3.2.)
· For pilot in test phase, check and list practical problems that may arise

Clarification: 
· How is (a) different  from CSMS requirement 7.2.2.4? 7.2.2.4 is about CSMS(process), this is about the product itself.
· CSMS describes how you do it, Type Approval is - How you did it
· "full supply chain" clarification required – 
· Legally difficult to cascade it further down in the supply chain
· The aim is that it can be shown that risks from suppliers are able to be known and can be managed
· It is possible to put requirements regarding the vehicle type on Tier1 suppliers and to require they cascade it to Tier2
· Steps taken should be proportionate to the risks from what is supplied 
· Whole process flow understanding (just for clarification or information purposes)
1st Step: OEM:
   1.1 Define CSMS
   1.2 Install CSMS
   1.3 Certify CSMS
   --> certified CSMS
        --> prerequisite for vehicle type approval
2nd Step: OEM:
    2.1 Apply certified CSMS in development etc. of vehicle type
       --> appropriate documentation
    2.2 OEM and Type Approval Authority:
          --> perform vehicle type approval, Input:
               - CSMS certificate
               - documentation of CSMS application
--> type approved


	Coordination meeting
· 

	Reference Standard
· ISO 21434. The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· Information on risks has been exchanged/known to the vehicle manufacturer and the risks are managed
· Evidence in the form of contract sections with suppliers that deal with the CS-requirements

	Explanation of the essence of the evidence
· 




(b) Maintain Document appropriate design and test information;


	Clarification/Comments/Questions:
· (DE)The tests shall be dependent on the risk assessment and mitigation measures.
· Annex 1  12.8.1.2 --> List of documents (Not just Annex 1 but may include additional documents as per the interpretation)
· Clarification on Point (b): Does adherence to the below requirements(7.3.3-7.3.6) mean adherence to point (b) or is this about document/configuration management? It is documentation of requirements 7.3.3 – 7.3.6 with appropriate configuration management for the documentation to not get compromised.

	Coordination meeting
· maintain’ changed to ‘document’ since found more appropriate

	Reference Standard
· ISO 21434 - The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· Document requirements from 7.3.3 – 7.3.6

	Explanation of the essence of the evidence
· 




(c) Implement appropriate security measures in the design of the vehicle type and its systems;

	Clarification/Comments/Questions:
Clarification:
· Externalities are part of the risk assessment. But, the design decisions of the manufacturer need to cover the appropriate security measures only those that can be effectuated in the vehicle itself (where the manufacturer has control over the design decisions).
· There is a possibility to find evidence by testing methods. For the Technical Service it should be clarified what is expected. (e.g. Time bound testing penetration, fuzz,..). The main aim of the regulations is to get an overview of the processes. Testing should be done by the manufacturer on the different subsystem(vendor) levels during the development of the products. The Technical Service can perform security tests to confirm the intended resilience.
· Is the assessment of the "appropriate security measures" supposed to cover everything? Practically it would be very difficult to do so. Rather, It is about how can the spot checks be defined consistently.
· OEM shall record the security measures in the design documentation
· 
Questions
· Definition required of "Vehicle Type" if we want to include the complete E/E-architecture including interfaces.

	Coordination meeting
· OEM can control what is in the vehicle 
· Vehicle type means in-vehicle systems incl. its interfaces and other relevant aspects e.g. sandboxes => should be reflected in definition section (define also sandboxes?)

	Reference Standard
· ISO 21434: The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· The rationale for security measures implemented should include reference to the assumptions made about external systems that interact with the vehicle
· Manufacturer shall demonstrate the implementation of mitigation measures identified in Annex C within their vehicle type. Mitigations in Annex C shall be considered as the minimum set to be complied with.
· Manufacturer shall demonstrate the implementation of mitigation measures identified in Annex C within their vehicle/system design. Mitigations in Annex C shall be considered as the minimum set to be complied with.
· 

	Explanation of the essence of the evidence
· 




7.3.3.	The vehicle manufacturer shall demonstrate the risk assessment for the vehicle type in terms of the vehicle systems, the interactions of the different vehicle systems and the entire vehicle.

	Clarification/Comments/Questions:
Clarification
· Demonstrate= Audit + Documents
· "vehicle system" definition is needed! Risk Assessment shall be performed by the manufacturers for the entire vehicle. For systems under the responsibility of the suppliers, manufacturers shall procure the necessary risk assessments from a system level. Risk assessments shall also be demonstrated at the system integration and vehicle level where additional risks associated with interactions with multiple systems shall be identified . Interactions shall also be identified in terms of impact on security properties, as defined in ISO 21434 – also refer to examples of documents
Comment
· (DE)Difference between ‘vehicle type’ and ‘vehicle type in terms of the vehicle systems, the interactions of the different vehicle systems and the entire vehicle’

	Coordination meeting
· The risk assessment should include reference to external systems that interact with the vehicle

	Reference Standard
· ISO 21434 The clause will be updated from the interim draft.

	Examples of documents/evidence under discussion
· The TS should verify (through documentation or audit) the adoption of the process in requirement 7.2.2.1 b, 7.2.2.1 c of the CSMS for the specific vehicle type
· The risk assessment should include internal systems, interaction between internal systems and the vehicle type
· The risk assessment should include reference to external systems that interact with the vehicle and their interactions with internal systems as well

	Explanation of the essence of the evidence
· 




7.3.4.	The vehicle manufacturer shall demonstrate how the design of critical elements of the vehicle type are protected against risks identified in the vehicle manufacturer’s risk assessment. Proportionate mitigations shall be implemented to protect such elements.

	Clarification/Comments/Questions:
Clarification
· Critical elements: e.g. elements contributing to vehicle safety, environment protection, theft protection, however also depending on vehicle architecture (e.g. gateway could be also considered critical)
· Vehicle manufacturers shall identify the critical elements and provide rationale for the same.  Elements which are non-critical shall also be identified with supporting rationale. Cybersecurity Relevance of an Item(ISO 21434) can be used as a basis for identifying critical elements. Risk Assessment for these critical elements shall be demonstrated by the manufacturer including residual risks and risk acceptance criteria

	Coordination meeting
· 

	Reference Standard
· ISO 21434 (Clause to be filled after interim draft is made available)

	Examples of documents/evidence under discussion
· Why elements are critical
· What Security measures are needed for them ?
· How security measures are it is provided ?
· Application of CSMS requirement 7.2.2.1 b, 7.2.2.1 c for vehicle type for the critical elements
· Requirement 7.2.2.3 for proportionate mitigations for the critical elements identified(Annex B,C)

	Explanation of the essence of the evidence
· 




7.3.5.	The vehicle manufacturer shall demonstrate how they have implemented appropriate and proportionate measures to protect dedicated environments on the vehicle type (if provided) for the storage and execution of aftermarket software, services, applications or data.

	Clarification/Comments/Questions:
Clarification
· "appropriate and proportionate measures" - Appropriate is in relation to the risk assessment
· Dedicated environments can be on the vehicle or on a neutral server from where the aftermarket players can securely access their data . They shall ensure that environment presents a secure and open platform for the aftermarket to access the required data streams, but has the same level of  protection as the critical elements of the vehicle
Comment
· ACTION ITEM: Review during the test phase (pilot) if it is practically possible
· Appropriate is in relation to the risk assessment

	Coordination meeting
· 

	Reference Standard
· ISO 21434 (Clause to be filled after interim draft is made available)

	Examples of documents/evidence under discussion
· Risks related to them and security needed for them
· How security is provided
· Protection evidence as required for critical elements, requirement 7.3.4
· Demonstrate": Refers to overview + Diagrams+ Experience + Needs to be logical, understandable and convincing and not necessarily large documents

	Explanation of the essence of the evidence
· 




7.3.6.	The vehicle manufacturer shall describe what testing has been performed to verify the effectiveness of the security measures implemented and the outcome of those tests.


	Clarification/Comments/Questions:
Clarification
· At time of type approval
· Example list could be based on ISO 21434
· Rational explanation of the effectiveness of applied security measures
· The aim is to reduce the risk of severe vulnerabilities and provide evidence to support the effectiveness of the measures implemented
· The tests are in conformity to the used test procedures in  manufacturers organization
· Quality based tests are of less importance under this requirement
· Non-functional tests (review of mitigation implemented) are also covered
· Annex C to be used as a basis for implementing the mitigation measures. Manufacturers shall describe the verification and validation measure implemented in accordance with ISO 21434

	Coordination meeting
· The aim is to reduce the risk of severe vulnerabilities and provide evidence to support the effectiveness of the measures implemented
· What tests should be done should follow best practice and be appropriate to the element tested (e.g. software / hardware) and its development stage
· Aim should be to verify the effectiveness of measures applied to critical elements

	Reference Standard
· ISO 21434 (Clause to be filled after interim draft is made available)

	Examples of documents/evidence under discussion
· What is tested and why?
· Methodology used and why (e.g. in-house vs. external, qualification/experience, effort, …)
· Affirmation of its successful outcome
· Application of CSMS requirement 7.2.2.2 e for the vehicle type 

	Explanation of the essence of the evidence
· 



8.	Modification and extension of the vehicle type
Not included in this document as it is assumed guidance is not needed here for testing
9. 	Conformity of production
Not included in this document as it is assumed guidance is not needed here for testing
10. 	Penalties for non-conformity of production
Not included in this document as it is assumed guidance is not needed here for testing
11. 	Names and addresses of Technical Services responsible for conducting approval test, and of type approval authorities
Not included in this document as it is assumed guidance is not needed here for testing

Annex 1 NOT REVIEWED DURING TFCS-TPCM1
Information document
The following information, if applicable, shall be supplied in triplicate and include a list of contents. Any drawings shall be supplied in appropriate scale and in sufficient detail on size A4 or on a folder of A4 format. Photographs, if any, shall show sufficient detail.


0. General
0.1 Make (trade name of manufacturer): .................................................................
0.2. Type: .................................................................................................................
0.2.0.1 Chassis: ..............................................................................................................
0.2.1 Commercial name(s) (if available): ...................................................................
0.3   Means of identification of type, if marked on the vehicle (b): ...........................
0.3.1 Location of that marking: ..................................................................................
0.4 Category of vehicle (c): .....................................................................................
0.8. Name(s) and address(es) of assembly plant(s): … . . . . . . . . . . .
0.9. Name and address of the manufacturer's representative (if any): … . . . . . . . . . . . . . . . . . . . . . 

	Q: Any guidance required for this section

	Answer to Q: 

	Copied over from Annex 2 of UN R-46 as the below format is based on the UN regulation format. Above is the format of the EU regulation.
1. Make (trade name of manufacturer): .................................................................  
2. Type and general commercial description(s): ....................................................  
3. Means of identification of type, if marked on the vehicle: ................................  
4. Location of that marking: ..................................................................................  
5. Category(ies) of vehicle: ..........................................................................................  
6. Name and address of manufacturer/ manufacturer's representative: ........................................................... 
7. Name(s) and Address(es) of assembly plant(s):...................................................................... 
8. Photograph(s) and/or drawing(s) of a representative vehicle: ...........................





12. MISCELLANEOUS
12.8. Cyber Security
12.8.1 General construction characteristics of the vehicle type
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q: 

	9. Cyber Security
9.1. General construction characteristics of the vehicle type  

Shall be a written description of the E/E architecture.




12.8.1.1 Schematic representation of the vehicle type:
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	9.2. Schematic representation of the vehicle type 

Shall be a schematic of the E/E architecture – e.g. circuit diagram



12.8.1.2 Documents for the vehicle type to be approved describing:
a) The outcome of the risk assessment for the vehicle type;
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	9.4. Documents for the vehicle type to be approved describing the outcome of its risk assessment




b) The vehicle systems (both type approved and non-type approved) which are relevant to the cyber security of the vehicle type;
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	Delete as this is included in 9.4.



c) The components of those systems that are relevant to cyber security;
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	Delete as this is included in 9.4.



d) The interactions of those systems with other systems within the vehicle type and external interfaces;
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	Delete as this is included in 9.4.




e) The risks posed to those systems that have been identified in the vehicle type’s risk assessment;
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	Delete as this is included in 9.4.




f) The mitigations that have been implemented on the systems listed, or to the vehicle type, and how they address the stated risks;
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	9.5	Documents for the vehicle type to be approved describing the mitigations that have been implemented on the systems listed, or to the vehicle type, and how they address the stated risks;




9.6. Documents for the vehicle type to be approved describing protection of dedicated environments for aftermarket software, services, applications or data

g) What tests have been used to verify the cyber security of the vehicle type and its systems and the outcome of those tests.
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	9.7. Documents for the vehicle type to be approved describing what tests have been used to verify the cyber security of the vehicle type and its systems and the outcome of those tests.




12.8.2 The number of the CSMS Certificate of Compliance
	Q: Any guidance required for how to evidence this requirement? 
Q: If relevant, what type of evidence would show compliance?

	Answer to Q:

	9.3. The number of the CSMS Certificate of Compliance




9.8. Description of integration of supply chain with respect to cyber security. It includes hardware and software. 


Annex 2
		Communication form
COMMUNICATION 

(Maximum format: A4 (210 x 297 mm))

issued by :		Name of administration:
......................................
......................................
......................................

[image: ]
	
concerning: 2/	APPROVAL GRANTED

		APPROVAL EXTENDED

		APPROVAL REFUSED
	
		APPROVAL WITHDRAWN

		PRODUCTION DEFINITELY DISCONTINUED

of a vehicle type with regard to xxx equipment pursuant to Regulation No. X

Approval No. ………..	
Copied from Annex 4 UN R-46

Extension No.:  ..........................................  
1. Make (trade name of manufacturer):  ...........................................................................  
2. Type and general commercial description(s) ................................................................  
3. Means of identification of type, if marked on the vehicle: ...........................................  
3.1. Location of that marking: .............................................................................................  
4. Category(ies) of vehicle: ………………………………………………………………
5. Name and address of manufacturer / manufacturer’s representative: .............................................................................  
6. Name(s) and Address(es) of the production plant(s) ..........................................................................  
7. Number of the certificate of compliance for cyber security management system: …
8. Technical Service responsible for carrying out the tests:..............................................  
9. Date of test report: ........................................................................................................  
10. Number of test report: ...................................................................................................  
11. Remarks: (if any).  
12. Place: ............................................................................................................................  
13. Date: .............................................................................................................................  
14. Signature: ......................................................................................................................  
15. The index to the information package lodged with the Type Approval Authority, which may be obtained on request is attached.



















































Annex 3
		Arrangement of approval mark
Model A
(See paragraph 4.2 of this Regulation)
[image: ] xxx

	a = 8 mm min.
	The above approval mark affixed to a vehicle shows that the road vehicle type concerned has been approved in the Netherlands (E 4), pursuant to Regulation No. xxx, and under the approval number 002492. The first two digits of the approval number indicate that the approval was granted in accordance with the requirements of Regulation No. xxx as amended by the 00 series of amendments.





















Annex 4 
		Model of CSMS Certificate Certificate of Compliance

CERTIFICATE OF COMPLIANCE FOR CYBER SECURITY MANAGEMENT SYSTEM(S) 
WITH REGULATION No. [Cyber Security Regulation] xxx
No. [Reference number]
[……. Approval Authority]
Certifies that
Manufacturer or manufacturer’s representative: ...............................................................................................
Address(es) of the manufacturer or manufacturer’s representative: ..................................................................
complies with the provisions of paragraph 7.2. of Regulation No. xxx 
Checks have been performed on: 
by (name and address of the Type Approval Authority or Technical Service):
Number of report:
The certificate is valid until […..date]
Done at [……Place]
On […….Date]
[………….Signature]

Attachments: description of the Cyber Security Management System(s) by the manufacturer.
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