Questions and answers on UN Regulation on cyber security
[bookmark: _GoBack]Note1: The draft UN Regulation is available under UNECE Website:
· 00 Series WP.29/GRVA/2020/2: http://www.unece.org/fileadmin/DAM/trans/doc/2020/wp29grva/ECE-TRANS-WP29-GRVA-2020-02e.pdf
· 01 Series WP.29/GRVA/2020/3: http://www.unece.org/fileadmin/DAM/trans/doc/2020/wp29grva/ECE-TRANS-WP29-GRVA-2020-03e.pdf
Note 2: The new General Safety Regulation (EU) 2019/2144 is available under: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.325.01.0001.01.ENG&toc=OJ:L:2019:325:TOC
Please describe the problems/constraints with regard to specific requirements under section 7.3 of the draft Regulation: why and how each of these requirements would be problematic as applied to existing architectures
See attached file “Comparison_00Series&01Series.xls”.

 “Existing architectures” should also be better explained: would the impact vary depending on the stage of development of the vehicles/components at stake?  
· As “existing architectures” can be considered all kinds of architectures which either are already in production or which are in the development phase (usually 4-6 years) before the adoption of the UN Regulation, since the requirements of the UN Regulation are uncertain until this point of time.
· This definition is in line with the concept of the 00 Series, which eliminates the link between the development of an E/E architecture and the CSMS according to paragraph 7.2. of the draft UN Regulation. 
· Of course, as soon as the E/E architecture is modified in a way that a new type is created (see discussion of type differentiating criteria) this newly created type will have to comply with the 01 series as of the dates specified in the transitional provisions.

Does it embrace automated vehicles/components? 
· Even an E/E architecture of an automated vehicle may be subject to the 00 Series, if the vehicle manufacturer is applying for a type approval until the new type date of the transitional provisions for the 01 Series. It has to be clear that e.g. an E/E architecture for a vehicle incorporating ALKS Automated Lane Keeping Systems in many cases is already in a late stage of development, just waiting for the ALKS Regulation to be ready for approval. Therefore, an approval according to the 01 Series (specifically the requirements to the development phase) may not be feasible. In effect this will mean that “security by design” may not be implemented to the full extent.
· Even though such a vehicle will not be subject to the 01 Series from the beginning, important cyber security elements are covered, e.g. risk management incl. risk assessment and identification of critical components, monitoring and incidence response. Such a risk management would, by the way, differ fundamentally between a conventional vehicle and a vehicle with automated driving capabilities. Therefore, we are confident that also automated vehicles will be adequately protected for cyber security, even though just subject to the 00 Series. 
· Furthermore, we can agree to a sunset date for high risk vehicles, which we consider to be vehicles where type approval relevant software can be updated over the air. For these vehicles we foresee a limitation of the acceptance of the 00 Series approvals. As a date we propose the [1 July 2028].

Do you anticipate the same constraints with regard to all types of vehicles/components? 
In principle yes, since the constraints are linked to the stage of development and/or the point of time within the lifecycle of an E/E architecture.

Please provide an analysis of the proposed transitional period in the light of the implementation dates prescribed in the General Safety Regulation.
The EU General Safety Regulation (EU) 2019/2144 requires cyber security for EU whole vehicle type approval:
· For new EU whole vehicle types as of 06 July 2022
· For first registrations in the EU as of 07 July 2024
In case the EU General Safety Regulation will require type approval according to the UN Regulation on Cyber Security and if the transitional provisions (chapter 13 including square brackets) of the 01 series are adopted, the following applies for the EU:
· As of 06 July 2022: For a new EU Whole Vehicle Type Approval, need to deliver
· A series 00 type approval or
· A series 01 type approval
· As of 01 September 2022: For a new EU Whole Vehicle Type Approval, need to deliver:
· A series 00 type approval first issued before 1 September 2022 or
· A series 01 type approval
· As of 07 July 2024: For first registration in the EU of a vehicle, need to deliver:
· A series 00 type approval first issued before 1 September 2022 or
· A series 01 type approval
· As of 01 September 2028: For first registration in the EU of a vehicle incorporating capabilities for receiving over the air software updates, which may impact type approved systems, need to deliver:
· A series 01 type approval

The objective of the 00/01 Series approach with those transitional provisions is that all E/E architectures will be type approved before 01 September 2022, even though the mandatory application of the UN Regulation for first registrations under GSR is only required as from 07 July 2024.
As a consequence, as of 01 September 2022, all vehicle types (EU WVTA) having an E/E architectures that will be still in production after 07 July 2024 will have a valid cybersecurity type approval. In addition at the same time, all vehicle manufacturers will have a certified Cyber Security Management System in place.
· Consequently, the application of the requirements on all new vehicles will de facto be advanced by nearly 2 years thanks to the 00/01 series approach!

While an alignment of the dates (September vs. July) may be feasible, the year 2022 is for vehicle manufacturers already a very ambitious timing, causing already severe concerns, and cannot be changed for an earlier application.

Please provide the impact assessment of the application of the 00 series as compared to the full coverage (01).
· Since the 00 Series would not mandate “security by design”, in some cases (e.g. vehicles with low level or no connectivity at all) may have for certain threats no mitigations implemented, especially in the hardware, to mitigate associated risks. In addition, there is no specific requirement for the supply chain.
· In any case, the risk assessment will identify these potential weaknesses. If no mitigations are implemented, the vehicle manufacturer will have to accept the associated risk and ensure that monitoring is implemented for these risks (as for all other risks) and adequate responses are foreseen.
· Type approval according to the 00 Series is already very demanding for existing E/E architectures.

What are the risks related to the application of the transitional period (or type approved vehicles not meeting all the requirements for vehicle types as currently prescribed in the draft Regulation series 01)?
· For low risk vehicle architectures (no capability to update type approval relevant software over the air), the 00 Series would continue to apply according to the transitional provisions of the 01 Series. However, due to the application of the 00 Series for these vehicles/architectures, cyber security management (including risk assessment, identification of critical elements, etc.), monitoring and response are ensured. This is clearly an improvement of the current situation without any regulation on cybersecurity in force.
· For high risk vehicle architectures (with the capability to update type approval relevant software over the air), the use of the 00 Series approvals will be limited to the date in [2028]. It can be assumed, that the number of vehicles falling under this condition (high risk vehicle architectures being approved before 2022) is limited.
· If the transitional provisions are agreed, cyber security will be implemented by vehicle manufacturers very quickly on the existing architectures, due to the new type date of 2022 for mandatory 01 Series application (nearly 2 years before the EU date for first registrations).
· This leads also to an early implementation of Cyber Security Management Systems by all vehicle manufacturers.
· The economic burden and the necessary time to develop new E/E architectures for all vehicles that will still be produced 2024, is disproportional to the potential risk (negative cost/benefit).

How does this look like in case of non-connected/connected and non-automated/automated vehicles/components?
· The difference between connected vs. non-connected vehicles is the possibility of how a vehicle/architecture may be attacked (attack vector). This is reflected in the risk assessment. The risk assessment for connected vehicle architectures will be significantly different to the risk assessment of non-connected vehicle architectures. As a consequence, a vehicle with the capability to update type approval relevant software over the air, should be considered as “high risk vehicle”.
· The automation level has less influence on the attack potential then the connectivity level. Even a vehicle with a low automation level (ADAS) permits interventions on the braking or steering by the system. The resulting risks for automated vehicles are already covered by a functional safety approach (as e.g. defined in ISO 26262).
· Consequently, for the future regulation the connectivity should be the essential aspect to decide whether a vehicle is a “high risk vehicle” and not the automation level.

What are the mitigations to these risks you would put in place?
· For existing architectures, software based mitigations are feasible but not hardware/architectural changes. Those software based mitigations can be introduced during series production.
· Furthermore, the implemented monitoring and incidence response processes will ensure that attacks are being identified and adequately responded to. This may incorporate security updates via software updates in the production and in the field.

What would be the residual risk and how it can be managed?
The residual risk is the risk remaining after risk treatment. This residual risk is accepted and will be managed by an incident response process, as a part of the CSMS, and be in place for 00 and 01 Series.
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