Submitted by RDW/NL for the 17th TF-CS/OTAmeeting in Washington (2020 January)
additional statement to the proposal for the 00/01-approach

1. General Concern: The requirements drafted during the past 2 years in the taskforce was intentionally kept low in order to address the difficulty in implementation of the regulation for manufacturers. This can be seen in the reduction in the number of requirements from the cybersecurity paper to the regulation proposal (There were also some additional reasons for the reduction in requirements as well). Now, these requirements are being split into 00 and 01 series and made more weaker. The rational for the split is that currently produced vehicles were not developed according to the CS-regulations. All participants in the TF see the necessity of the CS especial in a more connected environment and where safety of drivers and others are at stake. 

1. Technical Concern: 
1. State of the art of 2016/17(and beyond) was used to draft the cybersecurity paper and proposal for regulations. Now, regulations based on current technology of 2016/17 will be enforced as requirements in the year 2028 which is again a reduction and does not serve the purpose of cybersecurity strength of the vehicles. The mandatory date of the 01 should be earlier than 2028. 2024 fits to the above mentioned rational
1. 7.3.1(00 series): Existence of CSMS not pertaining to the vehicle type means just a general quality management system was used for development of the vehicle instead of a CSMS . Similar long discussions were done in the ISO/SAE group and this argument was not accepted in the ISO/SAE 21434 working group. The experts agreed that having a quality management system doesn’t necessarily ensure cybersecurity. QMS has certain basic requirements and hardly requires any specific requirement to help with security.
1. 7.3.3(00 series): only Identification of the critical elements in the design may not be sufficient for the 00 series. The identification of critical elements is done during development. And the critical elements during the development and post development also vary depending on the threat landscape. At least the critical elements threats and risks should be mitigated. The architecture is designed based on the critical elements. So, the design to be approved during type approval is not solving the purpose of type approval  if the design is not appropriate for the critical elements at least.

The general approach is to use the same regulation and procedures for the 00 as for 01. The manufacturer explains additionally  why he cannot fulfill the 01. Exceptions are only allowed for par.
- 7.3.1
- 7.3.3
- 7.3.4
For par. 7.3.2 see text in EXCEL

00 can be excepted under two condition:
Condition 1. Limited contact surface of the architecture; the vehicle has only limited external interfaces:
- OBD
- Key-less entry
- Ecall (communication outward initiated)

Communication to the infotainment system is seperated from the vehicle functions.
the vehicle does not have a wifi/5G or other that can be exploited by an attack. 

Condition 2. Safety related treats in the vehicle will be mitigated (from the list SFOP: safety, finance, operations, privacy as used in ISO21434)
The automated control cannot be overtaken in any way by malicious software due to (needs rephrasing to cover all relevant possible safety related treats)
1. the engineering of the hardware prevents this and
2. the driver has the possibility to force a transition to manual control at any desired moment. Maximum allowed level of automation is therefore L2. 
Certain functions and implementations of functions on L1 or L2 might not be allowed due to the safety risk that they pose when point 1 and 2 are not full-filled.
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