Interpretation of the soft clause for legacy engineering UN/ECE R155 sections 7.3.1 and 7.3.4
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NL understands the issue that is addressing in the proposal.
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This topic has been considered extensively in NL in order to find an acceptable interpretation to deal with the consequences of the mentioned extensions after July 2024 on approvals  before July 2024 in the TF-CS/OTA.

The general basic assumption of the regulation is to have a CSMS that is used for vehicle development. The management system should be part of growing maturity and continuous optimization as is expected from a management system. 
So this exemption for vehicles types before July 2024 deviates from this. The product shall have a comparable performance on a product level, but this is not managed in the CSMS. We consider this undesirable, but see the need for the exemption.

The additional development on an existing architecture that was initially approved based on the exemption, should preferably(read as: if possible) not continue under the “old” management system. It is reasonable to require from the engineers/developers to take threats on the additional development in consideration as it is described in their CSMS. The existing exemption on the “old approval” is not to be expanded into these new developments as a general approach. If this would be the case, we would consider this expansion a too broad interpretation of the soft-clause. NL assumes that this is the opinion of the industry too and the interest is to have certainty that continuation on the approved CS-type is possible when minor changes would fall in the extension category of chptr 8. NL suggest to find wording or additional interpretation that makes this intention explicit. In the current proposal it gives a free continuation of the exemption without an effort to adhere to the CSMS-procedures. NL considers this undesirable.

Proposal
The RDW interpretation requires a plan of the manufacturer on how to deal with extension of these approvals. In this way there is an agreed path beforehand on the procedures to follow. Part of this plan needs to be that future development(and extensions) are used to align further to the CSMS. The development will follow the TARA of the CSMS for the additional engineering, mitigations that need to be implemented are considered according to the internal CSMS-procedures etc. 

For reference the current (draft)interpretation that RDW TAA is having on this topic:
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Amend paragraph 7.3.1. to read:

“73.1

The manufacturer shall have a valid Certificate of Compliance for the Cyber Security Management
System relevant to the vehicle type being approved.

However, for type approvals prier-to first issued before 1 July 2024 and for extensions thereof, if
the vehicle manufacturer can demonsirate that the vehicle type could not be developed in compliance
with the CSMS, then the vehicle manufacturer shall demonstrate that cyber security was adequately
considered during the development phase of the vehicle type concerned.”

Amend paragraph 7.3.4. to read:

“7.34.

The vehicle manufacturer shall protect the vehicle type against risks identified in the vehicle
‘manufacturer's risk assessment. Proportionate mitigations shall be implemented to protect the vehicle
type. The mitigations implemented shall include all mitigations referred to in Annex 5, Part B and C
which are relevant for the risks identified. However, if a mitigation referred to in Annex 5, Part B or
C, is not relevant or not sufficient for the risk identified, the vehicle manufacturer shall ensure that
another appropriate mitigation s implemented.

In particular, for type approvals prier-to first issued before 1 July 2024 and for extensions thereof,
the vehicle manufacturer shall ensure that another appropriate mitigation is implemented if a
mitigation measure referred to in Annex 5, Part B or C is technically not feasible. The respective
assessment of the technical feasibility shall be provided by the manufacturer to the approval
authority.
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Requirement 7.3.1.
The manufacturer shal have a valid Certficate of Compliance for the Cyber Security
Management System relevant o the vehicle type being approved.

However, for type approvals prior to 1 July 2024, if the vehicle manufacturer can
demonstrate that the vehicle type could not be developed in compliance with the CSMS,
then the vehicle manufacturer shall demonstrate that cyber securfty was adequately
considered during the development phase of the vehidie type concerned
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