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Minutes of the twenty second session of the UN Task Force on Cyber Security and OTA issues 
16th to 18th June 2021, 13:00-15:00 (CEST) 
by video conference

I. Introductions
The chair introduced the meeting.  

II. Adoption of the Agenda
The ad hoc group of the Task Force may wish to adopt the provisional agenda.
Documentation:	TFCS-22-01 (Chair) Agenda
The agenda was adopted

III. Adoption of minutes and report from previous meetings
The Task Force will be asked to adopt the minutes from the previous meeting. 
Documentation:		TFCS-22-02 (Chair) Minutes of TFCS 21

The minutes were accepted with a small amendment requested by CEMA with regarding item VI, number 2, to state they were also concerned about the scope of R156. 
The updated minutes were accepted and recorded as TFCS 22-02rev1.
The chair noted that a workshop on the implementation on UN Regulation No. 155, as discussed during the last GRVA session, will be organized on 8 July 2021. A concept note is posted on the workshop website.
All actions were marked as complete.
IV. [bookmark: _Hlk24373585]Development of draft list of Technical Requirements
The task force will be asked to consider the Framework document ECE/TRANS/WP.29/2019/34[footnoteRef:1] and develop a draft set of Technical Requirements for Contracting Parties to the 1998 Agreement.  [1:  https://www.unece.org/fileadmin/DAM/trans/doc/2020/wp29/ECE-TRANS-WP29-2019-34-Rev2e.pdf] 

Documentation: 	
TFCS-21-07 (Chair) Updated proposed technical requirements for CS and SU 
TFCS-22-03 (Blackberry) Proposed pre-amble to the technical requirements
The task force reviewed TFCS 22-03. At the end of day 1 the outcome was recorded as TFCS 22-03rev1. A subsequent update, with proposed preamble for the RxSWIN concept, was presented as TFCS 22-08. This was subsequently used on day 2 and day 3. Changes were recorded as TFCS 22-08rev1.
A final clean version of the technical requirements was recorded as TFCS 22-08rev2. 
During discussion it was noted that:
· [bookmark: _Hlk54607440]In the US legislation and regulation have different meanings and use. Reference to “national regulation” was removed to avoid confusion as to the nature of the regulation and whether it operates at a regional, national or other level. It was agreed to refer to “legislation or regulation” in the text and understood that either or both could operate at any appropriate level.
· The text in the preamble on vehicle phases was amended. The original proposal was not taken forward as it was considered to add too much detail which could confuse the reader.
· The proposed change to 1.1.1 was not accepted as it was considered too detailed and it was preferred to keep the wording at a level consistent with the descriptions of the other phases.
· The proposal to use "dedicated identifier" instead of “unique identifier” was accepted as the term “unique identifier” is used elsewhere in UNECE text.
· The proposed amendment to part f) was accepted without comment
· The proposed amendment to 1.2.2 part c) was accepted without comment
· The proposed amendment to 2.2.x (2) was accepted without comment. The numbering of 2.2 was updated
· The proposed amendment to 2.2.3 was accepted without comment
· The chairs proposed description of the RXSWIN concept in the preamble was accepted
· It was agreed to add parenthetical references to the articles in the guidance to make the link to R155 and R156 clearer as this was considered to be useful for when reading and understanding the document.
Dependent on GRVA and WP29 accepting the proposal, the task force concluded that work on this item was complete
V. Next Steps
The group will be asked to confirm next steps. This will include what to report to GRVA and the need for any future meetings. 
The secretariat will confirm that TFCS 22-08rev2 conforms to the UNECE formatting requirements and then submit it to the next GRVA
The chairs will prepare a report for GRVA
No further meetings are foreseen as the task force has concluded all its work items. If GRVA asks the task force to reconvene then the secretariat will inform the task force and arrange a further meeting.
VI. Any Other Business
1. Further consideration of the scope of R156 with regards category R, S and T vehicles. CEMA has requested the task force provide an opinion on their proposal.
Documentation: 
TFCS 21-05 (CEMA) SUMS-CYBERSECURITY position
TFCS 22-06 (CEMA) presentation on SUMS and ag vehicles

A representative from CEMA presented TFCS 22-06. In the presentation the representative presented a case from CEMA that agricultural vehicles should not be within the scope of R156 and asked for the task force opinion on this and on specific questions. They concluded that agricultural machines are different to automotive vehicles. They have their own requirements and need an industry specific treatment for SUMS and also for cyber security. As SUMS and CS are linked, they requested exclusion of both till there is more insight and experience.
Following the presentation the chair confirmed with CEMA that agricultural vehicles are being increasingly automated, mostly for off-road applications, the industry is used over the air technologies, and the industry is taking action with regards cyber security (as they may be vulnerable to cyber-attacks). 
The chair of the task force confirmed that one of the drivers for R156 was to manage over-the-air updates, especially in relation to updates to regulated systems (such as type approved systems), and develop a harmonized approach to this. The chair noted that a driver behind R155 was to ensure a harmonized approach is taken to cyber security that ensures vehicles are appropriately protected. The task force noted that category R, S and T vehicles are not in scope of R155
A representative from the UK noted that whilst agricultural vehicles may have lower risks they still pose risks to the general public. When posing the questions: are these vehicles on public roads? Can they be hacked? Do they have over the air capability? The answer to all of them is yes. Being different is not a great reason not to be included. They did appreciate such vehicles have more complex architectures but that is not an excuse altogether. The representative concluded that their exclusion from R155 should therefore be viewed as temporary.
For software, and R156, the representative from the UK confirmed that regulated systems do cover agricultural vehicle, e.g. R96, and software is used within these regulated systems. R156 allows inspection and is key for compliance, especially when over the air updates are used. As industry should be performing the steps defined in R156 as a matter of course, they are not seen as honorous. The representative from the UK concluded that if further consideration of whether categories R, S and T should be excluded the representative would like CEMA to state which specific provisions of R156 cannot be complied with and why. 
The representative from the UK noted that whilst R, S and T category vehicles are within the scope of R156, it still requires national bodies to implement to be applicable. They also stated that they would expect global harmonisation to be preferable for industry to a situation where national bodies decide to regulate at that level, creating in a fragmented approach across markets. A representative from the NL agreed with this view.
The representative from Germany questioned why agricultural vehicles were not in R155 and would like a timeline for adding them to R155. He agreed with the UK comments and position.
A representative from ITU reported on developments of agricultural vehicles in the fields of OTA and automation and concluded they are happening now and something that will grow in the future. These vehicles should be agenda for R155 and kept for R156
The representative from CEMA concluded that their industry does include many small companies that are not set up to comply with R156 (or R155) and that the industry is fragmented with different standards and proprietary protocols. They proposed that the industry body, AEF, will drive harmonization.
The chair concluded that the task force did not appear to support removing category R, S and T vehicles from R156 and instead recommended their consideration for R155.

2. Extensions of R155 type approvals after 1 July 2024 following GRVA discussions. 
Documentation: 
TFCS 20-11
GRVA-10-12 
GRVA-10-41
				TFCS-22-04 (NL) Interpretation_Legacy Engineering_Extention
TFCS 22-05 (JPN) Additional explanation regarding extension to interpretation doc_rev7
TFCS 22-07 (OICA) UNR155 extensions V0

Presentations were provided by OICA, JPN and NL on the proposed extensions to R155 to 7.3.1 and 7.3.4.
Contracting parties expressed some concerns about whether the OICA proposed wording has any unintended consequences or whether it will materially address the issue of being able to provide updates to vehicles that are provided an exemption under 7.3.1 or 7.3.4. They accepted the need for updates for such vehicles to be possible.
The task force agreed to consider the interpretation document and if an agreed form of wording could be proposed to address both industry and contracting parties’ desires and concerns. 
A set of changes to the interpretation document, recorded as TFCS 22-07rev3, was agreed to by the task force. Changes to the proposed amendments to the regulatory text were also agreed.
It was agreed to submit TFCS 22-07rev3 to the next GRVA to aid discussions there. It was noted that the position of any member of the task force in relation to the document may change upon further reflection and if so, they were invited to submit alternatives to the next GRVA.
It was noted that the assessment of any update should focus on how the CSMS is implemented and any deviations from that for vehicle types approved under the exemptions to 7.3.1 and 7.3.4. The assessment should consider if these can be justified. It was also recommended that the methods and criteria used in an assessment should be shared in accordance with the procedures in chapter 5. This should help a harmonised approach across technical services and approval authorities.
VII. List of actions 
Action 22-01 (Chairs) – submit a version of TFCS 22-08rev2 to GRVA that complies with UNECE formatting guides (complete)
Action 22-02 (chairs) – submit a version of TFCS 22-07rev3 to GRVA that complies with UNECE formatting guides and edit the preamble to show that it is submitted by the task force (complete)

