Recommendation 
of the Task Force on Cyber Security and Over-the-air issues 
of UNECE WP.29 IWG ITS/AD 
on Cyber Security 
I. Introduction

II. Definitions

III. Reference Model
· incl. ref. to vehicle lifecycle
· exclusion from reference model

IV. Threat Analysis
· Introduction (attack vectors, …)
· Identification of possible attacks (=> Column B) include Column C as well?
 
V. Cyber security principles
Review and identification of cyber security principles (ITS/AD and UK DfT principles

VI. Mitigations for cyber security 
(How they were derived, etc. ext. CIA approach, … references, … )
· List of mitigations (format to be decided)
=> based on TFCS-07-04 Part 1 

VII. Conclusion and Recommendation for further proceedings
· to ITS/AD
· on General approach (Guideline vs. Regulation, etc.) 
[bookmark: _GoBack]Annex 1: List of threats and corresponding principles and mitigations
Annex 2: List of reference documents
Annex 3: List of mitigations incl. examples (based on Part 2 of TFCS-07-04, further description might be necessary
