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I. Adoption of the Agenda
The Task Force may wish to adopt the provisional agenda.
Documentation:		TFCS-06-01-Rev2 (Chair) Agenda
The agenda was adopted without changes.
II. Adoption of minutes and report from second session
The chair will report the outcomes of the second session. The Task Force will be asked to adopt the minutes from the previous two meetings
Documentation:		TFCS-06-02 (Sec) Minutes of TFCS-05			
TFCS-05-19 (Sec) Outcome of TFCS-05	

The minutes of the 5th session were adopted without changes. (In document TFCS-06-02e the word “draft” was deleted in the headline, since the minutes were adopted.) 
III. Review of actions items
The Task Force will review actions from previous meetings
Documentation:		TFCS-06-02 Minutes of 5th Session	

The action items identified in the previous session TF-CS/OTA had been reviewed. They are addressed in the agenda items below. Written contributions were made by Japan, the Netherlands, Germany, UK, ITU and OICA/CLEPA. 
IV. Development of requirements for software updates
The group will be asked to consider and develop requirements, additional to those already present in UNECE regulations/guidance, required for software updates 

Documentation:		TFCS-06-02 (Sec) Minutes of 5th Session														TFCS-06-03 (Germany) Type approval aspects on software updates					TFCS-06-04 (OICA-CLEPA) Software configuration control							TFCS-06-08 (JPN) Software update issue (TF's work area)								TFCS-06-09 (JPN) Procedure concerning update by wireless technology			(TFCS-05-11 (FIA) Draft Definitions on Data Privacy and Authorisation)

Japan presented document TFCS-06-08, clarifying their position on the work scope regarding software updates, especially on post registration issues (see table below). 
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The representative from the Netherlands stated that he would be in favour of harmonizing type approval measures for post registration updates. This view was supported by CITA and OICA.  Furthermore, OICA pointed out that there is of course a difference between the registration process, which is clearly a national issue, and the approval and handling process, which should in their view be harmonized. It was concluded, that while post-registration updates are dealt with nationally, the group agreed to exchange further on such national processes to support them.

Germany presented TFCS-06-03, giving an overview on the approval process and registration issues, incl. an interim process for software updates in Germany. The presentation included concepts of establishing a “Replacement Software Regulation” or annexes to existing Regulations for software updates. Furthermore, electronic registration documents had been identified as a prerequisite for the software update process, especially if it touches post registration issues. The need to identify the correct software versions at Periodical Technical Inspections (PTI) is also seen necessary.   

OICA/CLEPA presented document TFCS-06-04, dealing with software configuration control via the use of a software type approval number (Software TAN or S/W TAN). The concept was discussed in detail. 
The following points were made:
· The S/W TAN has to be protected against manipulation 
· The pro’s and con’s of a Whole Vehicle S/W TAN versus the use of a series of S/W TANs (one for each type approved system) was discussed. It was stated that the management of the latter may be easier. For either approach there will be the need to identify and assess what the impact of updating the firmware or software of an ECU will have on type approved systems.
· It was noted that for configuration control an electronic Certificate of Conformity/Declaration of Conformance (CoC/DoC) will be needed in the long run, interim processes may be applied.
· For ensuring a workable approach developments in the IWVTA group shall be closely observed 
· Consideration to how such a process could be applied to a self-certification process was discussed but no clear conclusions drawn.

During the overall conversation on software updates following points were made:
· There is a need to describe and document the software and hardware on a vehicle
· There is a need to verify that information regarding the software is protected against adulteration
· There may need to be procedures to ensure that updates affecting type approved systems are approved by a technical service before they are deployed
· How information on updates is shared may need further elaboration
· There may be a need to review current legislation and its impact on any process suggested
· There may be a need to specify additional requirements for how to safely carry out software updates (for example ensuring the vehicle is stationary and has enough battery life)

Further consideration will be given to:
1) Software Type Approval Number (S/W TAN):
· Confirm that this approach would work for configuration control and its limitations
· Review whether a “Whole Vehicle S/W TAN“ or a “System-based S/W TAN“ might be better

2) Administrative process to realize S/W TAN concept:
· Information requirements to support the process
· Technical requirements to support the process
· Dependencies (for example an electronic CoC/DoC or the ability of vehicle to verify the configurations of its component parts)
· Review approach for linking S/W versions, ECU‘s involved, etc. with S/W TAN
· Clarify roles and responsibilities in the process, e.g. involvement of Technical Service, etc.
· Role of customer involvement

3) Safety aspects of software updates:
· Develop principles/recommendations for safe execution of software updates

4) Consider the impact of different reasons for updates on the requirements/approval process

The chair summarized the progress to date on software updates. This is provided as document TFCS-06-17 (Chair) Software update progress overview. Participants where ask to confirm if this is accurate and what it may be missing or need adapting. 

An ad hoc S/W TAN meeting will be held in Hamburg on 02 August 2017. Interest parties should contact the secretary( jschenkenberger@hyundai-europe.com ) if they wish to attend.
The group will then consider the outcome in the TFCS-07 meeting and look to develop a working paper at that meeting (or the next if more work is needed).
V. Presentation of DHS’s UPTANE Secure-over-the-Air (SOTA) project 
Sam Weber from New York University presented a project funded by the US Department of Homeland Security on how to perform software updates securely, including suppliers and OEMS, within the automotive industry. 
The approach used is to separate duties so as to make it harder to hack the update process.  The presentation is available as TFCS-06-15-Rev1 (USA) UPTANE overview. Representatives are encouraged to look at the slides and contact Dr. Weber, preferable via the website of the UPTANE project, if they have further questions.  
VI. Finalisation of cyber security threats 
The group will be asked to finalise the table on cyber security threats, or look to what actions are needed to finalise it.
An updated table of threats, including definitions and explanations, is available. It was posted as: TFCS-05-05-Rev2 (Chair) Table on CS threats - with explanations and draft definitions. The group was asked to confirm that the list of definitions was complete.
VII. Cyber security mitigations 
The group will be asked to develop the list of mitigations identified and how they could be implemented. 
Documentation:	TFCS-06-05-Rev1 (UK) Table on CS threats with cyber principles
TFCS-06-06 (JPN) Table on CS threats - connecting to existing principles
TFCS-06-07 (JPN) Proposal for next actions based on Threats Table Approach	
TFCS-06-10 (OICA-CLEPA) Table on CS threats - ext CIA approach + mitigations
	TFCS-06-11 (OICA-CLEPA) Mitigation principles		
TFCS-06-12 (UK) UNECE cyber principles and the threats			
TFCS-06-13 (JPN) Table on CS threats - ext CIA approach incl. mitigations from OICA, UK DfT principles and ITS-AD Guideline principles

OICA/CLEPA mentioned, that ISO 19790 “Information Technology – Security Techniques: Security requirements for cryptographic modules” should be added to the reference list for threat mitigations, which was agreed by the group.

OICA/CLEPA, UK and JPN provided initial presentations on their work on cyber security mitigations. OICA/CLEPA presented their “extended CIA approach”, identifying 18 mitigations to address the threats (see document TFCS-06-11 (OICA-CLEPA) Mitigation principles). ITU then reviewed the OICA presentation and facilitated discussion on the mitigations listed. The ITU presentation is available as TFCS-06-18 (ITU) Comments on 18 mitigations proposed by OICA. 
OICA clarified some of the terminology they used. “Freshness value” refers to a mechanism to ensure there has been no tampering and the data/message is recent and applicable. This may be achieved by a number of methods, such as inserting a unique value or timestamping. The “certification policy” for V2X communication was not defined; this was noted as an action to confirm its definition. 
It was noted that there may be differences in how the implementation of these mitigation will be checked, depending on the technical authorities approach. Some may use a self-certification approach and others external verification. Both should be considered when the final paper is written. 
It was noted that for the OICA mitigations a policy paper providing more information on how, why and where the mitigation is applied would be beneficial.

The ITU led discussion on the OICA proposed mitigations provided the following observations:
Mitigation 1) Access to files and data shall be authorized
· The ITU proposal was that “An access control policy should be established, documented and reviewed based on business and information security requirements”. This links to ISO/IEC 27002
· It was noted that both would be needed – controlled access to files and an access control policy stating how this will be achieved. 
· It was noted that “authorization” would need to be defined in such a policy document
· The policy would also need to describe what data and files there is present, who may have access, how access will be controlled and authenticated.
· It was noted that this has a link to DfT sub-principle 5.3
· A further enhancement of this mitigation could be to require data minimization

Mitigation 2) Best practices for backend systems shall be followed (e.g. OWASP, ISO 27000 group)
· The ITU proposal was that “Security Controls shall be applied to back-end systems. Security Controls can be found in OWASP and ISO/IEC 27000 series”
· The definition of “best practice” was debated as to whether this was sufficient and may need to be defined more.
· The definition of “security controls” was also debated, as this term is also broad in scope.
· It was noted that this has a link to DfT sub-principle 5.4

Mitigation 3) Confidential data shall be encrypted
· The ITU proposal was for “a policy on the use of cryptographic controls for protection of information shall be developed and followed”
· As with mitigation 1) it was noted that both approaches would be needed – encryption of data and a policy document stating what data is protected, why and how.
· It was noted that what is termed as “data” would need to be defined
· It was noted that other types of data may need to be encrypted.
· It was noted that this has a link to DfT sub-principle 7.1

Mitigation 4) Cybersecurity best practices for software and hardware development shall be followed
· ITU noted that software and hardware development should be based upon “security by design” 
· ITU strongly recommended to conduct “vulnerability check” before and during the design stage and also after the development in a continuous manner
· It was noted the term “best practice” could be clarified by listing documents that could be considered best practice
· It was noted that this has a link to DfT sub-principles 2.4 and 7.1
· It was noted that this has a link to SAE J3061

Mitigation 5) Cybersecurity best practices shall be followed for storing private keys
· It was noted the term “best practice” could be clarified by listing documents that could be considered best practice
· It was noted that for cryptographic keys the generation, storage and updating of them is also important. 
· It was agreed the mitigation should be changed to “Cybersecurity best practices shall be followed for private key management (including generation, storage and updating)
· It was noted that this mitigation links to mitigation 3, in that a cryptographic policy would be needed for both. However key management was considered important enough, in terms of the threat table, to keep separate.

Mitigation 6) Data protection best practices shall be followed for storing private and sensitive data.
· It was noted the term “best practice” could be clarified by listing documents that could be considered best practice
· ITU noted there are several International Standards developed by ISO/SC27/WG5
· It was noted that data protection could include data minimisation, protection and handling
· It was noted that this has a link to DfT sub-principle 8.2

Mitigation 7) Data shall be (end-to-end) authenticated and integrity protected
· It was noted that this mitigation refers to the content of messages being received by the vehicle
· It was noted that this has a link to DfT sub-principle 5.3 and 8.4
· It was noted that this mitigation has a link to mitigation 9

Mitigation 8) Internal messages shall contain a freshness value
· It was noted that this is a mitigation against replay attacks 
· “freshness value” refers to a mechanism to ensure there has been no tampering and the data/message is recent and applicable. This may be achieved by a number of methods, such as inserting a unique value or timestamping.

Mitigation 9) Internal/Diagnostic messages shall be authenticated and integrity protected
· It was noted that this is similar to mitigation 7, but it is specific to an item on the list of threats (related to the on board diagnostics port), so it was felt sensible to keep it separate
· It was noted that for third party devices authentication of the messages may be difficult.

Mitigation 10) Measures to detect intrusion are recommended
· It was noted that abnormal behaviour should also be detected as this provides additional protection to systems.
· It was recommended to change the title of the mitigation to “Measures to detect intrusion and abnormal behaviour are recommended”

Mitigation 11) Measures to detect unauthorized privileged access are recommended
· It was noted that this should also be extended to include spoofing and abnormal messages

Mitigation 12) Measures to ensure the availability of data are recommended
· It was noted that this is in relation to denial of service and jamming attacks
· This mitigation is most pertinent for systems reliant on a specific source/stream of data
· It was noted that this is linked to mitigation 2

Mitigation 13) Organizations shall ensure the defined security procedures are followed
· It was noted that this mitigation is related to threats identified under “human factors” and that mitigation could include items such as templates for updates or other security practices
· There is a link to “Code of Practices of Information Security” in ISO/IEC 27002
· It was noted that the wording and definition of “organization” may need to be amended.

Mitigation 14) Software and configuration shall be authenticated and integrity protected
· It was noted that there may need to be definitions of “software”, “data” and “message”
· This mitigation is linked to a specific threat
· It was noted that this has a link to DfT sub-principle 6.2

Mitigation 15) The certification policy for V2X communication shall be followed
· It was not clear what certification policy this is referring to. 
· Dependent on OICA clarification, this mitigation may be removed from the list

Mitigation 16) V2X messages shall be Authenticated and Integrity protected
Mitigation 17) V2X messages shall contain a freshness value
Mitigation 18) V2X messages should be checked for plausibility
· It was noted these 3 mitigations are linked to mitigation 9
· It was suggested that they be merged into one mitigation

VIII. Actions and agenda items for the next meeting
The Task Force may wish to consider and agree actions and agenda items for the 7th meeting.
1. Review definitions page of the threats table and confirm that it is complete.
2. Review TFCS-06-17 (Chair) Software update progress overview.pptx and consider what further information or requirements may be needed. 
3. Consider requirements for the use of Type Approval Numbers
4. OICA to confirm what it means by “Certification Policy for V2X” within its list of mitigations.
5. Confirm to the secretariat whether they wish to take part in the ad-hoc meetings on software updates and mitigations.

IX. Date and place of the next sessions
TFCS ad hoc “S/W TAN” 				2 August 2017				Hamburg (confirmed)
TFCS ad hoc “Mitigations” (Web)	TBC								1:00 pm – 3:00 pm CEST
TFCS-07										30-31 August 2017			Netherlands (confirmed)
TFCS-08 										11-12 October 2017		Tokyo (confirmed)
TFCS-09										9-10 November 2017		Geneva or Paris (tbc)
TFCS-10										19-20 December 2017		London (tbc)

Additional web meetings will be scheduled as necessary.
A doodle poll will be undertaken to agree the date of TFCS ad hoc “Mitigations”.
Note (Sec): The poll was sent out on 29June 2017
For the meeting venue of TFCS-09 in November an additional Doodle poll was initiated, since ITU is not able to provide a room due to capacity issues. The poll was sent out on 29 June 2017, options are Geneva @ UN Palais des Nations or Paris @ OICA Office. 

Members are requested to reply to both Doodle polls no later than 13 July 2017.
X. Any Other Business
The Task Force may wish to discuss any other item proposed, if any.
No issues discussed.
After the meeting ITU gave the following information to share with the group: 
The ITU study group on security communications is holding a workshop on ITS communications security on August 28 in Geneva. The workshop announcement is at: https://www.itu.int/en/ITU-T/Workshops-and-Seminars/201708/Pages/default.aspx
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