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Regulation X:Software
	I. Draft software regulation requirements

1. Requirements

1.1.	The manufacturer shall provide a documentation package which gives access to the basic          design of "The System" and the means by which it is linked to other vehicle systems or by which it directly controls output variables.  The function(s) of "The System",  the safety concept and the environmental and security controls, as laid down by the manufacturer, shall be explained.  Documentation shall be brief, yet provide evidence that the design and development has had the benefit of expertise from all the system fields which are involved.  For periodic technical inspections, roadworthiness inspections and other variants of surveillance, the documentation shall describe how the current operational status of "The System" can be checked.

1.2.	Documentation shall be made available in two parts:

(a)	The formal documentation package for the approval, containing the material listed in paragraph 1.1. (with the exception of that of paragraph 3.4.4.) which shall be supplied to the technical service at the time of submission of the type approval application.  This will be taken as the basic reference for the verification process set out in paragraph 4. of this annex.

(b)	Additional material and analysis data of paragraph 3.4.4. which shall be    retained by the manufacturer, but made open for inspection at the time of type approval.

1.3.	Description of the functions of "The System"  A description shall be provided which gives a simple explanation of all the control functions of "The System" and the methods employed to achieve the objectives, including a statement of the mechanism(s) by which control is exercised.

1.4 	A list of all input and sensed variables shall be provided and the working range of these defined. In case there are dependencies between variables and the value of one variable is controlled or influenced by another variable, a description of this dependency shall be made available to the approval authority. The dependency shall be outlined using schematic representations as described in Section 2.

1.5 	A list of all output variables which are controlled by "The System" shall be provided and an indication given, in each case, of whether the control is direct or via another vehicle system.  The range of control exercised on each such variable shall be defined.

1.6 	Limits defining the boundaries of functional operation shall be stated where appropriate to system performance.

2. 	System layout and schematics

2..1. 	Inventory of components

	A list shall be provided, collating all the units of "The System" and mentioning the other vehicle systems which are needed to achieve the control function in question.

An outline schematic showing these units in combination, shall be provided with both the equipment distribution and the interconnections made clear.

2.2.	Functions of the units

	The function of each unit of "The System" shall be outlined and the signals and parameters linking it with other units or with other vehicle systems shall be shown.  This may be provided by a labelled block diagram, UML diagram or other schematic, or by a description aided by such a diagram.

2.3.	Interconnections

	Interconnections within "The System" shall be shown by a circuit diagram for the electric transmission links, by a piping diagram for pneumatic or hydraulic transmission equipment and by a simplified diagrammatic layout for mechanical linkages. For software related changes, corresponding UML diagrams shall be shown by the manufacturer. This can include both structure diagrams (showing the static behavior of the system) and behavior diagrams (showing the dynamic/ operational behavior of the system) for changes made to the systems affecting type approval. The below diagram summarizes the different type of diagrammatic representations that may be required to be shown by the manufacturer to the approval authority:
		
[image: ]

2.4.		Signal flow and priorities

There shall be a clear correspondence between these transmission links and the signals carried between units.

Priorities of signals on multiplexed data paths shall be stated, wherever priority may be an issue affecting performance or safety as far as this Regulation is concerned.

2.5. 	In respect of software employed in "the system", the outline architecture shall be explained and the design methods and tools used shall be identified.  The manufacturer shall be prepared, if required, to show some evidence of the means by which they determined the realization of the system logic, during the design and development process. 

2.5.1.	The approval authority and technical services shall have access to the software, hardware and algorithms of the vehicle, together with documentation or other information allowing an appropriate and relevant level of understanding of the systems, including the systems development process and systems concept, and functions of such software and hardware which enable the vehicle to comply with the requirements of this Regulation. 

2.5.2.	The manufacturer shall be required to show proof of a design and architecture review (by a thrusted third party, if necessary) and document the acceptance criteria to move forward with development of the system. 

2.5.3.	In case the development of the system requires development services/ products from downstream suppliers, the manufacturer shall be required to bind their respective suppliers to the requirement specified in this or associated regulation. The manufacturer shall be required to produce documentation that defines the levels of accountability for the developed system among the associated suppliers and adherence to requirements of this/ or associated regulations.

2.6.		The manufacturer shall provide the technical authorities with an explanation of the design provisions built into "the system" so as to generate safe operation under fault conditions.  Possible design provisions for failure in "the system" are for example:
	(a)	Fall-back to operation using a partial system( Fail mode/ Safe mode).
	(b)	Change-over to a separate back-up system.
	(c)	Removal of the high level function.
	
	In case of a failure, the driver shall be warned for example by warning signal or message display.  When the system is not deactivated by the driver, e.g. by turning the ignition (run) switch to "off", or by switching off that particular function if a special switch is provided for that purpose, the warning shall be present as long as the fault condition persists. 

2.6.1.			If the chosen provision selects a partial performance mode of operation under certain fault conditions, then these conditions shall be stated and the resulting limits of effectiveness defined.

2.6.2.			If the chosen provision selects a second (back-up) means to realize the vehicle control system objective, the principles of the change-over mechanism, the logic and level of redundancy and any built in back-up checking features shall be explained and the resulting limits of back-up effectiveness defined.

2.6..3.	If the chosen provision selects the removal of the Higher Level Function, all the corresponding output control signals associated with this function shall be inhibited, and in such a manner as to limit the transition disturbance

2.7.	The documentation shall be supported, by an analysis which shows, in overall terms, how the system will behave on the occurrence of any one of those specified faults which will have a bearing on vehicle control performance,  safety .
	
	This may be based on a Failure Mode and Effect Analysis (FMEA), a Fault Tree Analysis (FTA), Systems theoretic process analysis(STPA),  Hazard Analysis and Risk Assessment (HARA), Threat Analysis and Risk Assessment (TARA) or any similar process appropriate to system safety considerations.

	The chosen analytical approach(es) shall be established and maintained by the manufacturer and shall be made open for inspection by the technical service at the time of the type approval. 

2.7.1.		This documentation shall itemize the parameters being monitored and shall set out, for each fault condition of the type defined in paragraph 2.7. above, the warning signal to be given to the driver and/or to service/technical inspection personnel. 

2.8.	The functional operation of "the system", as laid out in the documents required in paragraph 1, shall be tested as follows:

2.8.1.	As the means of establishing the normal operational levels, verification of the performance of the vehicle system under non-fault conditions shall be conducted against the manufacturer's basic benchmark specification unless this is subject to a specified performance test as part of the approval procedure of this or another Regulation. Parameter ranges affecting the performance of the software needs to be documented and verified by the approval authority/ technical service. This should also include identification of parameter ranges for safe and secure operational conditions as referenced from this/ existing regulation. 

2.8.2.	The reaction of "the system" shall, at the discretion of the type approval authority, be checked under the influence of a failure in any individual unit by applying corresponding output signals to electrical units or mechanical elements in order to simulate the effects of internal faults within the unit. Software faults/ failures also needs to be verified by verifying the operation of the system beyond the parameter ranges as identified in 2.8.1). The manufacturer will be required to show the evidence that the normal operation of the system does not provide access to the out of bound parameter ranges that can result in a failure or hazard.

	The verification results shall correspond with the documented summary of the failure analysis, hazard analysis and threat analysis, to a level of overall effect such that the safety concept and execution are confirmed as being adequate.
	
	The manufacturer shall be allowed to make manipulations/ changes to the system during type approval testing process without introducing any change to the functioning of the system. This shall be declared by the manufacturer to [the satisfactory level of] the technical service during the type approval tests.

	
2.9.	Performance altering strategies

2.9.1.	The manufacturer shall ensure that the design of the vehicles, systems, components or separate technical units does not incorporate strategies or other means that unnecessarily alter the performance exhibited during applicable test procedures when those vehicles, systems, components or separate technical units are operated under conditions that might reasonably be expected to be encountered in normal operation and use.

2.9.2.	The manufacturer shall disclose any engine management strategies which might be deployed, either through hardware or software means. The manufacturer shall disclose all relevant information regarding such management strategies, including the software used, parameters of any such strategies and the technical justification as to why they are necessary.

2.10.	An “RX Software Identification Number” (RXSWIN) is a dedicated identifier with [11] alphanumerical characters, defined by the vehicle manufacturer, representing a block of type approval relevant software of the Electronic Control System contributing to the Regulation N° X type approval relevant characteristics of the vehicle.

[In case the type approval relevant software is modified by the vehicle manufacturer, the RXSWIN will be updated leading to a type approval extension. Modifications of software are type approval relevant if they lead to a modification of the vehicle type according to this regulation or if functionalities are extended regarding the communication information in Annex 1.]
See *) for information.


2.10.1	“Electronic Control System” means a combination of units, designed to co-operate in the production of the stated vehicle control function by electronic data processing. Such systems, often controlled by software, are built from discrete functional components such as sensors, electronic control units and actuators and connected by transmission links. They may include mechanical, electro-pneumatic or electro-hydraulic elements. “The System”, referred to herein, is the one for which type approval is being sought.

2.10.2	The manufacturer should ensure that the RXSWIN should remain unique for each software development/change (including update) that will be rolled out. 

2.10.3.		Software development/changes needs to be considered as system enhancements a	and needs to be classified based on their impact as:
· Type A – Direct effect on Type Approval (E.g. Changes to components directly present in type approval systems like braking/ steering)
· Type B - Indirect/ Cascading effect on Type Approval ( E.g. Changes to sensors/ components which may affect the behavior of components covered under Type Approval)

2.10.4	The manufacturer should maintain a software development/change repository/database, listing each VIN number of their vehicle the corresponding RXSWIN details. If a vehicle has undergone multiple software updates that affects type approval, then each RXSWIN should have a traceability to the VIN number of impacted vehicle (many to one relationship). In addition to the VIN number, the repository should have the following details:
· Make and model of the vehicle
· Status of Update (STATUS_UPDATE) :
· Complete(C) – When a new software update is developed and tested by manufacturer and is presented to the approval authorities for approval.
· Approved(A) - When the software update is verified and tested (If necessary) by the approval authorities and the approval is provided
· Declined (D) -  When the software update is verified and tested (If necessary) by the approval authorities and the approval is provided
· Installed(I) - When the software update is rolled out to the manufactures fleet of vehicles and is successfully installed in the vehicle. 
· Software impact classification(Type A/ B)
· Software Type (New- N, Update- U, Recall- R, Bug fix-B)
· Affected type approval numbers 
· Parameters affecting type approval (Hardware and software)
· Components affecting type approval
· Affected ECU list
· Software version
· Update timestamp information
Manufacturers should be able to provide the above information to the approval authorities at the time of approval. Approval authorities to maintain a corresponding database of software enhancements and handover the same to registration authorities. Once the changes have been rolled out to individual vehicles (manufacturer updates STATUS_UPDATE to I), registration authorities can register the same for each individual VINs.   
2.10.5	For software type New(N) and update(U), the manufacturer shall be required to provide additional information regarding the update . The required information will be decided on a need to know basis by the approval authority/ technical service and this can include access to design documents, requirements specification documents, test results from a trusted third party etc.

2.10.6	The manufacturer shall ensure that the RXSWIN and the data elements specified in 2.10.4 should be stored in the vehicle in an environment with efficient access control mechanisms.. Modifications/ access to these data/ parameters should be logged. Log information to be stored securely in the vehicle and the manufacturer shall ensure that this information can be read securely by the verification authorities.

2.10.7	The manufacturer shall ensure that the information items specified in 2.10.4 is available for inspection during e.g. the following situations:
· Periodical Technical Inspection
· Roadside Inspection
· (market) surveillance
· Accident investigation.
The manufacturer should ensure that the above information can be read from the vehicle electronically and the corresponding verification authorities should be informed of the means to obtain the same. 

2.10.8	“Software” is the part of an Electronic Control System that consists of digital data and instructions.

2.10.9 	It shall be possible to read the RXSWIN via the use of an electronic communication interface. [This shall be verified by the technical service at the time of type approval.]

2.10.11	At the time of Type Approval, the means implemented to protect against unauthorized modification of the RXSWIN chosen by the manufacturer shall be confidentially outlined.

2.10.12.	The manufacturer shall provide the following information in the communication according to Annex 1:
· the RXSWIN
· how to read the RXSWIN

2.10.13.		The manufacturer may provide in the communication:
- the list of the relevant parameters that will allow the identification of those vehicles that can be retrofitted with the software represented by the RXSWIN.

2.11	The manufacturer shall also be responsible for ensuring the validity of the  safety/security concept even after the end of the type approval process. Any deviations or system changes( direct/ cascading) that affects the requirement specified in this regulation/ related regulations needs to be properly declared by the manufacturer to the approval authority,

*): For information, the definition of extensions in the current guidelines WP.29/1044/Rev.1:
B. Extension
41. The modification shall be designated as an "extension" if, in addition to the change of the data recorded in the information documents:
(a) Further inspections or tests are required, or
(b) Any information on the communication document (with the exception of its attachments) has changed, or
(c) Approval to a later series of amendments is requested after its entry into force.


Annex 1

COMMUNICATION

(Maximum format: A4 (210 x 297 mm))

issued by :		Name of administration:
......................................
......................................
......................................
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concerning: 2/	APPROVAL GRANTED
APPROVAL EXTENDED
APPROVAL REFUSED
APPROVAL WITHDRAWN
PRODUCTION DEFINITELY DISCONTINUED

of a vehicle type with regard to xxx equipment pursuant to Regulation No. X

Approval No. ………..		Extension No. 		

1. Trade name or mark of vehicle 	 

2.	Vehicle type 	

3.	Manufacturer’s name and address 	

4.	If applicable, name and address of manufacturer’s 	 representative 	

5.	Brief description of the steering equipment 	

5.1.	Type of steering equipment 	

5.2.	Steering control 	

5.3.	Steering transmission 	

5.4.	Steered wheels 	

5.5.	Energy source 	

6.	Results of tests, vehicle characteristics 	

6.1.	Steering effort required to achieve a turning circle of 12 m radius with an intact system and 20 m radius with a system in the failed condition 	

6.1.1.	Under normal conditions 	

6.1.2.	After failure of special equipment 	

6.2.	Other tests required by this Regulation	  pass/fail 2/

6.3.	Adequate documentation in accordance with Annex 6 was supplied in respect of the following parts of the steering system: 	

6.4	RXSWIN ([11] alphanumerical characters): 	

6.4.1	Information how to read the RXSWIN: 	

6.4.2	If applicable, list the relevant parameters that will allow the identification of those vehicles that can be retrofitted with the software represented by the RXSWIN under point 6.4 including:
· Make and model of the vehicle
· Status of Update 
· Update classification
· Update Type
· Affected type approval numbers 
· Parameters affecting type approval (Hardware and software)
· Affected ECU list
· Software version
· Update timestamp information
· Components affecting type approval
	
7.	Vehicle submitted for approval on	

8.	Technical service responsible for conducting approval tests	

9.	Date of report issued by that service	

10.	Number of report issued by that service	

11.	Approval granted/extended/refused/withdrawn 2/ 

12.	Position of approval mark on vehicle	

13.	Place	

14.	Date	

15.	Signature	

16.	Annexed to this communication is a list of documents in the approval file deposited at the administration services having delivered the approval and which can be obtained upon request.

_______________

1/	Distinguishing number of the country which has granted/extended/refused/withdrawn approval (see approval provisions in the Regulation).
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