Summary of mitigations identified in the threats matrix table
The following lists the mitigations identified. It lists all of the statement controls and the example controls that are given in the table. It also cross-references which threat examples the controls are relevant to. The example controls listed below include all examples listed under the same heading for all the threat examples referenced.

The headings provided in red are those that have not yet been reviewed by the task force. Similarly those examples in brackets have also not yet been reviewed. The wording in purple has been added in the creation of this table as suggested additional text. The purpose of this added text is to help clarify what it written. Both the headings in red and the text in purple will need to be validated by the task force. 

To enable the mitigations to be considered they are listed in three different manners, these are: 
Part 1 – Summary of the statements for security controls
Part 2 – Headline statements with example controls
Part 3 – List of example controls identified




[bookmark: _Part_1_–]Part 1 – Summary of the statements for security controls
1) Security Controls shall be applied to back-end systems to minimise the risk of insider attack
2) Security Controls shall be applied to back-end systems to minimise unauthorised access
3) Where back-end servers are critical to the provision of services there are recovery measures in case of system outage
4) Security Controls shall be applied to minimise risks associated with cloud computing
5) Security Controls shall be applied to back-end systems to prevent data leakage
6) Systems shall implement security by design to minimise risks
7) Access control techniques and designs shall be applied to protect system data/code
8) Through system design and access control it should not be possible for unauthorised personnel to access personal or system critical data
9) Measures to prevent and detect unauthorized access are employed
10) Messages processed by a receiving vehicle shall be authenticated and integrity protected
11) Cybersecurity best practices shall be followed for storing private keys
12) Confidential data transmitted to or from the vehicle shall be protected
13) Measures to detect and recover from a denial of service attack shall be employed
14) Measures to protect systems against embedded viruses/malware are recommended
15) Measures to detect malicious internal messages are recommended
16) Secure software update procedures are employed
17) Cybersecurity best practices shall be followed for defining and controlling maintenance procedures
18) Cybersecurity best practices shall be followed for defining and controlling user roles and access privileges
19) Organizations shall ensure security procedures are defined and followed
20) Security controls are applied to systems that have remote access
21) Software shall be security assessed, authenticated and integrity protected
22) Security controls are applied to external interfaces
23) Cybersecurity best practices for software and hardware development shall be followed
24) Data protection best practices shall be followed for storing private and sensitive data
25) Systems should be designed to be resilient to attacks and respond appropriately when its defences or sensors fail




[bookmark: _Part_2_–]Part 2 – Headline statements with example controls
1) Security Controls shall be applied to back-end systems to minimise the risk of insider attack
Ref: OWASP and ISO/IEC 27000 series.
Controls may include:
· Role based access controls ("need to know" principle, "separation of duties") and appropriate training for staff
· Staff activity logging/ monitoring mechanisms
· Security information and event management
· Dual control principle
Note: applies to threat examples 1, 5

2) Security Controls shall be applied to back-end systems to minimise unauthorised access
Ref: OWASP and ISO/IEC 27000 series.
Controls may include:
· Securely configuring servers (e.g. system hardening)
· Protections of external internet connections, including authentication/verification of messages received and provision of encrypted communication channels 
· Monitoring of server systems and communications
· Manage the risks and security of cloud servers (if used)
· Security information and event management
Note: applies to threat examples 2, 7

3) Where back-end servers are critical to the provision of services there are recovery measures in case of system outage
Example Security Controls can be found in OWASP and ISO/IEC 27000 series.
Note: applies to threat examples 4, [34]

4) Security Controls shall be applied to minimise risks associated with cloud computing
Ref: OWASP and ISO/IEC 27000 series, NCSC cloud computing guidance.
Controls may include:
· Monitoring of server systems
· Managing the risks and security of cloud servers
· Applying data minimisation techniques to reduce the impact should data be lost
· Security information and event management
Note: applies to threat example 6

5) Security Controls shall be applied to back-end systems to prevent data leakage
Example Security Controls can be found in OWASP and ISO/IEC 27000 series.
Controls may include:
· Appropriate procedures for handling, transferring and disposing of data assets
· Appropriate training for staff, especially those handling data assets
· Applying data minimisation and purpose limitation techniques to reduce the impact should data be lost
Note: applies to threat example 9


6) Systems shall implement security by design to minimise risks
Controls may include:
· Access control to vehicle files and data
· Network segmentation and implementation of trust boundaries
· System monitoring
· Software testing
· Active memory protection
· Software integrity checking techniques
· Hardening of e.g. operating system
Note: applies to threat example 12


7) Access control techniques and designs shall be applied to protect system data/code
Example security controls can be found in OWASP and ISO/IEC 27000 series. Controls may include:
· Application based input validation (in terms of what kind of data/input the affected application is expecting)
· Secure storage of sensitive information. [Policy on the use of cryptographic controls for protection of information are developed and followed. This includes an identification of what data is held and the need to protect it.] [Encrypt sensitive data and ensure keys are appropriately and securely managed]
· Access control and read/write procedures established for vehicle files and data. [Apply least access principle to minimise risk.] [Enforce boundary defences and access control between external interfaces and other vehicle systems]
· [Strict write permissions and authentication measures for updating/ accessing vehicle parameters]
· Network segmentation and implementation of trust boundaries
· Apply software testing and integrity checking techniques
· Active memory protection
· [System monitoring for unexpected messages/behaviour]
· [Apply data minimisation techniques to reduce the impact should data be lost]
· [Apply techniques to prevent fraudulent manipulation of critical system data]
· [Establish secure update procedures, including configuration templates and policies for updates. Ensure configuration control and that it is possible to roll-back updates. Version and timestamp and logging of the update]
Note: applies to threat examples 13, 14, 15, 16, [47, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59]

8) Through system design and access control it should not be possible for unauthorised personnel to access personal or system critical data
Example Security Controls can be found in OWASP and ISO/IEC 27000 series.
Controls may include:
· Hardening systems to minimise and prevent unauthorised physical access
· Enacting proportionate physical protection and monitoring
· Role based access controls [are established and applied]
· Authentication of devices and equipment
· Security information and event management
· Software should be tested  to minimise known bad code and unknown vulnerabilities
· [The use of combinations of gateways, firewalls, intrusion prevention or detection systems mechanisms, and monitoring are employed to defend systems]
Note: applies to threat examples 3, 8, 21
[Note: may apply to threat example 72, however title is slightly different.]

9) Measures to prevent and detect unauthorized access are employed
Controls may include:
· Establishing trust boundaries and access controls
· Avoid flat networks (apply defence in depth and network segregation)
· System monitoring
· Multi factor authentication for applications involving root access
· Apply "least privilege access controls", for example separating admin accounts
Note: applies to threat example 24

10) Messages processed by a receiving vehicle shall be authenticated and integrity protected
Controls may include:
· Message authentication for all messages received
· Encryption for communications containing sensitive data, including software updates
· Techniques to prevent replay attacks, such as timestamping and use of freshness values
· The use of combinations of gateways, firewalls, intrusion prevention or detection mechanisms, and monitoring are employed to defend systems
· Use of techniques for integrity checking, such as hashing, secure protocols and packet filtering
· Session management policies to avoid session hijacking
· Consistency checks using other vehicle sensors (e.g. temperature, radar…)
· Limiting and monitoring message content and protocols
Note: applies to threat examples 10, 12, 17, 18, 19, 27, 28, 29
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11) Cybersecurity best practices shall be followed for storing private keys
Controls may include:
· Actively manage and protect cryptographic keys
· Consider use of Hardware Security Module (HSM), tamper detection, and device authentication techniques to reduce vulnerabilities
Note: applies to threat examples 11, [32, 48]

12) Confidential data transmitted to or from the vehicle shall be protected
Controls may include:
· Encryption for communications containing sensitive data
· Software and systems used to protect confidential information is tested
· Data minimisation techniques applied to communications
Note: applies to threat example 20

13) Measures to detect and recover from a denial of service attack shall be employed
Controls for denial of service protection may include:
· Timestamping messages and setting expiration time for messages
· Employing rate limiting measures based on context
· Check size of received data
· Authentication of data
· Setting acknowledgement messages for V2X messages (currently not standardised)
· Fall-back strategy for no communication
Note: applies to threat examples 22, 23

14) Measures to protect systems against embedded viruses/malware are recommended
Controls may include:
· Establishing trust boundaries and access controls
· Message authentication and integrity checking
· System monitoring
· Avoid flat networks (apply defence in depth and network segregation)
· Input validation for all messages
Note: applies to threat example 25

15) Measures to detect malicious internal messages are recommended
Controls may include:
· Establishing trust boundaries and access controls
· Message authentication and integrity checking
· System monitoring
· Avoid flat networks (apply defence in depth, isolation of components and network segregation)
· Input validation for all messages
Note: applies to threat example 26

16) Secure software update procedures are employed
Controls may include:
· Implement Cryptographic protection and signing of software updates
· Secure communications used for updates
· Ensure the veracity of the update
· Establish secure procedures, including configuration templates and policies
· Ensure configuration control and that it is possible to roll-back updates
· Effective key management and protection for any cryptography used
· Version and timestamp and logging of the update
Note: applies to threat examples 30 [31]

17) Cybersecurity best practices shall be followed for defining and controlling maintenance procedures
Controls may include:
· Implement the use of configuration templates and policies
· Only allow a safe set of instructions to be passed to a vehicle
· Apply message and device authentication techniques
· Implement appropriate data controls
· Appropriate training of maintenance staff
· Device configurations to be verified
Note: applies to threat examples [35, 36]

18) Cybersecurity best practices shall be followed for defining and controlling user roles and access privileges
Controls may include:
· Access controls are established and applied
· Systems are hardened to limit access
· Only allow a safe set of instructions to be passed to a vehicle
· Apply message and device authentication techniques
· Implement appropriate data controls
· The use of combinations of gateways, firewalls, intrusion prevention or detection mechanisms, and monitoring are employed to defend systems
Note: applies to threat example [37]

19) Organizations shall ensure security procedures are defined and followed
Controls may include:
· There is a security programme defining procedures
· Specific cyber awareness and security training needs are identified for roles, especially those in the design and engineering functions, and then implemented
· Establish security development and maintenance process including e.g. review, cross-check and approval gateways
Note: applies to threat example [38]

20) Security controls are applied to systems that have remote access
Controls may include:
· Apply message and device authentication techniques
· System monitoring for unexpected messages/behaviour
· Software and hardware testing to reduce vulnerabilities
· Access control rights established and implemented for remote systems to a vehicle
· Network segregation applied
· Use of techniques for message integrity checking, such as hashing, secure protocols and packet filtering
· Use of techniques for protecting against replay attacks, such as timestamping or use of a freshness value
· Only allow a safe set of instructions to be passed to a vehicle
Note: applies to threat example [39, 40, 41]

21) Software and its configuration shall be security assessed, authenticated and integrity protected
Controls may include:
· Enforce Boundary Defences and Access Control between hosted software (apps) and other vehicle systems
· System monitoring for unexpected messages/behaviour
· Software testing to reduce vulnerabilities
· Procedures established for what applications may be permitted, what they can do and under what conditions
· Encryption of software code
· Sandboxing for protected execution of 3rd party software
Note: applies to threat example [42]

22) Security controls are applied to external interfaces
Controls may include:
· Enforce Boundary Defences and Access Control between external interfaces and other vehicle systems
· System monitoring for unexpected messages/behaviour
· Apply message and device authentication techniques
· Only allow a safe set of instructions to be passed to a vehicle
· Systems are hardened to limit access
Note: applies to threat examples [43, 44, 45]

23) Cybersecurity best practices for software and hardware development shall be followed
Example security controls can be found in ISO 21434, SAE J3061
Controls may include:
· Security risks are assessed and managed appropriately and proportionately, including those specific to the supply chain
· Secure design methodologies, including assurance that network design requirements are met by corresponding implementations
· Organisations plan for how to maintain security over the lifetime of their systems
· Organisations, including suppliers, are able to provide assurance of their security processes and products
· It is possible to ascertain and validate the authenticity and origin of supplies
· Organisations adopt secure coding practices
· There is an active programme in place to identify critical vulnerabilities
Note: applies to threat examples [60, 61, 62, 63, 64, 65, 66, 67]

Note: no provisions identified for threat examples 68-70 and 73-81 as the examples where considered to be out of scope.

24) Data protection best practices shall be followed for storing private and sensitive data
Example security controls can be found in ISO/SC27/WG5.
Controls may include:
· Systems are designed so that end-users can efficiently and appropriately access, delete and manage their personal data
· Define measures to ensure secure deletion of user data in case of a change of ownership
Note: applies to threat example [71]

25) Systems should be designed to be resilient to attacks and respond appropriately when its defences or sensors fail
Example security controls can be found in OWASP and ISO/IEC 27000 series.
Controls may include:
· Redundancy or back-ups designed in, in case of system outage
· Security risks are assessed and managed appropriately and proportionately
· Measures to ensure the availability of data are recommended
· Safety critical systems are designed to fail safe
· Systems to detect and respond to sensor spoofing
Note: applies to threat examples [82, 83, 84, 85, 86]



[bookmark: _Part_3_–]Part 3 – List of example controls identified
The follow are example controls identified. They are grouped into similar themes. The themes are given in italics. These themes have been created by the author as a means of identifying similar controls.

Access control
· Establishing trust boundaries and access controls
· Apply least access principle to minimise risk. 
· Role based access controls ("need to know" principle, "separation of duties")  are established and applied
· Access control and read/write procedures established for vehicle files, systems and data. 
· Access control rights established and implemented for remote systems to a vehicle
· Enforce Boundary Defences and Access Control between external interfaces and other vehicle systems
· Enforce Boundary Defences and Access Control between hosted software (apps) and other vehicle systems
· Dual control principle
· Multi factor authentication for applications involving root access

Cryptographic key management
· Actively manage and protect cryptographic keys
· Effective key management and protection for any cryptography used

Control of data held on vehicles and servers and communicated therefrom 
· Implement appropriate data controls
· Apply data minimisation and purpose limitation techniques to reduce the impact should data be lost
· Data minimisation techniques applied to communications
· Establish a policy on the use of cryptographic controls for protection of information are developed and followed. This includes an identification of what data is held and the need to protect it. 
· Secure storage of sensitive information 
· Encrypt sensitive data and ensure keys are appropriately and securely managed
· Systems are designed so that end-users can efficiently and appropriately access, delete and manage their personal data
· Strict write permissions and authentication measures for updating/ accessing vehicle parameters
· Active memory protection
· Apply techniques to prevent fraudulent manipulation of critical system data
· Consider use of Hardware Security Module (HSM), tamper detection, and device authentication techniques to reduce vulnerabilities

Device and application authentication
· Apply device authentication techniques
· Authentication of devices and equipment
· Device configurations to be verified
· Procedures established for what applications may be permitted, what they can do and under what conditions

Controls for messages
· Message authentication and integrity checking
· Only allow a safe set of instructions to be passed to a vehicle
· Input validation for all messages
· Application based input validation (in terms of what kind of data/input the affected application is expecting)
· Authentication of data
· Check size of received data
· Consistency checks using other vehicle sensors (e.g. temperature, radar…)
· Employing rate limiting measures based on context
· Limiting and monitoring message content and protocols
· Setting acknowledgement messages for V2X messages (currently not standardised)
· Techniques to prevent replay attacks, such as timestamping and use of freshness values
· Timestamping messages and setting expiration time for messages

Software coding
· Organisations adopt secure coding practices
· Apply software testing and integrity checking techniques

End of life considerations
· Appropriate procedures for handling, transferring and disposing of data assets
· Define measures to ensure secure deletion of user data in case of a change of ownership

Training
· Specific cyber awareness and security training needs are identified for roles, especially those in the design and engineering functions, and then implemented
· There is a security programme defining procedures
· Appropriate training for staff, especially those handling data assets
· Appropriate training of maintenance staff
· Establish security development and maintenance process including e.g. review, cross-check and approval gateways

Network design
· Avoid flat networks (apply defence in depth, isolation of components and network segregation)
· Network segmentation and implementation of trust boundaries
· Protections of external internet connections, including authentication/verification of messages received and provision of encrypted communication channels
· Sandboxing for protected execution of 3rd party software
· The use of combinations of gateways, firewalls, intrusion prevention or detection mechanisms, and monitoring are employed to defend systems

Monitoring
· System monitoring for unexpected messages/behaviour
· Enacting proportionate physical protection and monitoring
· Monitoring of server systems and communications
· Systems to detect and respond to sensor spoofing
· Session management policies to avoid session hijacking

Encryption of communication and software
· Encryption for communications containing sensitive data, including software updates
· Encryption of software code

Controls for updates
· Secure communications used for updates
· Implement Cryptographic protection and signing of software updates
· Implement the use of configuration templates and policies
· Ensure configuration control and that it is possible to roll-back updates
· Version and timestamp and logging of updates
· Ensure the veracity of the update
· Establish secure update procedures, including configuration templates and policies for updates. Ensure configuration control and that it is possible to roll-back updates. Version and timestamp and logging of the update

Response procedures
· Security information and event management
· Fall-back strategy for no communication
· Measures to ensure the availability of data are recommended
· Safety critical systems are designed to fail safe
· Redundancy or back-ups designed in, in case of system outage

Testing and system hardening
· Hardening systems to minimise and prevent unauthorised physical access
· Software and hardware testing to reduce vulnerabilities
· Software should be tested  to minimise known bad code and unknown vulnerabilities
· Software integrity checking techniques
· Software and systems used to protect confidential information is tested
· Use of techniques for integrity checking, such as hashing, secure protocols and packet filtering

Supplies
· It is possible to ascertain and validate the authenticity and origin of supplies
· Organisations, including suppliers, are able to provide assurance of their security processes and products

Server controls
· Securely configuring servers (e.g. system hardening)
· Staff activity logging/ monitoring mechanisms
· Managing the risks and security of cloud servers

Organisational and development controls
· Security risks are assessed and managed appropriately and proportionately, including those specific to the supply chain
· Organisations plan for how to maintain security over the lifetime of their systems
· Secure design methodologies, including assurance that network design requirements are met by corresponding implementations
· There is an active programme in place to identify critical vulnerabilities
