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Minutes of the ad-hoc session “Mitigation Paper” of the UN Task Force on Cyber Security and OTA issues
25 September 2017, 09:00-11:00 BST

I. Adoption of the Agenda
The ad hoc group of the Task Force may wish to adopt the provisional agenda.
Documentation:	TFCS-ahM-01 Agenda
Agenda was adopted
II. Review of actions
The group will confirm tasks and begin the task of drafting the text.
Documentation:	TFCS-07-10- Rev1 (Sec) Mitigations Table
							TFCS-07-11 (Sec) Draft paper Recommendation on Cyber Security
a) The group confirmed the team 
· Gerd Preuss (FIA)
· Frank Leimbach (Dektra) – apologies for being unable to attend
· Martin Poulson (Ford)
· Darren Handley (Co-chair)
· Niikuni-san (Co-Chair)
· Jens Schenkenberger (Secretary)
· Koji Nakao (ITU) - apologies for being unable to attend
· Hari Ramakrishnan (NL)
· [bookmark: _GoBack]Kawana-san
b) The group agreed who would lead on the subject headings and also who would act as a reviewer for that heading. The aim being that the principle author drafts a section and their reviewer comments upon it before it is released to the wider audience.
c) References/documents to use where agreed, these are provided below
d) The outline and content of the headings was discussed. 
III. Summary and next steps
	The ad hoc group will assess their progress, agree actions points and any points to raise at the next meeting.
The group agreed next steps, these are:
Drafting aims
- we need to post our output at least one week before the meeting in Tokyo
- Martin, will aim to draft section 3 by next week. For review by Gerd
- Hari, will aim to send his sections for review by 2nd Oct
- Niikuni-san – will aim to expand his document for annex 1; consider chapter 5. He will aim to share his work by the 4th Oct. 
- Darren – will aim to complete his sections, and share within the next 10 days
Next steps
- When drafting of a section is complete, please send stuff round, copy in all members of the drafting team. This will allow any inconsistencies to be spotted. 
- Darren to attempt to collate these and post before the meeting in Tokyo. 




Annex- draft of document, with authors, content and reference documents

I. Introduction/Scope								
(Mr Darren Handley), ?
Contents:
- reference to mandate, by whom
- terms of reference 
- need for security and aim of paper is to address it – aim of group 
- how approach, high level – setting scene of paper 
- scope of paper and history of approach
- what the reader should expect, not regulation but written in style of but could be taken as advise or regulation
- what the paper looks like and why, which bits would be binding and which not.  
- reference to make up of the group and view is by consensus

General Note: Need to consider what a regulation would look like. May need a dedicated annex for regulation…identify which paragraphs/parts would be in and what not. This is a consideration when drafting the whole document. Review at a later stage. 
 (re-visit at the end once sections completed)

References:
- TFCS-04-02e Minutes TFCS-03, parts 6 and 7
- TFCS-08-02 (Sec) Mitigations table – cleaned; 1st sheet?
- terms of reference 

II. Definitions (and abbreviations)
Contents:
Intro to approach
As writing if there is any terms to include – collect as go, to help consistency
Need to identify abbreviations – do it as we go along. Will help consistency.
 
References:
- TFCS-08-03 (Sec) Mitigations table – cleaned; 5th sheet; as needs at the end

III. Reference Model 									
(Mr Martin Poulson), Mr Preuss to review/co-author
· incl. ref. to vehicle lifecycle
-	exclusion from reference model

Contents:
Describe the purpose of the reference model
			Describe what it is, and what it excludes
			General note: Agreed to use pictures where they help

			References:
- TFCS-05-02 (Sec) Minutes of TFCS04, article IV – cyber security
- TFCS-06-02 (Sec) Minutes of TFCS05, article VI – reference model
- TFCS-05-19 (Sec) Outcome of TFCS-05, slides 3-5
- TFCS-06-19 (Sec) Outcome of TFCS-06, slide 6
- TFCS-06-20 (Sec) Status report of TF-CS_OTA for IWG ITS_AD – slide 3
- TFCS-01 - JPN slides (Niikuni-san to confirm)

IV. Threat Analysis										
(Mr Hari Ramakrishnan), Martin to review/co-author
· Introduction (attack vectors, …)
· Identification of possible attacks (=> Column B) include Column C as well?
Contents:	
to cover the approach to how we identified the threats
to describe the threats and category levels and how they link, also annex 1

Note: there is a link to chapter 5 and JPN paper

References:
- TFCS-05-02 (Sec) Minutes of TFCS04, article IV – cyber security
- TFCS-05-05 – cleaned up version of threats
- TFCS-05-19 (Sec) Outcome of TFCS-05, slides 3-5
- TFCS-08-03 (Sec) Mitigations table – cleaned; 2nd sheet; 1st sheet

V. Cyber security principles					
(Niikuni-san), Darren, Gerd to review/co-author
Review and identification of cyber security principles (ITS/AD and UK DfT principles 
Contents:
Introduction: 
Description of what they are and how came to link
Description of how to use them
Link to the annex 1 

References:
- ITS/AD paper
- TFCS-05-11 (FIA) Draft Definitions on Data Privacy and Authorisation, slides 15 onwards
- DFT paper

VI. Mitigations for cyber security			
(Mr Hari Ramakrishnan), Darren to review/co-author
(How they were derived, etc. ext. CIA approach, … references, … )
· List of mitigations (format to be decided)
=> based on TFCS-07-04 Part 1

Contents:
Introduction to how they were derived
	- to include that our approach was agnostic to the solution – so not detailed technical mitigations
List of them, reference at high level

References:
- TFCS-06-02 (Sec) Minutes of TFCS05, article VIII
- TFCS-ahm-06 mitigations consolidated during the webmeeting 
- TFCS-07-04 Part 1 (needs updating)
- TFCS-08-03 (Sec) Mitigations table – cleaned; 1st sheet; 2nd sheet

VII. Conclusion and Recommendation (Mr Darren Handley/Niikuni-san) – with contributions
to ITS/AD
on General approach (Guideline vs. Regulation, etc.) 
Ensure those potential targets of cyber-attacks that are excluded from the reference model are adopted by the appropriate bodies.
Contents:
Conclude what the document is, if work is complete, if we have met the terms of reference.
What next steps may be:
	Parent group
	Other groups
	Parts of the document (e.g. annex 1)
	Potential next steps, for future task forces
	Areas where we are unable to agree

Annex 1: List of threats and corresponding principles and mitigations (JPN)
References:
			- TFCS-08-03 (Sec) Mitigations table – cleaned; 2nd sheet 
- TFCS-ahMP-02 (JPN) – draft recommendations paper

Annex 2: List of reference documents
References:
- TFCS-06-19 (Sec) Outcome of TFCS-06.pptx – slide 2
- TFCS-06-20 (Sec) Status report of TF-CS_OTA for IWG ITS_AD – slide 3
Annex 3: List of mitigations incl. examples
References:
- TFCS-07-04 Part 3 (needs updating)
