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Annex 1
		List of threats and corresponding principles and mitigations
		Preamble
1.	Please see Appendices 1 and 2 and consult the United Nations webpage http://dd.dgacm.org/editorialmanual/.
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x.	Security Measures for “Internal Communication Channels”
(a)	All organizations, including vehicle manufacturers, sub-contractors, suppliers and potential 3rd parties, shall maintain security on “Internal Communication Channels” of vehicles in whole lifecycle respecting the following principles.
(b)	Vehicle Security Principles on “Internal Communication Channels”
The integrity of internal communications between controllers within vehicles should be protected e.g. by authentication. (“4.4.3” of Reference 1.)
Online Services should have a strong mutual authentication of messages and assure secure communication (confidential and integrity protected) between the involved entities. (“4.4.4” of Reference 1.)
The connection and communication of connected vehicles and vehicles between connected vehicles/ between connected vehicles and infrastructures shall not influence on internal devices and systems generating internal information necessary for the control of the vehicle without appropriate measures. (“4.3.2” of Reference 1.)
The connection and communication of connected vehicles shall be designed to avoid fraudulent manipulation to data (incl. software cords) of vehicles as well as fraudulent access of the board information caused by cyber-attacks through wireless/wired connection. (“4.3.2” of Reference 1.)
The storage and transmission of data is secure and can be controlled. (“Principle 7” of Reference 2.)
Data must be sufficiently secure (confidentiality and integrity) when stored and transmitted so that only the intended recipient or system functions are able to receive and / or access it. Incoming communications are treated as unsecure until validated. (“Principle 7.1” of Reference 2.)
The system is designed to be resilient to attacks and respond appropriately when its defenses or sensors fail. (“Principle 8” of Reference 2.)
The system must be able to withstand receiving corrupt, invalid or malicious data or commands via its external and internal interfaces while remaining available for primary use. This includes sensor jamming or spoofing. (“Principle 8.1” of Reference 2.)
Systems are resilient and fail-safe if safety-critical functions are compromised or cease to work. The mechanism is proportionate to the risk. The systems are able to respond appropriately if non-safety critical functions fail. (“Principle 8.2” of Reference 2.)

Reference: 
1.	United Nations Economic Commission for Europe, “4. The guideline's requirements” of Annex 6:”Guideline on cybersecurity and data protection” to “Consolidated Resolution on the Construction of Vehicles (R.E.3) Revision 6”, 2017
http://www.unece.org/fileadmin/DAM/trans/main/wp29/wp29resolutions/ECE-TRANS-WP.29-78r6e.pdf

2.	United Kingdom Department for Transport, “Principles of cyber security for connected and automated vehicles”, 6 August 2017
https://www.gov.uk/government/publications/principles-of-cyber-security-for-connected-and-automated-vehicles

(c)	The organizations shall fulfil these principles to maintain security on “Internal Communication Channels” of vehicles. For actions on the principles, the organizations shall follow the best practices on security measures for vehicles and broader information technologies than vehicles. The organizations can consider the following security controls as a primal level.

Table 1 Mitigation and Possible Security Controls against Considerable Threats
	Considerable Threats on “Internal Communication Channels” of vehicles
	Mitigation
	Possible Security Controls

	Spoofing of messages (e.g. 802.11p V2X during platooning, GPS messages, etc.) by impersonation
	Messages processed by a receiving vehicle shall be Authenticated and Integrity protected.
	· Message authentication for all messages received. 
· Encryption for communications containing sensitive data.
· Techniques to prevent replay attacks, such as timestamping and use of freshness values
· Use of techniques for integrity checking, such as hashing, secure protocols and packet filtering.
· Session management policies to avoid session hijacking
· Consistency checks using other vehicle sensors (e.g. temperature, radar…) 

	Sybil attack (in order to spoof other vehicles as if there are many vehicles on the road)
	Cybersecurity best practices shall be followed for storing private keys
	· Actively manage and protect cryptographic keys
· Consider use of Hardware Security Module (HSM), tamper detection, and device authentication techniques to reduce vulnerabilities

	Code injection, for example tampered software binary might be injected into the communication stream
	Messages processed by a receiving vehicle shall be Authenticated and Integrity protected and. Systems shall implement security by design to  minimize risks
	· Message integrity and authentication checking. 
· Access control to vehicle files and data
· Network segmentation and implementation of trust boundaries.
· System monitoring
· Software testing
· Active memory protection
· Software integrity checking techniques
· Hardening of e.g. operating system

	· Manipulate data/code
· Overwrite data/code
· Erase data/code
· Introduce (write data code)
· 
	Access control techniques and designs shall be applied to protect system data/code  
	· Application based input validation(in terms of what kind of data/input the affected application is expecting)
· secure storage of sensitive information
· Access control and read/write procedures established for vehicle files and data
· Network segmentation and implementation of trust boundaries.
· System monitoring
· Software testing
· Active memory protection 
· Software integrity checking techniques

	Accepting information from an unreliable or untrusted source
	Messages received processed by a receiving vehicle shall be Authenticated and Integrity protected
	· Message authentication for all messages received.
· Encryption for communications containing sensitive data.
· The use of combinations of gateways, firewalls, intrusion prevention or detection mechanisms, and monitoring are employed to defend systems.
· Use of techniques for integrity checking, such as hashing, secure protocols and packet filtering.
· Consistency checks using other vehicle sensors (e.g. temperature, radar…)

	· Man in the middle / session hijacking.
· Replay attack, for example against communication gateway allows attacker to downgrade software of ECU or firmware of gateway
	Messages received processed by a receiving vehicle shall be Authenticated and Integrity protected.
	· Message authentication for all messages received.
· Encryption for communications containing sensitive data, including software updates
· Techniques to prevent replay attacks, such as timestamping and use of freshness values
· Use of techniques for integrity checking, such as hashing, secure protocols and packet filtering.
· Session management policies to avoid session hijacking.
· The use of combinations of gateways, firewalls, intrusion prevention or detection
mechanisms, and monitoring are employed to defend systems..

	Interception of information / interfering radiations / monitoring communications
	Confidential data transmitted to or from the vehicle shall be protected
	· Encryption for communications containing sensitive data. 
· Software and systems used to protect confidential information is tested
· Data minimisation techniques applied to communications

	Gaining unauthorized access to files or data
	Through system design and access control it should not be possible for unauthorized personnel to access personal or system critical data.
	· Security Controls can be found in OWASP and ISO/IEC 27000 series.
· Hardening systems to minimise and prevent unauthorised  access
· Enacting proportionate physical protection and monitoring.  
· Role based access controls for staff. 
· Software should be tested  to minimise known bad code and unknown vulnerabilities.

	· Sending a large number of garbage data to vehicle information system, so that it is unable to provide services in the normal manner
· Black hole attack, in order to disrupt communication between vehicles by blocking of transferring some messages to other vehicle
	Measures to detect and recover from a denial of service attack shall be employed .
	· Timestamping messages and setting expiration time for messages
· Employing rate limiting measures based on context.
· Check size of received data 
· authentication of data.

	An unprivileged user gains privileged access, for example root access
	Measures to prevent unauthorized access are employed.
	· Establishing trust boundaries and access controls
· Avoid flat networks (apply defence in depth and network segregation)
· System monitoring.
· Multi factor authentication for applications involving root access.
· Apply "least privilege access controls", for example separating admin accounts.

	· Virus embedded in communication media infects vehicle systems
· Malicious internal (e.g. CAN) messages
	Measures to protect systems against embedded viruses/malware are recommended.
	· Establishing trust boundaries and access controls
· Message authentication and integrity checking.
· System monitoring.
· Avoid flat networks (apply defence in depth and network segregation)
· Input validation for all messages

	· Malicious V2X messages, e.g. infrastructure to vehicle or vehicle-vehicle messages (e.g. CAM, DENM)
· Malicious diagnostic messages
· Malicious proprietary messages (e.g. those normally sent from OEM or component/system/function supplier)
	Messages processed by a receiving vehicle shall be Authenticated and Integrity protected
	· Message authentication for all messages received.
· Encryption for communications containing sensitive data.
· The use of combinations of gateways, firewalls, intrusion prevention or detection mechanisms, and monitoring are employed to defend systems.
· Use of techniques for integrity checking, such as hashing, secure protocols and packet filtering.
· Use of techniques for protecting against replay attacks, such as timestamping or use of a freshness value.
· Limiting and monitoring message content and protocols
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