TFCS-11-07 updated annex 2 – mitigation security controls

[bookmark: _Toc504653436]Annex 2 	List of Security Controls related to mitigations incl. examples	Comment by Poulson, Martin (M.): OICA/CLEPA proposes this annex is removed altogether.

Note: text now included for this annex, this will need to be considered further and revised accordingly. 
A.21.2	Mapping between Mitigations and, security controls based providedon in ISO/IEC 27002 and security controls from the threat matrixthose identified elsewhere
A.1.1. 	The following table will guide how to mapprovides further detail on example security controls between for the “Mitigations” listed in Clause x.x, Security Controls in Annex 2.1 and security control identified while drafting the threat matrix,. The lList of security controls for implementing mitigations in this table are is not exhaustedexhaustive. Similarly it , but may not be necessary recommended to apply all security controls listed. The selection will depend on a risk assessment and any legal, contractual, regulatory in a specific Intelligent Transport Systems / Automated Driving environment.
Note: Security Controls for implementing mitigations should be further considered..

	ID
	Mitigations
	Security Controls for implementing Mitigations(ISO 27002)
	Other Security Controls for implementing Mitigations(threat matrix)

	M１
	Security Controls shall be applied to back-end systems to minimize the risk of insider attack
	A2.1.1	Security policies	Comment by Poulson, Martin (M.): The Ax.x.x references and some heading wording appears inconsistent with ISO 27002.  WARNING The UNECE document is unlikely to be maintained in a timely manner when such things as ISO 27002 change. Therefore suggest just having a more general reference to the standard rather than specific headings.
A2.1.2	Organizational security
A2.1.3	Human resource security and security awareness
A2.1.4	Asset management
A2.1.5	Access control
A2.1.6	Cryptographic security
A2.1.7	Physical and environmental security
A2.1.8	Operations security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
A2.1.13.  Information security aspects of any other topics:
A2.1.14.  Compliance
	· Role based access controls ("need to know" principle, "separation of duties") and appropriate training for staff.  
· Staff activity logging/ monitoring mechanisms
· Security information and event management
· Dual control principle

	M2
	Security Controls shall be applied to back-end systems to minimize unauthorized access
	A2.1.5	Access control
A2.1.6	Cryptographic security
A2.1.7	Physical and environmental security
A2.1.8	Operations security
A2.1.9	Communications security
A2.1.12	Security incident management
	· Securely configuring servers (e.g. system hardening)
· Protections of external internet connections, including authentication/verification of messages received and provision of encrypted communication channels
· Monitoring of server systems and communications  
· Manage the risks and security of cloud servers (if used)
· Security information and event management

	M3
	Where back-end servers are critical to the provision of services there are recovery measures in case of system outage
	A2.1.8	Operations security
A2.1.9	Communications security
A2.1.12	Security incident management
	· Hardening systems to minimise and prevent unauthorised physical access
· Enacting proportionate physical protection and monitoring.  
· Role based access controls for staff. 
· Applying data minimisation techniques to reduce the impact should data be lost

	M4
	Security Controls shall be applied to minimize risks associated with cloud computing
	A2.1.1	Security policies...
A2.1.2	Organizational security
A2.1.3	Human resource security and security awareness
A2.1.4	Asset management
A2.1.5	Access control
A2.1.6	Cryptographic security
A2.1.7	Physical and environmental security
A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.11	Supplier relationships security
A2.1.12	Security incident management
A2.1.13.  Information security aspects of any other topics:
A2.1.14.  Compliance
	· Monitoring of server systems 
· Managing the risks and security of cloud servers.
· Applying data minimisation techniques to reduce the impact should data be lost
· Security information and event management

	M5
	Security Controls shall be applied to back-end systems to prevent data leakage
	A2.1.1	Security policies...
A2.1.2	Organizational security
A2.1.3	Human resource security and security awareness
A2.1.4	Asset management
A2.1.5	Access control
A2.1.6	Cryptographic security
A2.1.7	Physical and environmental security
A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
A2.1.13.  Information security aspects of any other topics:
A2.1.14.  Compliance
	· Appropriate procedures for handling, transferring and disposing of data assets
· Appropriate training for staff, especially those handling data assets
· Applying data minimisation and purpose limitation techniques to reduce the impact should data be lost

	M6
	Systems shall implement security by design to minimize risks
	A2.1.1	Security policies...
A2.1.5	Access control
A2.1.6	Cryptographic security
A2.1.7	Physical and environmental security
A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
	· Message integrity and authentication checking. 
· Access control to vehicle files and data
· Network segmentation and implementation of trust boundaries.
· System monitoring
· Software testing, including use of ITU-T X.1500 Series for Structured Cybersecurity Information Exchange (see part A3)
· Active memory protection
· Software integrity checking techniques
· Hardening of e.g. operating system

	M7
	Access control techniques and designs shall be applied to protect system data/code
	A2.1.5	Access control
A2.1.6	Cryptographic security
A2.1.7	Physical and environmental security
A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
	· Application based input validation(in terms of what kind of data/input the affected application is expecting)
· Secure storage of sensitive information
· Access control and read/write procedures established for vehicle files and data
· Network segmentation and implementation of trust boundaries.
· System monitoring
· Software testing
· Active memory protection
· Software integrity checking techniques

	M8
	Through system design and access control it should not be possible for unauthorized personnel to access personal or system critical data
	A2.1.5	Access control
A2.1.6	Cryptographic security
A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
	· Hardening systems to minimise and prevent unauthorised  access
· Enacting proportionate physical protection and monitoring.  
· Role based access controls. 
· Software testing, including use of ITU-T X.1500 Series for Structured Cybersecurity Information Exchange (see part A3), Software should be tested  to minimise known bad code and unknown vulnerabilities.

	M9
	Measures to prevent and detect unauthorized access are employed
	A2.1.5	Access control
A2.1.8	Operations security
A2.1.9	Communications security
	· Establishing trust boundaries and access controls
· Avoid flat networks (apply defence in depth and network segregation)
· System monitoring.
· Multi factor authentication for applications involving root access.
· Apply "least privilege access controls", for example separating admin accounts

	M10
	Messages processed by a receiving vehicle shall be authenticated and integrity protected
	A2.1.5	Access control
A2.1.8	Operations security
A2.1.9	Communications security
	· Message authentication for all messages received. 
· Encryption for communications containing sensitive data.
· Techniques to prevent replay attacks, such as timestamping and use of freshness values
· Use of techniques for integrity checking, such as hashing, secure protocols and packet filtering.
· Session management policies to avoid session hijacking
· Consistency checks using other vehicle sensors (e.g. temperature, radar…)
· Message integrity and authentication checking. 
· Access control to vehicle files and data
· Network segmentation and implementation of trust boundaries.
· System monitoring
· Software testing, including use of ITU-T X.1500 Series for Structured Cybersecurity Information Exchange (see part A3)Software testing
· Active memory protection
· Software integrity checking techniques
· Hardening of e.g. operating system
· The use of combinations of gateways, firewalls, intrusion prevention or detection mechanisms, and monitoring are employed to defend systems.
· Use of techniques for protecting against replay attacks, such as timestamping or use of a freshness value.
· Limiting and monitoring message content and protocols

	M11
	Cybersecurity best practices shall be followed for storing private keys
	A2.1.6	Cryptographic security
	· Actively manage and protect cryptographic keys
· Consider use of Hardware Security Module (HSM), tamper detection, and device authentication techniques to reduce vulnerabilities

	M12
	Confidential data transmitted to or from the vehicle shall be protected
	A2.1.6	Cryptographic security
A2.1.9	Communications security
	· Encryption for communications containing sensitive data. 
· Software and systems used to protect confidential information is tested
· Data minimisation techniques applied to communications

	M13
	Measures to detect and recover from a denial of service attack shall be employed
	A2.1.8	Operations security
A2.1.9	Communications security
A2.12	Security incident management
	· Timestamping messages and setting expiration time for messages
· Employing rate limiting measures based on context.
· Check size of received data 
· Authentication of data.
· Setting acknowledgement messages for V2X messages (currently not standardised)
· Fall-back strategy for no communication

	M14
	Measures to protect systems against embedded viruses/malware are recommended
	A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
	· Establishing trust boundaries and access controls
· Message authentication and integrity checking.
· System monitoring.
· Avoid flat networks (apply defence in depth and network segregation)
· Input validation for all messages

	M15
	Measures to detect malicious internal messages are recommended
	A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
	· Establishing trust boundaries and access controls  
· Message authentication and integrity checking. 
· System monitoring.
· Avoid flat networks (apply defence in depth, isolation of components and network segregation)
· Input validation for all messages

	M16
	Secure software update procedures are employed
	A2.1.6	Cryptographic security
A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
	· Implement Cryptographic protection and signing of software updates
· Secure communications used for updates
· Ensure the veracity of the update;
· Establish secure procedures, including configuration templates and policies.
· Ensure configuration control and that it is possible to roll-back updates.
· Effective key management and protection for any cryptography used.
· Version and timestamp and logging of the update

	M17
	Cybersecurity best practices shall be followed for defining and controlling maintenance procedures
	A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
	· Implement the use of configuration templates and policies
· Only allow a safe set of instructions to be passed to a vehicle
· Apply message and device authentication techniques.
· Implement appropriate Data controls.
· Appropriate training of maintenance staff.
· Device configurations to be verified

	M18
	Cybersecurity best practices shall be followed for defining and controlling user roles and access privileges
	A2.1.1	Security policies...
A2.1.2	Organizational security
A2.1.3	Human resource security and security awareness
A2.1.4	Asset management
A2.1.5	Access control
	

	M19
	Organizations shall ensure security procedures are defined and followed
	A2.1.1	Security policies...
A2.1.2	Organizational security
	· There is a security programme defining procedures.
· Specific cyber awareness and security training needs are identified for roles, especially those in the design and engineering functions, and then implemented
·  Establish security development and maintenance process including e.g. review, cross-check and approval gateways

	M20
	Security controls are applied to systems that have remote access
	A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
	· Apply message and device authentication techniques
· System monitoring for unexpected messages/behaviour.
· Software and hardware testing to reduce vulnerabilities
· Access control rights established and implemented for remote systems to a vehicle.
· Network segregation applied
· Use of techniques for message integrity checking, such as hashing, secure protocols and packet filtering.
· Use of techniques for protecting against replay attacks, such as timestamping or use of a freshness value. 
· Only allow a safe set of instructions to be passed to a vehicle

	M21
	Software shall be security assessed, authenticated and integrity protected
	A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
	· Software testing, including use of ITU-T X.1500 Series for Structured Cybersecurity Information Exchange (see part A3)

	M22
	Security controls are applied to external interfaces
	A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
	· Enforce Boundary Defences and Access Control between external interfaces and other vehicle systems
· System monitoring for unexpected messages/behaviour.
· Apply message and device authentication techniques.
· Only allow a safe set of instructions to be passed to a vehicle.
· Systems are hardened to limit access 


	M23
	Cybersecurity best practices for software and hardware development shall be followed
	A2.1.6	Cryptographic security
A2.1.7	Physical and environmental security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
	· Software and its configuration shall be security assessed, authenticated and integrity protected
· Software testing, including use of ITU-T X.1500 Series for Structured Cybersecurity Information Exchange (see part A3)
· Security risks are assessed and managed appropriately and proportionately, including those specific to the supply chain
· Only permit applications that have had an accepted level of software testing to reduce vulnerabilities.
· Encryption of software code
· Secure design methodologies, including assurance that network design requirements are met by corresponding implementations
· Organizations plan for how to maintain security over the lifetime of their systems
· Organisations, including suppliers, are able to provide assurance of their security processes and products
· It is possible to ascertain and validate the authenticity and origin of supplies
· There is an active programme in place to identify critical vulnerabilities
· Organisations adopt secure coding practices for network segmentation

	M24
	Data protection best practices shall be followed for storing private and sensitive data
	A2.1.6	Cryptographic security
A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
	· Systems are designed so that end-users can efficiently and appropriately access, delete and manage their personal data s.
· Define measures to ensure secure deletion of user data in case of a change of ownership.

	M25
	Systems should be designed to be resilient to attacks and respond appropriately when its defences or sensors fail
	A2.1.8	Operations security
A2.1.9	Communications security
A2.1.10	 System security - acquisition, development and maintenance
A2.1.12	Security incident management
	· Redundancy or back-ups design in, in case of system outage.
· Security risks are assessed and managed appropriately and proportionately.
· Measures to ensure the availability of data are recommended
· Safety critical systems are designed to fail safe






A.2.1	Security Controls based on ISO/IEC 27002
[bookmark: _Hlk497427506]The following “security controls” can apply for implementing mitigations in Clause 6.4. provides further details on the example security controls provided in ISO/IEC 27002. This provides additional detail to that of section A1 and can be used in parallel with it. 
The selection of appropriate security controls and the application of the implementation guidance provided, will depend on a risk assessment and any legal, contractual, regulatory in a specific Intelligent Transport Systems / Automated Driving environment. 
A2.1.1	Security policies...
Security Controls and the associated implementation guidance and other information specified in Clause 5 of ISO/IEC 27002 can apply. The following specific guidance also applies.
· Policies for cybersecurity shall be defined and approved by management and communicated to employees
· Policies to be reviewed at planned intervals or when significant changes occur to ensure their suitability, adequacy and effectiveness.
A2.1.2	Organizational security
Security Controls and the associated implementation guidance and other information specified in Clause 6 of ISO/IEC 27002 can apply. The following specific guidance also applies.
· Cyber security roles and responsibilities to be defined and allocated
· Segregation of duties to reduce opportunities for unauthorized/ unintentional modification/misuse of organization’s assets
· Appropriate Contact with relevant authorities shall be made for activities like security incident management.
· Contact with special interest groups, specialist security forums and professional associations shall be maintained for effective cybersecurity knowledge management.
A2.1.3	Human resource security and security awareness
Security Controls and the associated implementation guidance and other information specified in Clause 7 of ISO/IEC 27002 can apply. The following specific guidance also applies.
Specific guidance related to “Training”
· Specific cyber awareness and security training needs are identified for roles, especially those in the design and engineering functions, and then implemented
· There is a security programme defining procedures
· Appropriate training for staff, especially those handling data assets
· Appropriate training of maintenance staff
· Staff activity logging/ monitoring mechanisms
· Establish security development and maintenance process including e.g. review, cross-check and approval gateways
A2.1.4	Asset management
Security Controls and the associated implementation guidance and other information specified in Clause 8 of ISO/IEC 27002 can apply.
A2.1.5	Access control
Security Controls and the associated implementation guidance and other information specified in Clause 9 of ISO/IEC 27002 can apply. The following specific guidance also applies.
Specific guidance related to “Access control mechanisms”
· Establishing trust boundaries and access controls
· Apply least access principle to minimise risk. 
· Role based access controls ("need to know" principle, "separation of duties")  are established and applied
· Access control and read/write procedures established for vehicle files, systems and data. 
· Access control rights established and implemented for remote systems to a vehicle
· Enforce Boundary Defences and Access Control between external interfaces and other vehicle systems
· Enforce Boundary Defences and Access Control between hosted software (apps) and other vehicle systems
· Dual control principle
· Multi factor authentication for applications involving root access
· System and application access control
· Information access restriction
· Secure log-on procedures
· Password management system for users/drivers
· Use of privileged utility programs
· Access control to vehicle source code
Specific guidance related to “Device and application authentication”
· Apply device authentication techniques
· Authentication of devices and equipment
· Device configurations to be verified
· Procedures established for what applications may be permitted, what they can do and under what conditions
Specific guidance related to “Authorization” 
· Ensure that there are authorization mechanisms in place for vehicle access roles 
· Ensure that the in-vehicle application has clearly defined the user types and the rights of said users. 
· Ensure there is a least privilege stance in operation. 
· Ensure that the Authorization mechanisms work properly, fail securely, and cannot be circumvented. 
A2.1.6	Cryptographic security
Security Controls and the associated implementation guidance and other information specified in Clause 10 of ISO/IEC 27002 can apply. The following specific guidance also applies.
Specific guidance related to “Cryptographic key management”
· Actively manage and protect cryptographic keys
· Effective key management and protection for any cryptography used
Specific guidance related to “Encryption of communication and software”
· Encryption for communications containing sensitive data, including software updates
· Encryption of software code
· Ensure no sensitive data is transmitted in the clear, internally or externally. 
· Ensure the application is implementing known good cryptographic methods. 
A2.1.7	Physical and environmental security
Security Controls and the associated implementation guidance and other information specified in Clause 11 of ISO/IEC 27002 can apply.
A2.1.8	Operations security
Security Controls and the associated implementation guidance and other information specified in Clause 12 of ISO/IEC 27002 can apply. The following specific guidance also applies.
Specific guidance related to “Software coding”
· Organisations adopt secure coding practices
· Apply software testing and integrity checking techniques
· Ensure development/debug backdoors are not present in production code. 
· Ensure that no system errors can be returned to the user/ driver/ HMI. 
· Ensure that the application fails in a secure manner and redundancy options are available in case of a failure. 
· Ensure resources are released if an error occurs. 
· Ensure that no sensitive information is logged in the event of an error. 
· Ensure no sensitive data can be logged; e.g. cookies, HTTP “GET” method, authentication credentials. 
· Ensure successful and unsuccessful authentication is logged. 
· Ensure application errors are logged. 
· Examine the application for debug logging with the view to logging of sensitive data. 
· Examine the file structure. Are any components that should not be directly accessible available to the user?
· Examine all memory allocations/de-allocations. 
· Examine the application for dynamic SQL and determine if it is vulnerable to injection. 
· Search for commented out code, commented out test code, which may contain sensitive information. 
· Ensure all logical decisions have a default clause. 
· Ensure no development environment kit is contained on the build directories. 
· Search for any calls to the underlying operating system or file open calls and examine the error possibilities
· Examine how and when a session is created for a user, unauthenticated and authenticated. 
· Examine the session ID and verify if it is complex enough to fulfill requirements regarding strength. 
· Determine the actions the application takes if an invalid session ID occurs. 
· Examine session invalidation. 
· Determine how multithreaded/multi-user session management is performed. 
· Determine the session HTTP inactivity timeout. 
· Determine how the log-out functionality functions.
· Input Validation
· Output Encoding
· Authentication and Password Management
· Session Management 
· Cryptographic Practices
· Error Handling, exception handling and Logging
· Data Protection
· Communication Security
· System Configuration 
· Database Security
· File Management
· Memory Management
· Code modification prevention
Specific guidance related to “Monitoring Management”
· System monitoring for unexpected messages/behaviour
· Enacting proportionate physical protection and monitoring
· Monitoring of server systems and communications
· Systems to detect and respond to sensor spoofing
· Session management policies to avoid session hijacking
· Protection from malware.
· Backup
· Logging and monitoring.
· Control of operational software
· Technical vulnerability management (related to software update in xx)
· Information systems audit considerations.
A2.1.9	Communications security
Security Controls and the associated implementation guidance and other information specified in Clause 13 of ISO/IEC 27002 can apply. The following specific guidance also applies.
Specific guidance related to “Network design”
· Avoid flat networks (apply defence in depth, isolation of components and network segregation)
· Network segmentation and implementation of trust boundaries
· Protections of external internet connections, including authentication/verification of messages received and provision of encrypted communication channels
· Sandboxing for protected execution of 3rd party software
· The use of combinations of gateways, firewalls, intrusion prevention or detection mechanisms, and monitoring are employed to defend systems
· Ensure all internal and external connections (user and entity) go through an appropriate and adequate form of authentication. Be assured that this control cannot be bypassed. 
· Ensure that authentication credentials do not traverse in clear text form. 
Specific guidance related to “Control of data held on vehicles and servers and communicated therefrom” 
· Implement appropriate data controls
· Apply data minimisation and purpose limitation techniques to reduce the impact should data be lost
· Data minimisation techniques applied to communications
· Establish a policy on the use of cryptographic controls for protection of information are developed and followed. This includes an identification of what data is held and the need to protect it. 
· Secure storage of sensitive information 
· Encrypt sensitive data and ensure keys are appropriately and securely managed
· Systems are designed so that end-users can efficiently and appropriately access, delete and manage their personal data
· Strict write permissions and authentication measures for updating/ accessing vehicle parameters
· Active memory protection
· Apply techniques to prevent fraudulent manipulation of critical system data
· Consider use of Hardware Security Module (HSM), tamper detection, and device authentication techniques to reduce vulnerabilities
· Ensure all pages enforce the requirement for authentication for sensitive information
· Ensure that whenever authentication credentials or any other sensitive information is passed, only accept the information via secure information protocols and channels through the vehicle communication channel
· Ensure that sensitive information is not comprised. 
· Ensure that unauthorized activities cannot take place via cookie manipulation. 
· Ensure secure flag is set to prevent accidental transmission in the vehicular network
· Determine if all state transitions in the application code properly check for the cookies and enforce their use. 
· Ensure the session data is being validated. 
· Ensure cookies contain as little private(user/driver) information as possible. 
· Ensure entire cookie is encrypted if sensitive data is persisted in the cookie. 
· Define all cookies being used by the application, their name, and why they are needed. 
· Ensure that a data validation mechanism is present. 
· Ensure all input that can (and will) be modified by a malicious user such as HTTP headers, input fields, hidden fields, drop down lists, and other web components are properly validated. 
· Ensure that the proper length checks on all input exist. 
· Ensure that all fields, cookies, http headers/bodies, and form fields are validated. 
· Ensure that the data is well formed and contains only known good chars if possible. 
· Ensure that the data validation occurs on the server side. 
· Examine where data validation occurs and if a centralized model or decentralized model is used. 
· Ensure there are no backdoors in the data validation model. 
· Golden Rule: All external input, no matter what it is, is examined and validated. 
Specific guidance related to “Controls for messages”
· Message authentication and integrity checking
· Only allow a safe set of instructions to be passed to a vehicle
· Input validation for all messages
· Application based input validation (in terms of what kind of data/input the affected application is expecting)
· Authentication of data
· Check size of received data
· Consistency checks using other vehicle sensors (e.g. temperature, radar…)
· Employing rate limiting measures based on context
· Limiting and monitoring message content and protocols
· Setting acknowledgement messages for V2X messages (currently not standardised)
· Techniques to prevent replay attacks, such as timestamping and use of freshness values
· Timestamping messages and setting expiration time for messages
· Ensure that whenever authentication credentials or any other sensitive information is passed, only accept the information via the HTTP “POST” method and will not accept it via the HTTP “GET” method. 
· Any page deemed by the business or the development team as being outside the scope of authentication should be reviewed in order to assess any possibility of security breach. 
A2.1.10	 System security - acquisition, development and maintenance
Security Controls and the associated implementation guidance and other information specified in Clause 14 of ISO/IEC 27002 can apply. The following specific guidance also applies.
Specific guidance related to “End of life considerations”
· Appropriate procedures for handling, transferring and disposing of data assets
· Define measures to ensure secure deletion of user data in case of a change of ownership
Specific guidance related to “Controls for updates”
· Secure communications used for updates
· Implement Cryptographic protection and signing of software updates
· Implement the use of configuration templates and policies
· Ensure configuration control and that it is possible to roll-back updates
· Version and timestamp and logging of updates
· Ensure the veracity of the update
· Establish secure update procedures, including configuration templates and policies for updates. Ensure configuration control and that it is possible to roll-back updates. Version and timestamp and logging of the update
A2.1.11	 Supplier relationships security
Security Controls and the associated implementation guidance and other information specified in Clause 15 of ISO/IEC 27002 can apply. The following specific guidance also applies.
· Cyber security requirements for mitigating the risks associated with supplier’s products/ system to the manufacturers products/system shall be agreed with the supplier and documented.
· All relevant cyber security requirements shall be established and agreed with each supplier that may access, process, store, communicate, or provide infrastructure components for, the manufacturers.
· Agreements with suppliers shall include requirements to address the cyber security risks associated with information and communications technology services and product supply chain.
· Manufacturer shall regularly monitor, review and audit supplier service delivery.
· Changes to the provision of services by suppliers, including maintaining and improving existing cyber security policies, procedures and controls, shall be managed, taking account of the criticality of business information, systems, components and processes involved and re-assessment of risks.
A2.1.12	Security incident management
Security Controls and the associated implementation guidance and other information specified in Clause 16 of ISO/IEC 27002 can apply. 
A2.1.13.  Information security aspects of any other topics
Security Controls and the associated implementation guidance and other information specified in Clause 17 of ISO/IEC 27002 can apply. 
A2.1.14.  Compliance
Security Controls and the associated implementation guidance and other information specified in Clause 18 of ISO/IEC 27002 can apply. 


A3 ITU-T X.1500 Series for Structured Cybersecurity Information Exchange (CYBEX) Techniques 
The following provides references from the ITU-T X.1500 series that can be used for detecting, reporting and prioritizing vulnerabilities and weaknesses in software:
· X.1520 Common vulnerabilities and exposures (CVE)    
· X.1521 Common vulnerability scoring system (CVSS)   
· X.1524 Common weakness enumeration (CWE)    
· X.1525 Common weakness scoring system (CWSS)
· X.1544 Common attack pattern enumeration and classification (CAPEC)    
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