(Korea) Comments related to Test Phase  
□ Cyber security
7.	Specifications
7.1.	General specifications
7.1.1.	The requirements of this Regulation shall not restrict provisions or requirements of other UN Regulations.

7.1.2.	The vehicle manufacturer may refer to [the Recommendation / Resolution on Cyber Security] in their assessment of cyber security risks and the mitigations, as well as when describing the processes employed.
7.2.	Requirements for the Cyber Security Management System
7.2.1.	For the preliminary assessment the Approval Authority or Technical Service shall verify that the vehicle manufacturer has a Cyber Security Management System in place and shall verify its compliance with this Regulation.

[bookmark: _GoBack]7.2.2.	The Cyber Security Management System shall cover the following aspects:

7.2.2.1.	The vehicle manufacturer shall demonstrate to an Approval Authority or Technical Service that their Cyber Security Management System considers the following phases:
- Development phase;
- Production phase;
- Post-production phase.

	The support period in the post-production phase/lifetime 




7.2.2.2. The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management System ensure security is adequately considered. This shall include:

	a) The processes used within the manufacturer’s organization to manage cyber security 
	b) The processes used for the identification of risks to vehicle types;
	c) The processes used for the assessment, categorization and treatment of the risks identified;
	d) The processes in place to verify that the risks identified are appropriately managed;

Suggested correction from test phase coordination meeting
	e) The processes used for testing the security of the system vehicle type throughout its development and production phases;
	agree on the consistency of the use of the “vehicle type” in b), g), and h).
- which category is suitable for the back-end server/cloud computing related to vehicle manufacturers? Clarify that vehicle type covers back-end server/cloud computing?
* The back-end server/cloud computing in the main part of the recommendation is not described in the regulation definitely.



	f) The processes used for ensuring that the risk assessment is kept current;
	g) The processes used to monitor for, detect and respond to cyber-attacks on vehicle types;
	h) The processes used to identify new and evolving cyber threats and vulnerabilities to vehicle types;
	i) The processes used to appropriately react to new and evolving cyber threats and vulnerabilities.

7.2.2.3.	The vehicle manufacturer may refer to [the Recommendation / Resolution on cyber security] when describing the processes, they have employed. 

7.2.2.4.	The vehicle manufacturer shall be required to demonstrate how their Cyber Security Management System will manage dependencies that may exist with contracted suppliers and service providers in regards of the requirements of paragraph 7.2.2.2.
	Considering that manufacturers specify the contents related to CSMS clearly on the contract forms between the manufacturers and suppliers/service providers.


 


7.3.	Requirements for vehicle types
7.3.1.	Before the assessment of a vehicle type for the purpose of type approval is carried out the vehicle manufacturer shall demonstrate to the Approval Authority or Technical Service that their Cyber Security Management System has a valid CSMS Certificate of Compliance relevant to the vehicle type being approved

Suggested clarifications from the test phase coordination meeting
7.3.2. The Approval Authority or Technical Service shall verify that the manufacturer has taken the necessary measures relevant for the vehicle type to:
	(a) Collect and verify as appropriate information required under this regulation, through the full supply chain;
	(b) Maintain Document appropriate design and test information;
	(c) Implement appropriate security measures in the design of the vehicle and its systems type;

	The manufacturers cover security requirements about vehicle external communications to the maximum even though there are limits to manage the communication agencies parts.
In the case of communication, is it proper to be handled in the vehicle type parts? (Considering handling this issue as a sole part such as back-end server/cloud computing parts written above)



Suggested amendment from participant of test phase coordination meeting
7.3.2	The Approval Authority or Technical Service shall verify the consistency of the documentation provided by the manufacturer

Suggested amendment from participant of test phase coordination meeting
	As the manufacturer’s demonstration precedes the verification by the TS/Authority, points 7.3.3. to 7.3.6. should come before point 7.3.2.

	Agree on this clause for consistency with 7.2 part.
 a)–c) is similar to 7.3.3~7.3.6 but not completely the same.
It needs to reflect all of the contents of 7.3.2 to 7.3.3~ 7.3.6   




7.3.3.	The vehicle manufacturer shall demonstrate the risk assessment for the vehicle type in terms of the vehicle systems, the interactions of the different vehicle systems and the entire vehicle.

7.3.4.	The vehicle manufacturer shall demonstrate how the design of critical elements of the vehicle type are protected against risks identified in the vehicle manufacturer’s risk assessment. Proportionate mitigations shall be implemented to protect such elements.

	Definition/criteria of critical elements
* Because the identifications, assessments and managements for risk on vehicle were already handled, it seems that “critical elements” in this clause is unnatural. 



7.3.5.	The vehicle manufacturer shall demonstrate how they have implemented appropriate and proportionate measures to protect dedicated environments on the vehicle type (if provided) for the storage and execution of aftermarket software, services, applications or data.

	If it’s not allowed the storage and execution of aftermarket software, services, applications or data, is this clause meaningful?



7.3.6.	The vehicle manufacturer shall describe what testing has been performed to verify the effectiveness of the security measures implemented and the outcome of those tests.



□ Software Update
7.2.2. Additional Requirements for over the air updates
7.2.2.1. The vehicle shall have the following functionality with regards to software updates:
7.2.2.1.1. The vehicle manufacturer shall ensure that the vehicle is able to restore systems to their previous version in case of a failed or interrupted update or that the vehicle can be placed into a safe state after a failed or interrupted update.

	clarification 
* The scope of the previous version : 
is it including the initial version in mass-production phase? or is it only the last version?
* Definition of Safe State



